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YBaxaeMbllh nonb3oBarterb!

Cnacubo, 4to goBepsieTe Ham. Mbl Hageemcsl, YTO 3TOT LOKYMEHT MOMOXEeT BaM B paboTe W OTBETUT Ha
OONbLUMHCTBO BO3HMKAIOLLIMX BOMNPOCOB.

BHumanwue! MNpaBa Ha 3TOT AoKymeHT aBnsatoTca cobetBeHHocThio AO "JlabopaTtopusa Kacnepckoro" (nanee takke
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KonunpoaHue B ntobon opme, pacnpocTpaHeHne, B TOM YnCne B NepeBOAE, Nobbix MaTepuanoB BO3MOXHbI TOMbKO
C NMCbMEHHOro pa3pelueHus "Jlabopatopumn Kacnepckoro".
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OO0 3TOM AOKYyMeHTe

HacToawmin gokymeHT npeacTtaBnsieT coboi noAroToBUTENbHbIE MPOLEAYPbl U PYKOBOACTBO MO 3KChnyatauuu
nporpammHoro mn3genust " Kaspersky Industrial CyberSecurity for Nodes 2.5.0.235" (gnanee Takke " Kaspersky
Industrial CyberSecurity for Nodes 2.5", "nporpamma").

MoarotoButensHble npoueaypbl U3noxeHoel B pasgenax "lNoprotoBka K ycTaHOBKe nporpammbl”, "YcTaHoBka
nporpammsbl”, "lMogrotoeka nporpammel kK pabdote" u "lpouenypa npuemkn" n cogepxaT npouenypbl 6e3onacHon
YCTaHOBKM W MEepBOHAYarbHOM HACTPOMKW MporpaMmbl, KOTOpble Heobxoaumbl Ans nony4veHuss 6esonacHom
(cepTncbmumpoBaHHo) koHdurypaumn. B paspgene "TpeboBaHua" npuBegeHbl MUHMManNbHO Heobxoaumble
cucTeMHble TpeboBaHus ons 6e3onacHon yCTaHOBKU NpOrpamMMei.

OctanbHble pasgenbl 9TOro AOKyMeHTa npeactaBnsalT cobor pykoBoACTBO MO akcnnyaTaumu. PykoBogcTtso no
SKCMMyaTauMnm COAEPXMT CBEAeHMs O TOM, Kak OCyLlecTBNsATb 6esonacHoe agMUHMCTPYMpOBaHME NpPOrpamMMbl, a
TaKkKe MHCTPYKUMM N yKkasaHnsa no 6e3onacHOMY UCMONb30BaHMIO MPOrpaMMbl.

B nokymeHTe Takke codepaTcsl pasfenbl C AONONHUTENbHON MHdopMaLUneit o nporpamve.

[loKyMeHT agpecoBaH TEXHUYECKUM crieumanuctam, B 06583aHHOCTU KOTOPLIX BXOAUT YCTAHOBKA, 3KCMnyaTaums u
agmuHncTpupoBaHne Kaspersky Industrial CyberSecurity for Nodes 2.5, a Takke noggepXka opraHusauuu,
ncnonb3yowmx Kaspersky Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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O nporpamme

Cpeacteo 3awuThl MHGopmaummn «Kaspersky Industrial CyberSecurity for Nodes» (ganee Takke "nporpamma”),
npeacraensowee cobol cpeacTBo aHTUBMPYCHOW 3aLmnThl TUNa «B» TpeTbero knacca 3awwmThl, npegHa3HavyeHHoe
ONsi NPUMEHEHUSI HA aBTOMaTM3UPOBaHHbIX Paboyvmx MecTax MHPOPMaLMOHHBIX CUCTEM.

OCHOBHbIMK yrpo3amu, Ans NPOTUBOCTOSAHMSA KOTOpbIM ucnonb3yetcs Kaspersky Industrial CyberSecurity for
Nodes, sBns0TCA yrpo3sbl, CBA3aHHbIE C BHEAPEHMEM B MH(DOPMALMOHHBIE CUCTEMbI U3 UHCPOPMALIMOHHO-
TEeNEeKOMMYHUKaLMOHHBIX CETEN, B TOM Yncie ceTen MexayHapogHoro MHpopmaLumoHHoro obmeHa (ceTten cBs3n
o6LLero Nonb3oBaHKs) U(MNN) CbeMHbIX MaLIMHHBIX HOCMTenen nHpopmaLun, BpegoHOCHbIX KOMMbIOTEPHbIX
nporpamm (Bupycos) (KB).

B nporpamme peanunsoBaHbl cnegytowme pyHKuun 6e3onacHocTu:

e pasrpaHudeHue JOCTyna K ynpasrneHuo NporpaMmmMon;

e ynpaBreHue paboToln Nporpammel;

e ynpasneHue napameTpamu nporpamMmmel;

e ynpaBrieHne yCTaHOBKOW OOHOBREHU (akTyanuaaummn) 6a3bl 4aHHbIX NPU3HAKOB BPEOOHOCHbIX
KOMNblOTEpHbIX Nporpamm (Bupycos) (B MNKB);

e ayauT 6e3onacHoOCTM Nporpammel;

e  BbINOSIHEHNE NMPOBEPOK OOBHEKTOB BO3AENCTBUS;

e o06paboTka 06BLEKTOB BO3OENCTBUS;

e  CUrHanusaumsi nporpammbi;

e  BbINOSIHEHME NPOBEPOK OBpaLLeHn K nHTepdencam B3anmogencTsns ¢ ApYyrumn cucteMamu;

e  MOHWUTOPWHI LeNMOCTHOCTM AaHHbIX, XPaHUMbIX HA NPOrpaMMUpyeMbIX NOrMYECKNX KOHTpOnepax;

e  KOHTpOIb 3anycka nporpamm;

e  KOHTpOIb A0CTyna K HegoBepeHHbIM Wi-fi ceTam;

e  KOHTPOSIb BbINONHEHUS hannoBbIX onepauui;

e  3aulMTa OT IKCMNIIOMUTOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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TpeboBaHuA

o707 pasgen coaepXxut annapaTtHblie U nporpaMmMHble Tp96OBaHVI'i-I ana yctaHOBKU U pa6OTbI nporpamMmmebl, a Takxe
YKa3aHua no aKkcnnyatauum n TpeGOBaHMFI K cpene.

B atom pasgene

ANnapaTHbIE N MPOTPAMMHDBIE TPEBOBAHMSI.........eciuveiereiieeteesteestreaaeateesteesteesseesnseseeaseesseessessseessssaseesseens 12

YKazaHusl Mo IKCMyaTaLUUM U TPEGOBAHMS K CPEIE ..vecuveereereesreeareeaseasteessessseesssessessseessesssessssesssssseessenns 15

AnnapaTtHblie U NporpamMmMHbie TpeboBaHusA

OTOT pasgen cooepXuT nepedeHb annapaTHbIX U NporpaMmHbIX TpeboBaHui Kaspersky Industrial CyberSecurity for
Nodes 2.5.

AnnapaTHble TpeboBaHUs K 3aLlMLLAEMbIM YCTPONCTBAM
Obuwume TpeboBaHus:
e X86-cOBMECTMMbIE CUCTEMbI B OOHOMPOLIECCOPHON 1 MHOTOMNPOLECCOPHON KOHJUrypaLmu;
e X64-coBMECTUMbIE CUCTEMbI B OOHOMPOLIECCOPHON 1 MHOTrOMNpPOLECCOPHON KOHUrypaLmu;
O6bem AnCKOBOro NPOCTPaHCTBA Afst YCTaHOBKMU:
e [1na yctaHOBKM koMNoHeHTa KoHTporb 3anycka nporpamm — 50 MB;

e [1na yctaHOBKM Bcex koMmnoHeHToB Kaspersky Industrial CyberSecurity for Nodes — 500 MbB.

O6bem onepaTMBHON NAMATU:

e 256 MB npu yctaHoBKe kOMNoHeHTa KoHTponb 3anycka NporpaMm Ha yCTPOWCTBE MoA ynpasneHnem 32-
paspsgHbIX onepaunoHHbix cnctem Microsoft Windows XP Embedded / Windows XP / Windows Embedded
POSReady 2009;

e 512 MB npwu ycTaHOBKE BCEX KOMMOHEHTOB MPOrpaMmbl Ha YCTPOWCTBE nof yrnpasneHnem 32-paspsgHbiX
onepauuoHHbIx cuctem Microsoft Windows XP Embedded / Windows XP / Windows Embedded
POSReady 2009;

e 1 ['B npuycTtaHOBKe BCEX KOMMOHEHTOB MporpamMMbl Ha YCTPOWCTBE MOA ynpasneHuem pApyrux 32-
pa3psgHbIX onepauuoHHbIx cuctem Microsoft Windows;

e 2 b npmyctaHoBKe BCeX KOMIMOHEHTOB MporpamMMbl Ha YCTPOWCTBE MOA yrnpasreHnem 64-paspsagHbixX
onepaumoHHbix cuctem Microsoft Windows.

MuHmanbHble TpeboBaHUSA K NPOLECCOPY:
e Onsa 32-pa3psagHbIX onepaumoHHbIx cucteM Microsoft Windows — Intel® Pentium® |l

e NS 64-paspsagHbix onepaumoHHbix cuctem Microsoft Windows — Intel Pentium V.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxxambcsi.
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MporpammHble TpeboBaHMs K 3aLMLLAEMbIM YCTPONCTBAM
HacTtonbHble onepauyoHHbIe CUCTEMBI:
e Windows XP Professional SP2 x86
e Windows XP Professional SP2 x64
e Windows XP Professional SP3 x86
e Windows Vista® SP2 x86
e Windows Vista SP2 x64
e Cewmencteo Windows 7:
e Windows 7 Professional x86
e Windows 7 Professional x64
e Windows 7 Enterprise x86
e Windows 7 Enterprise x64
¢ Windows 7 Ultimate x86
e Windows 7 Ultimate x64
e Windows 7 Professional SP1 x86
e Windows 7 Professional SP1 x64
e Windows 7 Ultimate SP1 x86
e Windows 7 Ultimate SP1 x64
e Windows 7 Enterprise SP1 x86
e Windows 7 Enterprise SP1 x64
e Cewmeicteo Windows 8:
e Windows 8 Pro x86
e Windows 8 Pro x64
e Windows 8 Enterprise x86
e Windows 8 Enterprise x64
e Cewmenctso Windows 8.1:
e Windows 8.1 Pro x86
e Windows 8.1 Pro x64
e Windows 8.1 Enterprise x86
e Windows 8.1 Enterprise x64
e CewmeiictBo Windows 10:
e Windows 10 Pro x86
e Windows 10 Pro x64
e Windows 10 Enterprise x86
e Windows 10 Enterprise x64

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxeH 30ecb omobpaxamhbcsi.
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e Windows 10 RS1 x86
e Windows 10 RS1 x64
e Windows 10 RS2 x86
e Windows 10 RS2 x64
e Windows 10 RS3 x64
e Windows 10 RS3 x64
CepBepHble onepaLoHHbIE CUCTEMbI:
e Cewmenctso Windows Server 2003:
e Windows Server 2003 Standard SP1 x86
e Windows Server 2003 Standard SP1 x64
e Windows Server 2003 Enterprise SP1 x86
e Windows Server 2003 Enterprise SP1 x64
e Windows Server 2003 Standard SP2 x86
e Windows Server 2003 Standard SP2 x64
e Windows Server 2003 Enterprise SP2 x86
e Windows Server 2003 Enterprise SP2 x64
e Cewmencteo Windows Server 2008:
e Windows Server 2008 Standard SP1 x86
e Windows Server 2008 Standard SP1 x64
e Windows Server 2008 Enterprise SP1 x86
e Windows Server 2008 Enterprise SP1 x64
e Windows Server 2008 R2 Standard
e Windows Server 2008 R2 Enterprise
e Windows Server 2008 R2 Enterprise with SP1
e Cewmenctso Windows 2012:
e Windows Server 2012 Essentials x64
e Windows Server 2012 Standard x64
e Windows Server 2012 Foundation x64
e Windows Server 2012 Datacenter x64
e Windows Server 2012 R2 Essentials x64
e Windows Server 2012 R2 Standard x64
e Windows Server 2012 R2 Foundation x64
e Windows Server 2012 R2 Datacenter x64
e Windows Server 2016.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0o/nKkeH 30ecb omobpaxambcsi.
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BcTpanBaemble cucTembl:

e Windows XP Embedded x86

e Windows Embedded Standard 7 x86

e Windows Embedded Standard 7 x64

e Windows Embedded 8.1 Industry Pro x86
e Windows Embedded 8.1 Industry Pro x64
e Windows Embedded 8.0 Standard x86

e Windows Embedded 8.0 Standard x64

MoppepxnBaemMble MHOYCTPUAnbHbIE CUCTEMBbI

Kaspersky Industrial CyberSecurity for Nodes 2.5 3awuwaetr cnegywowme nporpammupyembie
NOrn4yecKkme KOHTponmnepbI:

Siemens™ SIMATIC™ series S7-300
Siemens SIMATIC series S7-400
Schneider Electric Modicon M340
Schneider Electric Modicon M580

YKazaHusa no akcnsiyataumm n TpedboBaHUA K cpeae

1.

YcTaHoBKa, KOHQUIypuMpoBaHMe 1 yrnpaBrieHne NporpamMmmoi OOMKHbI OCYLLECTBNATLCA B COOTBETCTBUM C
3KcnnyaTauMoHHON JOoKyMeHTaumnen.

MporpamMma [OmKHa SKCMyaTUpOBaTbCA Ha KOMIMblOTEpax, OTBEYaLWMUX MUHMMAambHbIM TpeboBaHUsM,
npuBeAeHHbIM B pasferne «AnnapaTtHble U NporpamMmmHble TpeGoBaHUS».

lMepen ycTtaHOBKOW W HavanoM 3Kcnfyatauuu nporpaMmbl HEO6XoAMMO YCTaHOBUTb BCE AOCTYMHblE
06HOBREeHNs ucnonb3dyembix Bepcuii N0 cpedbl PyHKLNMOHMPOBAHNS.

HomxkeH OblITb obecneveH JocTyn NporpaMmmbl KO BCeM obbekTam MHEMOPMALMOHHOW CUCTEMBI, KOTOPbIE
Heobxo4MMbl MporpaMMe Ans peanv3auum CBoMX OYHKUMOHANbHBIX BO3MOXHOCTEN (K KOHTPONMPYEMbIM
006bekTaM MHPOPMALMOHHOWN CUCTEMBI).

HomkHa ObITb obecrnedeHa COBMECTUMOCTb MpOrpaMMbl  C  KOHTPONMPYEMbIMU  pecypcammu
MHOPMALIMOHHON CUCTEMBI.

HomkHa ObiTb 06ecneyeHa BO3MOXHOCTb KOPPEKTHOW COBMECTHOM paboTbl MporpaMMbl CO CpeacTBamu
aHTUBMPYCHOW 3alUuTbl OpYrux npou3BoAUTENEN B Criydae WX COBMECTHOrO MWCMOMb30BaHMs B
MHOPMALIMOHHOW CUCTEME.

JomkHa 6biTb obecnedyeHa (puanyeckass 3allyTa 3M1EMEHTOB MH(OPMAaLMOHHOW CUCTEMBbI, HA KOTOPbIX
yCTaHOBMEHa nporpaMma.

HomkHa ObITb 06ecneyeHa CUHXPOHU3aLMS N0 BPEMEHU MEXAY KOMMOHEHTaMM NPOrpamMmbl, a Takke MexXay
nporpaMmmoin n cpeaon ee MYHKUNOHUPOBAHUS.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MepcoHarn, OTBETCTBEHHbIA 33 (PYHKLMOHWPOBAHWE MNporpaMMbl, OOMKeH obecrieymBaTb Haanexaiiee
(hYHKLMOHMPOBaHNE NpPOorpamMmmebl, PYKOBOACTBYSACH 3KCMIyaTalMOHHON AOKYMEHTaLUNE.

HomkHa 6bITb obecneyeHa OOBEpPeHHasi CBA3b Mexay NporpaMMoN U YNOMHOMOYEHHbIMU CyObeKkTamu
WH(POPMALIMOHHOM CUCTEMBI (aaMUHUCTpaTopamu 6e3onacHoCTH).

OYHKLMOHUPOBAHME  NPOrpaMmbl  OOMMKHO  OCYLLECTBNATbCS B cpege  PYHKUMOHUPOBAHUA,
npeaocTaBnsaoWen MexaHu3mMbl ayTeHTUdMKauun n naeHTudukaumm agMmuHuUCTpaTopoB GesonacHocTu
nporpamMmmbl.

HomxeH 6bITb 0becneyeH OBEPEHHbIN kaHan nonyyeHuns obHosneHnn B MKB.
HomkHa 6bITb obecneveHa 3alLmeHHast 00nacTb ANsi BbIMOMHEHWS PYHKUMIA 6e30NacHOCTU NPOrpaMmbl.

YnpaBnexve atpubytamm 6e30nacHOCTU, CBA3AHHBIMW C JOCTYMNOM K OYHKLUMSAM M OaHHBIM Nporpammbl,
OOMMKHO NpPefoCTaBnATbCA  TOMbKO  YMOSIHOMOYEHHBIM  poOnAM  (agMuMHUCTpaTopaMm MporpaMmbl U
WHOPMALIMOHHOW CUCTEMBI).

[omxHa 6bITb obecneveHa BO3MOXHOCTb NepPUOANYECKOro KOHTpons LenoctHoctu MO nporpammel u B[
MKB.

AOMVHMCTPATOP AOIMKEH YCTaHOBUTL B cpede UT makcMmanbHOe YMCNo MOMbITOK HeYCMEeLWHbIX NOMbITOK
ayTeHTMdVKauMm C MOMeHTa MoCnegHen YCMewWwHON MNOMbITKN ayTeHTUdMKauum nonb3oBatens ¢
nocneaytowien 6rnokMpoBKOM NOMbITOK ayTeHTUUKaL MU NPU NPEBbILLIEHUN YCTAHOBIIEHHOTO 3HAYEHMS.

AOMVHMCTPATOP AOMKEH 3a4aTh METPUKY KayecTBa naporen, BKNoYaLwyo TpeboBaHus K AfMHe naponen,
TpeboBaHMsA NO 3anpeLLeHnto NCNOoSb30BaHNs onpeaerneHHbIX KOMOMHaL i CUMBOIOB, a Takke TpeboBaHus
K KaTeropum ucnonb3yembiX CUMBOSIOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KoHTpornb cocToAsHNA 6e3onacHOCTH
ACY TI: Kaspersky Security Center
n SCADA

Kaspersky Industrial CyberSecurity for Nodes 2.5 wMoxeT nepegaBatb CoOCTOsHMEe ©GesonacHocTH
aBTOMaTU3NPOBAHHOW CUCTEMbI YMNpaBfieHUs1 TexHorormdeckum npoueccom (ganee "ACY TIM") (cBeaeHus
00 obHapyxeHun yrpo3) B Kaspersky Security Center. Ecnn HacTpoeHa nepepaya cBegeHuM 00 yrposax
B Kaspersky Security Center, Bbl mMoxeTe Hactpoutb B SCADA-cucteme nonydveHne umHdopmauum o6 yrposax
ACY TI1 n3 Kaspersky Security Center.

IMpocmoTp cocTosiHusa 6e3onacHocTn ACY TI1 B Kaspersky Security Center

» Umobbl npocmompems cocmosiHue 6e3onacHocmu ACY Tl e Kaspersky Security Center,
ebinonHuUmMe credyrouwue delicmeusi:

1. Ortkponte KoHconb agmuHuctpupoBanusa Kaspersky Security Center.
2. B pepese KoHconu agMuHUCTppoBaHus Beibepute y3en YnpaBnsieMmble yCTPOMCTBa.

3. B cnucke komnbloTepPOB BbIGEpUTE KOMMbLIOTEP, HA KOTOPOM ycTaHoBNeH Kaspersky Industrial CyberSecurity
for Nodes 2.5.

MHdopmaumsa o coctosHum 6e3onacHoOCTM oTobpasnTcAa B NnaHenNn pe3ynbTaTtoB cnpasa.

Crartyc komnbtoTepa ¢ Kaspersky Industrial CyberSecurity for Nodes 2.5 otobpaxaeT cocTtosiHne 6e3onacHocTu
ACY TI1. LiBeT 3Hayka KOMMblOTEPA COOTBETCTBYET OAHOMY M3 ABYX BO3MOXHbIX COCTOAHMI 6e3onacHocTn ACY TT1:

e 3eneHbint: OK. Ha komnbtoTepe ¢ Kaspersky Industrial CyberSecurity for Nodes 2.5 HeT HenoaTBepXXAeHHbIX
COObITUI C KPUTUYECKNM YPOBHEM BaxXHOCTU (MHUnaeHToB Kaspersky Security Center).

o KpacHbin: kputudeckun. Ha komnbtoTepe c¢ Kaspersky Industrial CyberSecurity for Nodes 2.5 ectb
HenoaTBEPXAEHHbIE COObITUSI C KPUTUHECKUM YPOBHEM BaXXHOCTU (MHUMAEHTbI Kaspersky Security Center).

MpocmoTp cocTosHusa 6esonacHocTn ACY TI1 yepe3s SCADA-cuctemy

» Umobbl Hacmpoumb rosiydeHue u omobpaxkeHue cocmosiHus 6esonacHocmu ACY Tl e SCADA-
cucmemy, ebinosiHUme credyrowue delicmeusi:

1. Ha komnbloTepe ¢ Kaspersky Security Center yctaHoBuTe Kaspersky Security Gateway.

Bbl MOxeTe HanTuM nogpobHyto MHdopmauuio 06 ycTaHoBke M HacTporike Kaspersky Security Gateway
B AoKymeHTe Pykogodcmeo AdmuHucmpamopa Kaspersky Security Gateway.

2. B SCADA-cucTeme co3ganTe aneMeHT yrnpaBrieHusl, oTobpaxatowmn cocTosHne KomnbloTepa ¢ Kaspersky
Industrial CyberSecurity for Nodes 2.5.

Cnocob6 HacTpomkn SnemeHTa YynpaeneHuss onucaH B OOKYMeHTe Pykogodcmeo AdMuHucmpamopa
Kaspersky Security Gateway. B kauecTBe npoTokona nepegaydn gaHHbIX ykaxuTte npotokon OPC 2.0 DA.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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TunoBble cxeMbl pa3BepTbiBaHUA

Kaspersky Industrial CyberSecurity for Nodes 2.5 — 3To cpeACTBO 3aluUThl Y3N10B NPOMbBILLIEHHOW CETU OT Yrpo3
KOMMbOTEPHOM Be3onacHoCTK, Bxoasilee B cocTaB pelueHus Kaspersky Industrial CyberSecurity.

PeweHnune Kaspersky Industrial CyberSecurity BkntodaeT B cebs crneayolime nporpammbl;

e Kaspersky Industrial CyberSecurity for Networks;
e Kaspersky Industrial CyberSecurity for Nodes;

e Kaspersky Security Gateway;

e Kaspersky Security Center.

Mporpammbl Kaspersky Industrial CyberSecurity for Networks u Kaspersky Industrial CyberSecurity for Nodes 2.5
paboTaloT Ha pasHbIX YPOBHAX ebidesieHHol cemu. BbloeneHHas ceTb Kaspersky Industrial CyberSecurity - 3aT0
YacTb MPOMBILLNEHHOW CETU, KOTOpas BKMYaeT B cebs KOMMbIOTEPbI, NpeAHa3HavYeHHble Ans paboTbl nporpamm
3aWnTbl NpoMmbllieHHbIX cuctem Kaspersky Industrial CyberSecurity u BcnomoratenbHoro o6opygoBaHus
(Hanpumep, kommyTaTopoB). MNporpamma Kaspersky Industrial CyberSecurity for Networks BbINnOnHAET MOHUTOPUHT
1 aHanus Tpadurka NPOMbILLNEHHON CETW.

B xoge moHuTOpuHra Tpadmka npombiineHHon cetu nporpamma Kaspersky Industrial CyberSecurity for
Networks yumtbiBaeT obpalweHna Kaspersky Industrial CyberSecurity for Nodes 2.5 «k 3awuwaembim
nporpammMmmpyemMbiMm fiorndecknm KoHTponnepam (ganee MNMIK), ecnn atm MNMJIK BkntoyeHbl B 06nactb 3awuThl
Kaspersky Industrial CyberSecurity for Networks. Uto6bl n3bexaTtb NoXHbIX cpabaTbiBaHMI NpyY COBMECTHOW
paboTte Kaspersky Industrial CyberSecurity for Networks n Kaspersky Industrial CyberSecurity for Nodes 2.5
B OHOM BbIOEMNEHHON CeTW, BbINOMHUTE pasBepTbiBaHME W HACTPOWKY napameTpoB Kaspersky Industrial
CyberSecurity for Networks B cooTBeTCTBUM C MHCTPYKLMSAMU PykoBoacTBa nonb3osaTtens Kaspersky Industrial
CyberSecurity for Networks.

Bbol moxeTe ynpaBnatb nporpammamu Kaspersky Industrial CyberSecurity for Networks u Kaspersky Industrial
CyberSecurity for Nodes 2.5, pa3BepHyTbiMM B OLHOW BbIOENEHHOW CceTW, C noMmowpbko eauHon KoHconum
agmuHucTpupoBaHusa Kaspersky Security Center. Bbl Takke MoXeTe HaCTpOUTb nepegavy AMarHOCTUYECKUX AaHHbIX,
nonyyeHHbIX oT nporpamMm Kaspersky Industrial CyberSecurity for Networks n Kaspersky Industrial CyberSecurity for
Nodes 2.5, us Kaspersky Security Center B SCADA-cu1ctemy ¢ noMoLLbio nporpaMmmbl Kaspersky Security Gateway.

e Kaspersky Industrial CyberSecurity for Nodes 2.5 BkntodaeT B cebs crnefytoLime KOMMOHEHTDI:

o QyHKYUOHarbHbIU MOOYrb. QTOT KOMMNOHEHT PUKCUPYET MHCDOPMALNIO O COCTOSHUN Y3N0B NPOMBbILLIEHHON
CeTU, a TaKKe BbINOSMHAET 3aLUUTY Y3r0B OT MHPOPMALMOHHBIX Yrpo3.

e  KOHCO/b. JTOT KOMMOHEHT ABMASETCA NoKanbHbIM rpadmyeckum uHTepdencom nonb3dosarens. C NoOMoLLbo
KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 Bbl MmoxeTe ynpaBnsitb paboTow nporpaMmmbi
Ha y3rax npOMBbILLIIEHHON ceTu. KOHCOMb MOXET YCTaHaBNMMBATbCS Ha KOMMbIOTEPE C YCTAHOBMEHHOM
nporpammon Kaspersky Industrial CyberSecurity for Nodes 2.5 unu Ha niobom ppyrom KomnbloTepe
3awmuiaemon cetun. B aTom cnydae ynpaBneHve nporpammon ¢ nomolbto KoHconu BbIMonHseTcs
yOoaneHHo. Bbl Takke mMoxeTe ynpaBnsaTb HECKONBKMMW KOMMbIOTEPAMW, KOTOpble 3alimiieHbl Kaspersky
Industrial CyberSecurity for Nodes 2.5, ¢ nomoLbto ogHon KoHconu.

KomnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 pasBopaumBaloTcs Kak 4acTb BblAEMNEHHON CeTu
peleHunsa Kaspersky Industrial CyberSecurity.

Mporpamma Kaspersky Industrial CyberSecurity for Nodes 2.5, yctaHOBneHHasi Ha y3ne MNpPOMbILLNIEHHOW CeTH,
3alMLLAEeT KOMMbIOTEP OT M3BECTHbIX YrPO3 KOMMbIOTEPHOM 6€30MacHOCTM U KOHTPOSIMPYET LIENOCTHOCTb MPOEKTOB
MNK, BkntoveHHbIX B obnactb npoBepkn. Kaspersky Industrial CyberSecurity for Nodes 2.5 cukcmpyet cobbitus

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ge3onacHoCTM Ha 3awuiiaemMbix y3nax u nepegaet ux B KoHconb nporpammbl 1 KOHCOMb aaMWHUCTPUPOBAHUS
Kaspersky Security Center. [locTtyn K nokaneHoin KoHconu nporpammbl 1 k KOHConu agMmHucTpupoBaHus Kaspersky
Security Center ocywectBnsercst ¢ pabodero Mecta cneuuanucTa, HabnogawLwero 3a TEXHONOMMYECKUM MPOLLECCOM
Ha NpeanpuaTuK, a Takke ¢ paboyero MecTa cneunanucTta no nHopmaunoHHon 6e3onacHoOCTU.

B npumepe passepTtbiBaHusa Kaspersky Industrial CyberSecurity for Nodes 2.5 B coctaBe pelueHus Kaspersky Industrial
CyberSecurity (cm. puc. HWKe) BblAeneHHas ceTb MoKa3aHa CUHWM LIBETOM, KOMMOHEHTbI MPOMBILNEHHON CEeTU
nokasaHbl KpacHbIM LiBETOM. BapraHT cxeMbl pa3BepTbiBaHWS 3aBUCUT OT OCOOEHHOCTEN KOHKPETHON NPOMbILLNIEHHON
CeTu, B KOTOPOW NNaHMpyeTcsa ycTaHoBKa nporpamm pelueHnst Kaspersky Industrial CyberSecurity.

5

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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[loaroToBKa K ycTaHOBKE nporpamMmmbli

lMepen yctaHoBKOW nNporpammbl yoeguteck, YTO NporpamMmMHbIe Y annapaTHble pecypcbl KOMMbIOTEPA, Ha KOTOPbIN
OyoeT npousBedeHa yCTaHOBKa, YAOBNETBOPSIOT TpeboBaHuAM, NpvMBEAEHHbIM B pasgerne "AnnapatHble U
nporpaMmmHble TpeboBaHus".

Takke HYXHO yoeamTbCst, YTO A4S OnepaLMoHHON CUCTEMbI M MPOrPaMMHbIX CPEACTB, HEOOXOAUMBIX 41151 YCTaHOBKU
(ecnu TakoBblE MMEIOTCS), YCTAHOBIEHbI CaMble NocreaHNe nakeTbl OOHOBMEHWUIA, BbiNycKaeMble NPOU3BOANTENSAMM
onepaumoHHOW CUCTEMbI 1 MPOrpaMMHOro obecneyveHus.

lMepen ycTaHOBKOW Nporpammbl yoeamTech, YTO NporpaMMHbIe U annapaTHble Pecypebl KOMMbOTEPA, Ha KOTOPbIN
OyneT npousBedeHa ycTaHOBKA, YAOBMNETBOPAIOT TpeboBaHMsAM, NpMBeAeHHbIM B pasgene "AnnapaTHble 1
nporpaMmmHble TpeboBaHus".

Takke HyXHO y6eauTbesl, 4TO AN onepauMoHHON CUCTEMbI U MPOrpaMMHBIX CPeACTB, HEOBXOANMbIX Ans
YCTaHOBKW (E€CIN TaKOBblE MMEIOTCS), YCTAHOBMEHbI CaMble NocrneaHue naketTbl 0GHOBNEHWI, BbiMycKaeMble
Npon3BOAUTENSIMU ONEPaLMOHHON CUCTEMbI U NPOrPaMMHOro obecneyeHus.

OnpepenuTe, Kakue cpenctBa aaMMHUCTPUPOBaHMA Bbl OyaeTe MCMonb3oBaTb A1 HACTPOMKM MNapameTpoB
Kaspersky Industrial CyberSecurity for Nodes 2.5 n ynpaesneHus nm. B kayectBe cpeactB agMUHUCTPUPOBAHUSA
Kaspersky Industrial CyberSecurity for Nodes 2.5 Bbl mMoxeTe wucnonb3oBate KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5, ytunuty komaHgHoW CTpokn 1 KoHcomnb agMuHUCTpupoBaHusa Kaspersky
Security Center.

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 npeacrtaBnsieT cobon M30NMPOBAHHYH OCHACTKY,
koTopas gobasnsetcs B Microsoft Management Console. Bel moxeTe ynpaenatb Kaspersky Industrial CyberSecurity
for Nodes 2.5 yepes KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ycTaHOBNEHHyt0 Ha 3aliuiaemMomM
KOMMNbOTEPE UK Ha OPYroMm KoMnbloTEpE B CETU opraHmn3aynn.

B ogHy Microsoft Management Console, OTKpbITYt0 B aBTOPCKOM peXxrmMe, Bbl MOXeTe 406aBUTb HECKOMNBKO OCHACTOK
Kaspersky Industrial CyberSecurity for Nodes 2.5, 4Tob6bl ynpaBnaTe U3 Hee 3alLUMTON HECKOSIbKMX KOMMbIOTEPOB,
Ha koTopblx ycTaHoBneH Kaspersky Industrial CyberSecurity for Nodes 2.5.

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 Bxoaut B Habop komnoHeHTOB "CpepacTtBa
aAMUHUCTPUPOBaHNS".

YTunuta koMmaHaHOW CTPOKU

Bol moxeTe ynpaBnate Kaspersky Industrial CyberSecurity for Nodes 2.5 w3 komaHOHOM CTpOKu
3aWwmLLaemMoro KoMnbloTepa.

YTunuta koMaHOHOWM CTPOKU BXOAUT B HAOOp nporpaMmMHbIX komrnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5.

Kaspersky Security Center

Ecnu Bbl ucnoneayete nporpammy Kaspersky Security Center anga ueHTpann3oBaHHOro yrnpasneHnss aHTUBUPYCHOM
3aLUUTOM KOMMBIOTEPOB B BalLiel opraHusaumm, Bel MoxeTe ynpasnsaTb Kaspersky Industrial CyberSecurity for Nodes
2.5 vepes KoHconb agMuHucTpupoBaHusa Kaspersky Security Center.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Bam notpebyeTcsa ycTaHOBUTL CneayoLne KOMMOHEHThI:

Moaynb uHTerpaumm c AreHToMm agmuHucTpupoBaHusa Kaspersky Security Center. 3ToT KOMMOHEHT
BXOOUT B Habop nporpammHbix KomnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5. OH
obecneunBaeT cBsA3b Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ AreHTOM agMWHUCTPUPOBAHUSI.
YcraHoBute Mopgynb  uHTerpaumm ¢ AreHToM  agmuHuctpupoBaHus  Kaspersky  Security  Center
Ha 3alMLLaeMoOM KOMMbIOTEpPE.

AreHT agmuHuctpupoBaHusa Kaspersky Security Center. YcrtaHOBUTE ero Ha Kaxaom 3aliviaemMom
KoMmnbloTepe. OTOT KOMMOHEHT OygeT obecneunBaTb B3aumogencTBne wmexay Kaspersky Industrial
CyberSecurity for Nodes 2.5, yctaHoBneHHbIM Ha koMmnbtoTepe, 1 KoHconbio agMuHUCTpupoBaHusa Kaspersky
Security Center. ®ann yctaHoBkM AreHTa aaAMWHUCTPUPOBAHUS BXOAMT B KOMMMEKT noctaBkh Kaspersky
Security Center.

MnarmH ynpaBnenna Kaspersky Industrial CyberSecurity for Nodes 2.5. [JononHUTENBHO Ha KOMMbLIOTEP,
Ha koTopom ycTaHoBneHa Konconb agmuHuctpupoBaHus Kaspersky Security Center, yctaHoBuTe nnaruvH
ynpaeneHusa Kaspersky Industrial CyberSecurity for Nodes 2.5 4yepe3 CepBep agmMuHucTpupoBaHus. OH
obecneunBaeT MHTepdenc ynpaeneHuss nporpammoni yepes Kaspersky Security Center. ®ann ycraHoBku
nnarvHa, \server\kicfginst.exe, Bxogut B komnnekT noctaekm Kaspersky Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0osKkeH 30ecb omobpaxambcsi.
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YcTaHOBKa U yganeHue nporpamMmmbl

OTOT pasaen coaepXXuT noLuaroBble MHCTPYKLMK MO ycTaHoBKke U yaaneHuto Kaspersky Industrial CyberSecurity for
Nodes 2.5.

B atom pasgene

MporpammHbie komnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 1 ux kogpl ons cnyxoébl

WINAOWS INSTAIIET ... 22
NameHeHus B cucteme nocne yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 ................... 26
Mpouecchl Kaspersky Industrial CyberSecurity for NOes 2.5 .......coooiiiiiiiiiiiice e 29
MapameTpbl YCTAaHOBKM M yaaneHust 1 ux krtoum ans cnyxbbl Windows Installer..........ccccceeevviiiiineenennnn, 30
>KypHan yctaHoBku 1 yaaneHus Kaspersky Industrial CyberSecurity for Nodes 2.5................cc. 37
[TAGHNPOBAHME YCTAHOBKM ....ceiiutiieeiiutieeeesiteeeeeaabeeeeesabseeeesabee e e e aatee e e e abbe e e e aasbe e e e sbbe et e abbe e e e e anbbeeeeanbbeeesannneeens 38
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lNMporpamMmmHbie KOMNOHeHTbI Kaspersky Industrial
CyberSecurity for Nodes 2.5 n ux koabl Aona cnyxobl
Windows Installer

Mo ymonuaHuio dannbl \server\kics_x86(x64).msi ycTaHaBnuBalwT BCe MNporpaMMHble KOMMOHEHTbl Kaspersky
Industrial CyberSecurity for Nodes 2.5. Bbl MOXeTe BKMNOYUTb YCTAHOBKY AAHHOrO KOMMOHEHTa Mnpu BblIGOPOYHOM
yCTaHOBKe MporpaMmbi.

®annebl \client\kicstools_x86(x64).msi ycTaHaBnMBaKlT BCe MporpamMmmHble KOMMOHeHTbl Habopa "Cpeactea
aaMUHUCTPUpoBaHNA".

B cnepywowunx pasgenax npuBoasTcs koabl komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5
anst cnyx6bel Windows Installer. Bol MoxeTe ucnonb3oBaTb 3TU KoAbl, YTOObI 3a4aTb CMMCOK yCTaHaBNMBaEMbIX
KOMMOHEHTOB npu yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5 n3 komaHaHOM CTPOKu.

B aTom pasgene
MporpammHble komnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5........ccviiviiiiiiiiiiieeee, 23

MporpaMmmMHbie KOMMNOHEHTbI Habopa "CpeacTBa aAMUHNCTPUPOBAHUA" ........uvevreeeeeiieieienereneeesennneneeeeaeeens 25

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omob6paxambcsi.
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KomnoHeHTbI nporpammbl Kaspersky Industrial CyberSecurity for
Nodes 2.5

B cnepywouwen Tabnuue cogepxaTca koabl W ONUCaHue nporpamMmmHbIX kKomnoHeHToB Kaspersky Industrial
CyberSecurity for Nodes 2.5.

Tabnuya 1. OnucaHue npoepammHbix KomrnoHeHmoe Kaspersky Industrial CyberSecurity for
Nodes 2.5
KomMmnoHeHT Koo BbinonHseT cyHKUUMN
OcHoBHas (PyHKLMOHANBLHOCTb Core OTOT KOMNOHEHT BKNOYaET B cebs Habop 6a30BbIX

yHKLMIM nporpaMmMbl u obecneyvmBaeT ux pabory.

KoHTpornb 3anycka nporpamm AppCtrl OTOT KOMMOHEHT OTCNEXMUBAET MOMbITKM 3anycka
nporpamMm Mosb3oBaTensiMun 1 paspeLuaeT unm
3anpeLlaeT ero B COOTBETCTBUM C 3a4aHHbIMU
npaBuiamy KOHTPOMs 3anycka NporpamMm.

KomnoHeHT peanusyeTcs B 3agadye KoHTponb 3anycka
nporpamMm.

AHTVBMpYCHas 3awuTa AVProtection OTOT KOMNOHEHT obecneynBaeT aHTUBUPYCHYHO
3aWmTy 1 BKINOYaeT B cebs crneayoLmne KOMNOHEHTbI:

o [lpoBepka no TpeboBaHuIO

o [MocTosHHasa 3awmTa hannos

MpoBepka no TpeboBaHuIo Ods OTOT KOMNOHEHT yCTaHaBMNMBaeT CUCTEMHbIE hainbl
Kaspersky Industrial CyberSecurity for Nodes 2.5

n dhannbl, peanusyroLme 3agadum npoBepku

no TpeboBaHuio (NpoBepka 06bEKTOB 3aLUULLEaEMOTrO
KOMMNbIOTEPA, BbINOMNHsieMas No TpeboBaHuio).

MocTosiHHas 3awwmTa hannos Oas OTOT KOMNOHEHT obecneynBaeT aHTUBUPYCHYHO
npoBepKy (annos Ha 3alumLLaeMoM KOMMboTepe
npu obpalleHnm K aTum dannam.

KomnoHeHT peanusyet 3agady NocTosiHHas 3awmra

dannos.
Wcnonb3oBaHue Kaspersky Ksn OTOT KOMMOHEHT peanuayeT 3alMTy Ha OCHOBE
Security Network obnayHbIx TexHonorui "Mabopatopun Kacnepckoro”.

KomMnoHeHT peanusyeT 3agadvy VicnonssoBaHne KSN
(oTnpaBka 3anpoCOB 1 NOMYyYEeHWEe 3aKTYEHUN
oT cnyxbbl Kaspersky Security Network).

MOHUTOPUHT GharnoBbIX Fim OTOT KOMMOHEHT NO3BONSAET PUKCMPOBATL onepauumm,
onepauumn npousBoauMble Hag dannamm B BbiIOpaHHOM
obnacTn MOHUTOpPUHrA.

KomnoHeHT peanusyeTca B 3agavye MOHUTOPUHT
hannosbIx onepauun.

3awmTta oT 3KCMIonToB AntiExploit OTOT KOMNOHEHT obecneyvmBaeT ynpasrneHe
napameTpamu 3almTbl NPOLECCOB B NamMsATK
3awmLLaemMoro KoMnbloTepa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KomMnoHeHT

Kop

BbinonHseT cyHKUUMN

Moaynb uHTerpaumm

¢ AreHTom
agMWUHUCTPUPOBAHNA
Kaspersky Security Center

AKlIntegration

Ob6ecneunBaet cBsA3b Kaspersky Industrial
CyberSecurity for Nodes 2.5 ¢ AreHTom
agMuHMcTpupoBaHus Kaspersky Security Center.

Bbl MOXeTe yCTaHOBI/ITb 3TOT KOMMOHEHT

Ha 3allMLlaemMoM KOMMNbIOTEPE, eCrv Bbl NNaHmpyeTe
yrnpaenaTb Nporpammon Yepes Kaspersky Security
Center.

AHanus xypHanos

Loglnspector

KOMNOHEHT BbLINOMHAET KOHTPOSIb LleNTIOCTHOCTU
3alMLaemMon cpepl Ha OCHOBE pe3ynbTaToB
aHanusa xypHanos cobbiTu Windows.

3awuTa oT WmnpoBaHus

AntiCryptor

KoMnoHeHT 3awuiaeT oT Bpe4OHOCHOMO
WndpoBaHMsA nankm obLiero goctyna Ha
3awmLLaeMoM KOMMbloTepe.

KoHTtponb Wi-Fi

WiFiControl

OTOT KOMMOHEHT NO3BONSAET KOHTpOJinpoBaTb
nogkn4yeHne salnuiaemMoro kKomnbkoTepa K ceTam
Wi-Fi.

Mony4eHne gaHHbIX
o npoektax MJIK

Plc

OTOT KOMNOHEHT NO3BONAET NoNnyyaTb AaHHblE
o npoekTax MK, ncnone3ayembix B NPOMbILLSIEHHON
ceTu.

lMpoBepka LenocTHOCTH
npoektos MJTK

Plc

OTOT KOMMOHEHT NO3BONSAET NPOBEPATh LeNOCTHOCTb
npoekToB 1K, ncnonb3yembix B MPOMbILLNIEHHON CETU.

Habop cueTtunkos
Npon3BOAUTENBHOCTU
nporpammsbl "CUCTEMHbIN
MOHUTOP"

PerfMonCounters

KoMnoHeHT ycTaHaBnMBaeT Habop CYETYMKOB
Npon3BoaUTENBLHOCTU Nporpammbl "CUCTEMHbIN
MOHUTOP". 3TN CHETUYNKM NO3BONSAIOT U3MEPATL
npousBoguTensHocTb Kaspersky Industrial
CyberSecurity for Nodes 2.5 n HaxognTb BO3MOXHble
y3Kue mMecTta npu coBmecTHomn pabote Kaspersky
Industrial CyberSecurity for Nodes 2.5 ¢ gpyrumu
nporpaMmmamu.

Mopaepxka SNMP-npoTokona

SnmpSupport

KOMMOHEHT NyGnnKyeT CHETUYMKUN 1 NOBYLLKK
Kaspersky Industrial CyberSecurity for Nodes 2.5
yepes cnyx0by Simple Network Management Protocol
(SNMP) Microsoft Windows. Bbl moxeTe yCTaHOBUTb
3TOT KOMMOHEHT Ha 3allLMLlaeMOM KOMMbloTEPE
TONbKO B cry4vae, ecnu cnyxba Microsoft SNMP
yCTaHOBJIEHA HA 3TOM KOMMbIOTEPE.

3Hauvok Kaspersky Industrial
CyberSecurity for Nodes 2.5
B oOnactv yBegomMIieHUi

TrayApp

KomnoHeHT oTobpaxaeT 3Ha4ok Kaspersky Industrial
CyberSecurity for Nodes 2.5 B obnactn yBegomneHui
naHenu 3agad 3almwaemMoro Komneotepa. 3Haqok
Kaspersky Industrial CyberSecurity for Nodes 2.5
nokasblBaeT COCTOSIHUE 3aLUMTbl KOMMblOTEpa,
nossonseT oTkpbITb KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5 (ecnn oHa yctaHOBreHa)
n okHo O nporpamme.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KomMmnoHeHT Koo BbinonHseT cyHKUUMN

YTuUnuta KomaHgHOW CTPOKM Shell Mos3BonsieT ynpaenaTtb Kaspersky Industrial
CyberSecurity for Nodes 2.5 n3 komaHaHOM CTPOKH
3aLmLLaeMOoro KoMnbloTepa.

NMporpamMMHbIe KOMMNOHEHTbLI HAGopa "CpeacTBa agMMHUCTpUpoBaHUA"

B cnepylowen Tabnuue cogepxaTcsa Kodbl M OMMCaHME NpPOorpaMMHbIX KOMMOHeHTOB Habopa "CpepcTta
aaMUHUCTpUpoBaHNA".

Tabnuya 2. OnucaHue rpoepaMMHbIX KOMIoOHeHmMog Habopa "Cpedcmea adMuHUcmpuposaHus”

KomMnoHeHT Kon DYHKLMM KOMNOHEHTa

OcHacTtka Kaspersky MmcSnapin KomnoHeHT ycTaHaBnmBaeT ocHacTky Microsoft
Industrial CyberSecurity Management Console ans ynpasneHus Yepes KoHcorb
for Nodes 2.5 Kaspersky Industrial CyberSecurity for Nodes 2.5.

Ecnu, yctaHaenueas Habop "Cpeactea
agMVUHUCTPUPOBaHUS" U3 KOMaHOHOW CTPOKU, Bbl YKaXeTe
Apyrve KOMNoHeHTbl Habopa, He yka3biBast KOMMOHEHT
MmcSnapin, koMnoHeHT MmcSnapin GyaeT ycTaHOBMEH
aBTOMaTUYECKN.

CnpaBka Help Chm-dainn cnpaBku; coxpaHsieTcs B nanke ¢ gpannamu
cpeacTs agMuHUcTpuposaHnsa Kaspersky Industrial
CyberSecurity for Nodes 2.5. Bbl MoxeTe OTKpbITb (hann
crnpaBku U3 MeHio MNMyck unu no knasuwe F1 Ha OTKPLITOM
okHe KoHconu Kaspersky Industrial CyberSecurity for
Nodes 2.5.

[okymeHTauns Help Kaspersky Industrial CyberSecurity for Nodes 2.5
coxpaHsieT PykoBoACTBO agMUHUCTpaTopa

n PykoBoacTBo nosib3oBaTtens B hopmate PDF

Ha 3alMLaemMoM KoMnbloTepe. Bbl MOXeTe OTKPbITh
PykoBoacTBO agMuHUCTpaTopa M3 MeHio Myck.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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U3meHeHna B cucteme nocne ycrtaHoBku Kaspersky
Industrial CyberSecurity for Nodes 2.5

Mpun yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5 n Konconu Kaspersky Industrial CyberSecurity for
Nodes 2.5 (Habopa "CpeactBa agMuHucTpupoBaHuna") cnyxba Windows Installer BbINOMHSET Ha KOMMblOTEpPE
creaytowmne N3MeHeHUs:

e co3spgaetr nankm Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3awmwiaemoMm KomnbloTEpE
1 KoMMblOTepe, Ha koTopom ycTaHoBneHa KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5;

e peructpupyet cnyxbbl Kaspersky Industrial CyberSecurity for Nodes 2.5;
e cospgaert rpynny none3osartenen Kaspersky Industrial CyberSecurity for Nodes 2.5;
e peructpupyeT kntoun Kaspersky Industrial CyberSecurity for Nodes 2.5 B cuctemHom peectpe.

3TN U3MEHEeHNs onuncaHbl B Tabnuue HMxKe.

DokymenTaums Kaspersky Industrial CyberSecurity for Nodes 2.5
Tabnuua 3. lMNanku Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3awuwaemom KoMribromepe

Manka DokymeHTauua Kaspersky Industrial
CyberSecurity for Nodes 2.5

Manka %Kaspersky Industrial CyberSecurity for WNcnonHsemble cannel Kaspersky Industrial
Nodes%; no ymonyaHuo: CyberSecurity for Nodes 2.5 (nanka HasHadeHus,

B Microsoft Windows 32-pa3psgHon Bepcun — yKasaHHas fpy yCTaHOBKe).

%ProgramFiles%\Kaspersky Lab\Kaspersky Industrial
CyberSecurity for Nodes)\;

B Microsoft Windows 64-pa3psgHoi Bepcum —
%ProgramFiles(x86)%\Kaspersky Industrial
CyberSecurity for Nodes\

Manka %Kaspersky Industrial CyberSecurity for dannel Management Information Base (MIB);
Nodes%\mibs cogepaTt onucaHve CYeTUYNKOB U NTOBYLLEK,
nybnukyembix Kaspersky Industrial CyberSecurity
for Nodes 2.5 no npotokony SNMP.

Manka %Kaspersky Industrial CyberSecurity for 64-pa3psgHble BEPCUU NCMONMHAEMbIX (hanifoB
Nodes%\x64 Kaspersky Industrial CyberSecurity for Nodes 2.5
(nanka cospgaeTcs TonbKo Npu yctaHoBke Kaspersky
Industrial CyberSecurity for Nodes 2.5 B Microsoft
Windows 64-pa3spsgHor Bepcumn).

%ALLUSERSPROFILE%\Application Data\Kaspersky Cny>|<e6|-|b|e_ harinbl Kaspersky Industrial
Lab\Kaspersky Industrial CyberSecurity for CyberSecurity for Nodes 2.5.
Nodes\2.5\Data\

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Settings\

%ALLUSERSPROFILE%\Application Data\Kaspersky
Industrial CyberSecurity for Nodes\2.5\Dskm\

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Manka

HokymeHTauma Kaspersky Industrial
CyberSecurity for Nodes 2.5

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Update\

daiinbl ¢ napameTpamMmn UCTOYHUKOB OOHOBITEHUN.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Update\Distribution\

O6HoBNEHUs 6a3 1 NpPorpaMMHbIX MOLYIEN,
norfy4YeHHble C MOMOLLBI 3adaun KonnposaHue
obHoBneHu (Nanka co3gaeTcs Npyu NepBoOM
nony4yeHnn o6HOBIEHNI C NOMOLLLLIO 3a4a4m
KonnpoBaHne oGHOBREHUN).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Reports\

XKypHarnbl BbINOMHEHUs: 3a4ad 1 >KypHar
CMCTEMHOro ayamTa.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Bases\Current\

Ha6op 6a3, ncrnonb3yeMblx B TEKYLLMA MOMEHT.

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Bases\Backup\

PesepBHas konusa 6a3; nepesanvcbiBaeTcs
npw Kaxxaom obHoBneHun 6as.

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Bases\Temp\

BpemeHHble dainbl, cosgaBaemMble BO BpeMS
BbINOMHEHNs 3agay obHOBNEHMS.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Quarantine\

O61bekTbl Ha kKapaHTUHe (Manka Nno YMOM4YaHuIo).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Backup\

OObeKTbl B pe3epBHOM XpaHunuile (nanka
no yMOMYaHuto).

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Industrial CyberSecurity for
Nodes\2.5\Restored\

OObeKTbl, BOCCTAHOBIEHHbLIE N3 PE3EPBHON0
XpaHunuLia u kapaHTuHa (nanka
Onsi BOCCTAHOBIEHHbIX OOBEKTOB MO YMOSYaHUIO).

Tabnuuya 4.

lNanku, co30asaemsle ripu ycmaHoske KoHconu Kaspersky Industrial CyberSecurity for

Nodes 2.5

Manka

HokymeHTauuna Kaspersky Industrial
CyberSecurity for Nodes 2.5

Manka %Kaspersky Industrial CyberSecurity for
Nodes 2.5%; no ymon4yaHutio:
o B Microsoft Windows 32-pa3spsigHon Bepcum —
%ProgramFiles%\Kaspersky Lab\Kaspersky
Industrial CyberSecurity for Nodes Admins Tools);

B Microsoft Windows 64-pa3psgHon Bepcumn —
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky
Industrial CyberSecurity for Nodes Admins Tools);

darnbl Habopa "Cpeactea agMUHUCT pupoBaHms”
(nanka HasHa4yeHus!, yKkasaHHas Npu yCTaHOBKe
KoHconu Kaspersky Industrial CyberSecurity for
Nodes 2.5).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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HokymeHTauusa Kaspersky Industrial CyberSecurity for Nodes 2.5

Cnyx6bl Kaspersky Industrial CyberSecurity for Nodes 2.5 3anyckaioTcsi nopg CUCTEMHOW Y4EeTHOW 3anucblo
"INlokanbHaga cuctema" (SYSTEM).

Tabnuuya 5. Hokymenmauus Kaspersky Industrial CyberSecurity for Nodes 2.5

Cnyx6a HasHaueHune

Cnyx06a Kaspersky Security (KAVFS) OcHoBHas cnyxba Kaspersky Industrial
CyberSecurity for Nodes 2.5, koTopas ynpasnseT
3agadamm n paboymmm npoueccamu Kaspersky
Industrial CyberSecurity for Nodes 2.5.

Cnyx06a Kaspersky Security Management (KAVFSGT) Cnyx0a, npegHa3sHa4yeHHasa aAns ynpasneHus
nporpammon yepes KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5.

HokymeHTauusa Kaspersky Industrial CyberSecurity for Nodes 2.5
Tabrnuuya 6. Hokymenmauus Kaspersky Industrial CyberSecurity for Nodes 2.5

Mpynna HasHa4veHue

KICS Administrators "pynna Ha 3awuLaeMom KoMnbTepe, NOMb30BaTENMN KOTOPOW MMEKOT NOJSHbIN
poctyn K cnyxbe Kaspersky Security Management, a Takke JOCTyn KO BCEM
dyHkumam Kaspersky Industrial CyberSecurity for Nodes 2.5.

Kntoum cuctemHoro peecrtpa
Tabnuuya 7. Knro4u cucmemHoz20 peecmpa

Kniouy HasHauyeHue

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] MapameTpbl cnyxobl
ynpaBneHus Kaspersky
Industrial
CyberSecurity for
Nodes 2.5.

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspers MapameTpbl XypHana
ky Security] cobbiTun Kaspersky
Industrial
CyberSecurity for
Nodes 2.5 (Kaspersky
Event Log).

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] MapameTpbl cnyxobl
ynpaBneHus Kaspersky
Industrial
CyberSecurity for
Nodes 2.5.

B Microsoft Windows 32-pa3psagHon Bepcum: MapameTpbl cHETYNKOB

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Npon3soanTENbHOCTW.
Security\Performance]

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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Knouy HasHauyeHue

B Microsoft Windows 64-pa3psgHon Bepcun:

[[HKEY_LOCAL_ MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky
Security x64\Performance].

B Microsoft Windows 32-pa3psgHon Bepcun: MapameTpbl
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskylLab\KICS\2.5\SnmpAgent] fo'\’“"o"'e"”a

B Microsoft Windows 64-pa3psgHoi Bepcum: nnpgfgfg_?:ff SNMP-
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\KICS\2.5\S

nmpAgent]

B Microsoft Windows 32-paspsgHoi Bepcum: MapameTpbl 3anucu
HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\KICS\2.5\CrashDump\ paiina gamna.

B Microsoft Windows 64-pa3psgHoi Bepcun:
HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\KICS\2.5\Crash

Dump\

B Microsoft Windows 32-pa3psgHon Bepcun: MapameTpbl XypHana
HKEY_LOCAL_MACHINE\Software\KasperskyLab\KICS\2.5\Trace\ TpaccnpoBkN.

B Microsoft Windows 64-pa3psgHoi Bepcum:

HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\KICS\2.5\Trace
\

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\KICS\2.5\E MapameTpbl 3agav
nvironment] 1 PYKHUNA
nporpaMmei.

MNMpoueccol Kaspersky Industrial CyberSecurity for
Nodes 2.5

Kaspersky Industrial CyberSecurity for Nodes 2.5 3anyckaeT npoLecchl, OnMcaHHble B Tabnumue Huxe.

Tabnuua 8. lNpouecckl Kaspersky Industrial CyberSecurity for Nodes 2.5

Uma danna HasHa4yeHune

kavfswp.exe Pa6bouunin npouecc Kaspersky Industrial CyberSecurity for Nodes 2.5

kavtray.exe Mpouecc 3Hayka obnacTv yBegoMIeHUn

kavshell.exe Mpouecc yTunuTbl KOMaHAHOW CTPOKU

kavfsrcn.exe Mpouecc ynaneHHoro ynpasneHus Kaspersky Industrial CyberSecurity
for Nodes 2.5

kavfs.exe Mpouecc cnyx6bl Kaspersky Security

kavfsgt.exe Mpouecc cnyx6bl ynpaenenus Kaspersky Security Management

kavfswh.exe Mpouecc cnyx6bl Kaspersky Security Exploit Prevention

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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I'Iapameprl YCTAHOBKM U yaAaJNIeHUA N UX KIno4u

ansa cnyxobl Windows Installer

B cnegytowux Tabnuuax onmucaHbl napameTpbl yCTaHOBKM U yaaneHusa Kaspersky Industrial CyberSecurity for Nodes
2.5 1 VX 3HAYEHUSI MO YMOMYaHUIO, yKa3aHbl KIoUM Anst UBMEHEHUSI 3HAYEHU NapaMeTPOB YCTaHOBKM Y BO3MOXHbIE
3HaYeHUst 3TMX Kroven. Bbl MoxeTe Mcnonb3oBaTb 3TM KIHOYM BMECTE CO CTaHAAPTHLIMU KIloMaMK KOMaHapbl

msiexec cnyxo6bl
N3 KOMaHaHOMW CTPOKM.

Windows

Installer

npu yctaHoBke Kaspersky

Industrial Cybe

rSecurity for Nodes 2.5

Tabrnuua 9. lMapamempbi ycmaHosku u ux kmoqu 8 Windows Installer
MapameTp 3HayeHue no ymosn4aHuio Knrou Windows OnucaHue
Installer n ero
3HavYeHudA
MpuHatne OTKNOHUTL YCNOBUS EULA=<3Ha4eHune> BaMm Hy>XHO NpuHATb
ycroswun JnueHanoHHoro cornatieHus 0 — Bbl OTKIIOHSIETE ycnosus
JnueHsnoHHoro YCrOBMS JnueHsnoHHoro
cornatuenmns NuueHanoHHoro cornaluen | COMNaLIEHNs
ng. ONsl yCTaHOBKU
Kaspersky Industrial
1 — Bbl NpyHUMaeTe -
ycnoBus JIMLEH3MOHHOTOo CyberSecurity for
Nodes 2.5.
cornatleHusl.
MpuHsaTre OTknoHeHue MonnTunkm PRIVACYPOLICY=<3Ha4e | Bam HyxHO NpuHATbL
Monutnkn KOH(MAEHLMANbHOCTH Hne> ycrnosust [NonuTukm
KOHcpmaeHumnan 0 — Bbl OTKIIOHSIETE KOH(pmaeHumansHocT
BHOCTHU ycnosusi MonnTvk N ANst yCTaHOBKU
KOHCPMAEHLMANBHOCTH. Kaspersky Industrial
CyberSecurity for
1 — Bbl NpyHYMaeTe Nodes 2.5.
ycnosus [Nonutmkm
KOHDMOEHUNANBHOCTH.
Manka Kaspersky Industrial CyberSecurity INSTALLDIR=<nosnHbI1 Manka, B KOTOpON
Ha3HayeHus for Nodes 2.5: nyTb K nanke> OyayT coxpaHeHbI
%ProgramFiles%\Kaspersky dannbl Kaspersky
Lab\Kaspersky Industrial Industrial
CyberSecurity for Nodes CyberSecurity for
Cpenctsa aAMUHNUCTPUPOBAHUS: Nodes 2.5
%ProgramFiles%\Kaspersky Lab\ npw €ro ycTaHoBKe.
Kaspersky Industrial CyberSecurity Bbl MoXxeTe ykasaTb
for Nodes Admins Tools OpYryto nanky.
B Microsoft Windows 64-pa3psigHoi
Bepcun: %ProgramFiles(x86)%.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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Hble Microsoft)

MapameTp 3HayeHue no ymosn4aHuio Knrou Windows OnucaHue
Installer n ero
3HavyeHuA
3anyck 3anyctutb RUNRTP=<3HauyeHne> BkntounTe aTtoT
MOCTOAAHHOM 1 — 3anycTuTs; napameTp, 4TobbI
3aLmnTbI 3anycTuTb
N 0 — He 3anyckaTb.
davinos MOCTOSIHHYHO 3aLLnTy
npw 3anycke ¢annos npu 3anycke
Kaspersky Kaspersky Industrial
Industrial CyberSecurity for
CyberSecurity Nodes 2.5
for Nodes 2.5 (pekomenpgyeTcs).
(BknounTb
NOCTOSAHHYIO
3awmTy nocrne
yCTaHOBKM
nporpaMmmbl)
WckrntoveHuns WckntoyaTb ADDMSEXCLUSION=<3Ha | B 3apaue
N3 NPOBEPKM, yeHne> lMocTosHHas 3awmTa
pekomeHOyeMbl 1 — YcknoYaTh: chaiinoe ucknovaet
e !<opnopau,|/|e17| 0 — He CKIIoYaTb. n3 obracTtu 3aWwmThbl
Microsoft 00BbeKThI
(Job6aBuTb Ha KOMMbOTEpE,
K UCKITHOUYEHUs KOTOpble
M dannbl, pekomeHayeT
pekomMeHAOBaH UCKMoYaTb

kopnopauus Microsof
t.

HekoTopble
nporpamMmmbil

Ha KoMMbloTeEpEe
MoryT pabotatb
HecTabunbHo, Koraa
aHTUBMpYyCHas
nporpamma
nepexesaTbiBaeT Unu
nameHsieT daninsbl,
K KOTOPbIM 3TH
nporpamMmmbl
obpallatoTcs.

K Takum
nporpaMmmam
Kopnopauusi
Microsoft oTHocuT,
Hanpumep,
HekoTopble
nporpamMmbil
KOHTPOINEPOB
[JOMEHOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oymkeH 30ecb omobpaxambcsi.
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MapameTp 3HayeHue no ymosn4aHuio Knrou Windows OnucaHue
Installer n ero
3HavyeHuA
WckrntoveHnuns NckntovaTb ADDKLEXCLUSION=<3Ha | B 3apaue
13 NPOBEPKM, yeHue> MocTosiHHas 3awmTa
pekomeHOyeMbl 1 — YcknoYaTh: chaiinoe ucknovaet
e 13 obracTtu 3aWwmThbl
" . 0 — He uckn4aTb.
JlabopaTopuen 006beKThI
Kacnepckoro" Ha KoOMMbloTepe,
(dob6aBuTb KoTopble
K UCKITHOYEHUs pekomeHayeT
M dannbl, ncknyaTb
pekomMeHAOBaH "ITabopaTtopus
Hble Kacnepckoro".
"JlabopaTopue
7]

Kacnepckoro")

Paspewntb
yaaneHHoe
coeavHeHue
ansa KoHconun
Kaspersky
Industrial
CyberSecurity
for Nodes 2.5.

He paspelwatb

ALLOWREMOTECON=
<3HayeHune>

1 — paspeLwuarts;
0 — He paspeLwaTb.

Mo ymonyaHuio
yAaneHHoe
noaKmnoyeHne

k KoHconu
Kaspersky Industrial
CyberSecurity for
Nodes 2.5,
YCTaHOBMEHHOM

Ha 3almLaeMomM
KOMMNblOTEpE,

He paspeLleHo.

Bo Bpemsi ycTaHOBKM
Bbl MOXETE
paspeLmnTb
NOAKIIOYEHNE.
Kaspersky Industrial
CyberSecurity for
Nodes 2.5 co3gacTt
paspeLuatoLime
npasuna

Onsi npouecca
kavfsgt.exe

no npotokony TCP
Onsi BCeX NopToB.

MyTb k panny
kntoya (Knrou)

Manka koMnnekTa nocTaBku \server

LICENSEKEYPATH=<uwms
danna knova>

Mo ymonyaHuio
nporpamma
YCTaHOBKU MbITaeTcs
HanTn chann

C paclumpeHnem .key
B nanke \server
KOMMIeKTa NOCTaBKW.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTp 3HayeHue no ymosn4aHuio Knrou Windows OnucaHue
Installer n ero
3HaYeHuA

Ecnn B nanke \server
XPaHUTCHA HECKOJSIbKO
¢hbannos Knto4a,
nporpaMmma
yCTaHOBKW BblbnpaeT
dhann knrova

C camMblM No3gHen
[aTon ncTeveHns
CpoOKa 4eNCTBUS.

Bbl moxeTe
npeaBapuTensHO
coxpaHuTb thann
Kroya B nanke
\server nnu ykasatb
apyron nyTb K panny
Kroya ¢ NoOMOLLbHO
napameTpa
Ho6aBneHune kno4va

Bbl moxeTe
0o6aBuThb Koy
nocre yCTaHOBKM
Kaspersky Industrial
CyberSecurity for
Nodes 2.5

C NOMOLLLIO
BbIGpPaHHOIO Bamu
cpeacTea
aOMUHVUCTPUPOBAHMSA,
Hanpumep, Yepes
KoHconb Kaspersky
Industrial
CyberSecurity for
Nodes 2.5. Ecnu Bbil
He noGaBuTe KoY
nporpammel

BO BpPEMSI €Er0
YCTaHOBKW, Mocne
yctaHoBku Kaspersky
Industrial
CyberSecurity for
Nodes 2.5

He 6ygeT yHKUMOHM
poBaTth.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTp

3HayeHue no ymMmosn4aHuro

Knrou Windows
Installer n ero
3HauvYeHus

OnucaHue

MyTb
K KOH(pUrypaumo
HHOMY hanny

He ykasaH

CONFIGPATH=<ums
KOHQUrypaLMOHHOro
anna>

Kaspersky Industrial
CyberSecurity for
Nodes 2.5
nmnopTupyeT
napameTpbl

N3 yka3aHHOro
KOHUrypaunoHHOro
¢anna, co3gaHHoro
B Nporpamme.

Kaspersky Industrial
CyberSecurity for
Nodes 2.5

He umnopTupyet

13 KOHPUrypaLMOHH
oro havina naponu,
Hanpumep napornu
YYETHbIX 3anucen
Ans 3anycka 3agad
nnyn naponu

ONsi coeuHeHns

C MPOKCU-CEPBEPOM.
Mocne nmnopTa
napameTpoB Bam
HY)>XHO BBECTU BCE
naponn BPYy4YHYH.

Ecnu Bbl He ykaxeTe
KOHUrypauNOHHbI
dann, nocne
YyCTaHOBKU
nporpaMmma HavHeT
paboTaTtb

C napameTpamu

Mo YMOMYaHuIo.

PaspeLlueHuve
CeTeBbIX
CoeUHEeHUN
ons KoHconum

Bbiknto4eHo

ADDWFEXCLUSION=<3H
ayeHue>

1 — paspewuars;
0 — He paspeLlaTb.

Wcnonbe3ayite aToT
napameTp, ecnuv Bbl
yCTaHaBnuBaeTe
Kaspersky Industrial
CyberSecurity for
Nodes 2.5

He Ha 3alumLLaemMom
KomnbtoTepe. Bol
MOXeTe yaarneHHo
ynpaBnaTb 3aLLMTOW
KoMnbtoTepa

C opyroro
YCTPOWCTBA,

Ha KOTOPOM
yCTaHOBIIEHA

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTp 3HayeHue no ymosn4aHuio Knrou Windows OnucaHue
Installer n ero
3HaYeHuA

KoHconb Kaspersky
Industrial
CyberSecurity for
Nodes 2.5.

B 6paHamayape
Microsoft Windows
KomnbloTepa byaeT
oTkpbIT TCP-nopt
135, paspeLueHbl
ceTeBble COeAUHEHMS
NS UCMOSNHSIEMOrO
dhamna npouecca
yOaneHHoro
ynpaeneHus
Kaspersky Industrial
CyberSecurity for
Nodes 2.5
kavfsrcn.exe n oTKpbIT
[OCTynN K nporpaMmam
DCOM.

MNocne 3aBepLueHns
yCTaHOBKM fobaBbTe
nonb3oBaTenen,
KoTopble ByayT
ynpaBnATb
nporpammon
yAaneHHo, B rpynny
KICS Administrators
Ha KoMMblOTEPE

N paspeLumTe Ha Hem
CeTeBble COeANHEHUS
ans cnyxobl
Kaspersky Security
Managment

(dpainn kavfsgt.exe).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTp

3HayeHue no ymMmosn4aHuro

Knrou Windows
Installer n ero
3HauvYeHus

OnucaHue

Bbl MOXeTe
noapobHee
npoynTatb

0 JOMNOMHUTENBbHOM
HacTpoVike

npu yCTaHOBKe
KoHconun Kaspersky
Industrial
CyberSecurity for
Nodes 2.5 Ha gpyrom
KOMMNblOTEPE

(cm. pasgen
"[ononHnTensHas
HacTpoWka nocne
ycTaHoBku KoHcornu
Kaspersky Industrial
CyberSecurity for
Nodes 2.5 Ha gpyrom
KomnbroTepe”

Ha cTp. 45).

OTKkntoyeHne
npoBepKU

Ha Hanu4ne
HEecCoBMeCTUMOT
o
NporpaMmHoro
obecneyeHuns

I'IpOBepKa BbIMOJTHAETCA

SKIPINCOMPATIBLESW
= <3HayeHune>

0 - BbINONHSAETCSA NPoBepKa
Ha HeCOBMeCTUMOe
nporpaMmHoe obecneyeHun
e

1 - npoBepKka Ha Hanu4ue
HecoBMecTUMOro
nporpaMmHoro
obecneyeHus

He BbINONHAeTCs

Wcnonbayiite aToT
napameTp, YToObI
BKITHOYMTb MK
OTKIMOYNUTb MPOBEPKY
Ha Hanu4ive
HecCoBMeCTUMOro
NporpaMmMHoOro
obecneyeHuns

npu yCTaHOBKe
nporpamMmmbil

Ha yCTPOWNCTBO

B )OHOBOM pexume.

Hesasucumo

OT 3HayeHus
AaHHOro napameTpa,
npu yCcTaHOBKe
Kaspersky Industrial
CyberSecurity for
Nodes 2.5
nporpamma Bcerga
npegynpexagaet

0 Opyrux Bepcusx
nporpaMmei,
YCTaHOBMEHHbIX

Ha 3TOM Xe
YCTPOWCTBE.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tabnuua 10. lMapamempsbi yOaneHus u ux krtodu 8 Windows Installer

MapameTp 3HauveHue Onwucanue, knroum Windows Installer
no ymonvyaHuio M UX 3Ha4YeHus

BoccTtaHoBneHue Ypanutb RESTOREQTN =<3HayeHne>

COOEPXKMMOTO KapaHTuHa 0 — yoanuTb coaepXnmMoe KapaHTuHa;

1 — BOCCTaHOBWTb COAEPXKUMOE KapaHTUHa
B Marky, ykazaHHyto napameTpom

RESTOREPATH.
BocctaHoBneHne Ypanutb RESTOREBCK =<3HauyeHue>
COOEep>KMMOro pe3epBHOro 0 — yoanutb cogepxumoe
XpaHunuiia pe3epBHOro XpaHnnuLa;

1 — BOCCTaHOBUTb COAEPXMMOE Pe3epPBHOTO
XpaHunuLia B nanky, ykasaHHyto napaMmeTpom

RESTOREPATH.

BBoga Tekywiero napons He ykasaH UNLOCK_PASSWORD=<3agaHHbI/ Naponb>
ANS NOATBEPXKAEHMS
onepauuv yaaneHus
(Mpw akTMBHOM OYHKLMK
NPUMEHeHVs1 napons)
MNanka %ALLUSERSPROFILE%\Ap | RESTOREPATH=<nonHbii nyTb K nanke>
ANt BOCCTAHOBNEHHbIX plication Data\Kaspersky BocctaHoBneHHble 06bekTbl GyayT
obbekToB Lab\Kaspersky Industrial coxpaHeHbl B narke, ykasaHHOM

CyberSecurity for 3TMM NapaMeTpomMm:

Nodes\2.5\Restored O6beKTbl M3 KapaHTHa 6yayT COXpaHeHbI

BO BroXxeHHon nanke \Quarantine.

OGbeKTbl U3 pe3epBHOro XpaHunmLa —
BO BNOXeHHoN narnke \Backup.

XypHan yctaHoBKU U yaaneHua Kaspersky Industrial
CyberSecurity for Nodes 2.5

Ecnu BblI BbInonHsieTe yctaHoBky unu yaaneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomowbto
mMacTepa ycTaHoBkM (yoanenwust), cnyxba Windows Installer cosgaet xypHan yctaHoBku (yganenus). ®awin xxypHana
¢ umeHeM kics_install_<uid>.log (rae <uid> — yHWKanbHbI BOCbMU3HaYHbIN NOEHTUAUKATOP XKypHara) coxpaHseTcs
B narnke %temp% nonb3oBaTensi, C NpaBamMmn KOTOPOro Ok 3anyLleH MacTep YCTaHOBKMU.

Ecnu Bbl BbiNnonHsieTe ycTtaHoBKY unu yaaneHne Kaspersky Industrial CyberSecurity for Nodes 2.5 n3 komaHgHon
CTPOKM, MO YMOMYaHMIO XXypHan yCTaHOBKU HE CO30aeTCs.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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» 4mobsl ycmaHosumb Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ cozdaHuem ¢halina xypHana
kics.log Ha ducke C:\, ebinonHume o0Hy u3 criedyrouux KomaHo:

e msiexec /i kics x86.msi /l*v C:\log.txt /gn EULA=1 PRIVACYPOLICY=1

e msiexec /i kics x64.msi /1*v C:\log.txt /gn EULA=1 PRIVACYPOLICY=1

[NnaHupoBaHMe ycTaHOBKM

OTOT pasgen coaepXuT onncaHne cpeacTs agmmHucTpupoBaHua Kaspersky Industrial CyberSecurity for Nodes 2.5,
ocobeHHocTel ycTaHoBkM U yaaneHusa Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomouibio MacTtepa
yCTaHoBKM (CM. pasgen "YCTaHOBKa W yAaneHue nporpammbl C MOMOLLBI Mactepa" Ha cTp. 41), M3 KOMaHOHOW
CTpokM (CM. pasgen "YcTaHOBKa W yganeHue nporpammbl M3 KOMaHOHOW CTpoku" Ha cTp. 53), yepe3s Kaspersky
Security Center (cm. pasgen "YcraHoBka W yganeHue nporpaMmbl Yyepe3 Kaspersky Security Center” Ha cTp. 59)
1 Yyepe3s rpynnosble NonuTukm Active Directory® (cMm. pasgen "YcTaHoBKa 1 yaaneHvue nporpaMmmMbl Yepes rpynmnoBble
nonuTtukm Active Directory" Ha cTp. 64).

Mepen Tem kak HayaTb ycTaHoBKY Kaspersky Industrial CyberSecurity for Nodes 2.5, cnnaHupyinTe OCHOBHbIE 3Tanbl
ee npoBeaeHuns:

1. BbibepuTe cpenctBa aaMWHUCTPUPOBAHMS, KOTopble Bbl OygeTe wcnomnb3oBaTb OIS yNpaBreHusi
Kaspersky Industrial CyberSecurity for Nodes 2.5 1 ero HacTponku.

2. Onpepenute, Kakne nporpaMMHble KOMMOHEHTbI TpebyeTcst ycTaHoBUTL (CM. pa3gen "lMporpaMmmHble
komnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 nux kogpl ons cnyxbsl Windows
Installer" Ha cTp. 22).

3. BbibepuTte cnocob yctaHOBKM.

B aTtom pasgene
BbIBOP CPEACTB @AMUHUCTPUPOBAHMIS ...cceuveiieeiuttieeeiutteeeeaatteeeestteeaesbteeeeabbseeessbeeeesabbbeeesnbseeesnbbeeesannaeeess 38

(2T [oTe] oot o Telo o T= 1Y oa p=TxTo) =T PRSPPI 39

BbiObop cpeacTB aAMUHUCTPUPOBaHUA

OnpegenvTe, kakue CpeAacTBa aAMUHUCTPMPOBaHMSA Bbl OygeTe MCMonb3oBaTb AS1A HACTPOWKM NapameTpoB
Kaspersky Industrial CyberSecurity for Nodes 2.5 n ynpasneHus nm. B kayecTBe cpeacTB agMUHUCTPUPOBaHUSA
Kaspersky Industrial CyberSecurity for Nodes 2.5 Bbl moxeTe wmcnonb3oBatb KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5, ytunuty komaHgHow cTpoku U KoHconb agmuHuctpupoBaHua Kaspersky
Security Center.

HokymeHTauusa Kaspersky Industrial CyberSecurity for Nodes 2.5

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 npegcraensieT cobor M3onmpoBaHHYH OCHACTKY, KoTopast
nobasnsetca B Microsoft Management Console. Bbl moxeTe ynpaenatb Kaspersky Industrial CyberSecurity for
Nodes 2.5 uepe3 KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ycTaHOBReHHyl0 Ha 3aljuuiaemom
KOMMNbIOTEPE MIN Ha APYroM KOMMbIOTEPE B CETU OpraHm3aumu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omo6bpaxambcsi.
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B ogHy KoHconb Microsoft Management Console, OTKpbITYt0 B aBTOPCKOM pexnme, Bbl MOXeTe 406aBUTb HECKONBKO
ocHactok Kaspersky Industrial CyberSecurity for Nodes 2.5, 4tobbl ynpaBnsaTb U3 Hee 3aWMTON HECKONbKUX
KOMMNbIOTEPOB, Ha KOTOpbIX ycTaHoBreH Kaspersky Industrial CyberSecurity for Nodes 2.5.

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 Bxoaut B Habop KkomnoHeHTOB "CpepacTtBa
aaAMUHUCTPUPOBaHNS".

YTunuta KoMmaHgHOW CTPOKK

Bol moxeTe ynpaBnatb Kaspersky Industrial CyberSecurity for Nodes 2.5 w©3komMaHOHOW CTpOKu
3awmLLaemMoro KoMnbloTepa.

YTuUnuta KoMaHOHOW CTPOKM BXOAUT B HAOOp nporpamMHbIX koMnoHeHToB Kaspersky Industrial CyberSecurity for
Nodes 2.5.

Kaspersky Security Center

Ecnu BbI ucnonesyete nporpammy Kaspersky Security Center ans LeHTpan1M3oBaHHOIO yrnpaBrneHus aHTUBUPYCHOMN
3aLMTOM KOMNbLIOTEPOB B BalLien opraHu3aumm, Bbl MoxeTte ynpaensaTtb Kaspersky Industrial CyberSecurity for Nodes
2.5 yepes KoHconb agmuHuctpmnpoBaHus Kaspersky Security Center.

Bam n0Tpe6yeTc;| YCTaHOBUTb creayroline KOMMOHEHTbI:

e Mopaynb uHTerpaumm ¢ AreHTomMm agMMHUCTpupoBaHusa Kaspersky Security Center. OTOT KOMMOHEHT
BXOOUT B rpynny nporpamMHbIX koMrnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5. OH
obecneunBaet cBa3b Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ AreHToM agMUHUCTPUPOBaHKS.
YctaHoBute Mogynb wuHTerpaumm c AreHTom agmuHucTpuposaHus Kaspersky Security Center
Ha 3alMLLaeMoM KOMMbloTepe.

e AreHT agmuHucTpupoBaHus Kaspersky Security Center. YcTaHOBWTE €ro Ha KaXAoM 3aliuiiaemMom
KOMMbloTEpe. JTOT KOMMOHEHT OyaneT obecneumBaTb B3ammogencTeume mexay Kaspersky Industrial
CyberSecurity for Nodes 2.5, ycTaHOBneHHbIM Ha komnbioTepe, u KOHCOMb agMUHUCTPUPOBaHUS
Kaspersky Security Center. ®ann yctaHoBku AreHTa agMUHUCTPUPOBAHUSA BXOAMUT B KOMMIEKT MOCTaBKU
Kaspersky Security Center.

e MnaruH ynpaBneHua Kaspersky Industrial CyberSecurity for Nodes 2.5. [JononHuteneHo
Ha KOMMbIOTEP, Ha KOTOPOM ycTaHoBneHa KoHconb apgmuHucTpupoBaHus Kaspersky Security Center,
ycTaHoBuUTe nnarvH ynpaeneHus Kaspersky Industrial CyberSecurity for Nodes 2.5 4yepes Cepsep
agMuHucTpupoBaHus. OH obecneunBaeT MHTepdENC ynpaBneHus nporpammon Yepea Kaspersky Security
Center. ®ann yctaHoBKM nNnaruHa ynpasneHua \server\kicfginst.exe BxoauT B KOMNEKT NnocTaBku Kaspersky
Industrial CyberSecurity for Nodes 2.5.

Bbi6op cnocob6a ycTtaHOBKMU

Mocne onpefeneHns nporpaMMHbIX KOMMNOHEHTOB Ans ycTaHoBkM Kaspersky Industrial CyberSecurity for Nodes 2.5
(cm. pasgen "MporpamMHble komnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 u nx kogpl Anst cnyxobi
Windows Installer" Ha cTp. 22) BaM Hy>HO BblOpaTb cnocob yCcTaHOBKM NpoOrpammbl.

BbiGepute cnocob ycTaHOBKM B 3aBUCUMOCTU OT apXMTEKTYPbl CETU U CreayoLnX YCIIOBUIA:

e noTpebyeTcsa N1 BaM 3afaTb cneumanbHble napaMeTpbl ycTaHoBkM Kaspersky Industrial CyberSecurity for
Nodes 2.5 nnu Bbl 6ygeTe ncnonb3oBaTb NapaMeTpbl YCTAHOBKM MO yMonyaHuio (cM. pasgen "lNapameTpbl
YCTaHOBKW 1 yAaneHust n ux knoum anst cnyx6el Windows Installer” Ha cTp. 30);

(] 6yp,yT . napamMmeTpbl YCTaHOBKM eOuHbIMW  O5A BCEX KOMMbKTEPOB WK mnHAnBuayarbHbIMU
OnaA KaXgoro KoMnbloTepa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Bbl MoxeTe yctaHoBuTb Kaspersky Industrial CyberSecurity for Nodes 2.5 kak ¢ noMoOLLblo MacTepa YCTaHOBKY, Tak
1 B pexvme 6e3 B3aMMOAENCTBNA C NOMnb3oBaTeneM, ykasaB napameTpbl YCTAHOBKWM B KOMaHZHOW CTpoke. Bbl
MOXETe BbIMOMHUTbL LIeHTPann3oBaHHY yaaneHHyk yctaHoBky Kaspersky Industrial CyberSecurity for Nodes 2.5:
Yepes rpynnosble nonutukn Active Directory unu € nomoLibio 3agayn yganeHHon yctaHoBku Kaspersky
Security Center.

Bbl moxeTe yctaHoBuTb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha ogHOM KOMNblOTEPE, HAaCTPOUTL €ro
Ana paboTbl M COXPaHUTL ero napameTpbl B KOHUrypaumoHHoM dharine, 4Tobbl 3aTeM MCNOMb30BaTb CO3AaHHbIV
dann ans yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha apyrom komnbtoTepe (3Ta BO3MOXHOCTb
He NpUMeHSeTCs NPy YyCTaHOBKE Yepes rpynnosble nonuTuku Active Directory).

3anyck macTtepa yCcTaHOBKU

C nomoLubto MacTepa yCTaHOBKU Bbl MOXETE YCTaHOBUTb:

o KowmnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 (cm. pasgen "lMporpaMMHble KOMMNOHEHTHI
Kaspersky Industrial CyberSecurity for Nodes 2.5" Ha cTp. 23) Ha 3awmiaeMom KOMMbIOTEpPE M3 dhanna
\server\setup.exe BKMOYEHbI B KOMMEKT NOCTaBKM.

e KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 (cm. pasgen "YcraHoBka KoHconu Kaspersky
Industrial CyberSecurity for Nodes 2.5" Ha cTp. 44) n3 dhanna \client\setup.exe, BXxogsaLlero B KOMMMIEKT
MOCTaBKM Ha 3alMLLAEMOM KOMMbIOTEPE UMW APYrOM KOMMLIOTEPE B JIOKanbHOM CeTU.

SaﬂyCK N3 KOMaHOHOM CTPOKU (1)a|7|na MHCTaNNAUMOHHOIO nakeTa C napamMmeTpamMmn yCTaHOBKU

3anyctmB havn vHCTannsuMoHHOro naketa 6e3 knio4ven, Bbl ycTaHoBute Kaspersky Industrial CyberSecurity for
Nodes 2.5 c napameTpamu ycTaHOBKK no ymonyanuto. C nomoubto kntoven Kaspersky Industrial CyberSecurity for
Nodes 2.5 Bbl MOXeTe U3MEHSITb NapaMeTpPbl YCTAHOBKM.

Bbl moxeTe yctaHoBuTb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3awuwaemom KomnboTepe
n (unn) Ha pabovem MecTe agMUHMCTpaTopa.

Mpumepbl koMaHg Ans yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 n KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5 npuBeaeHsb! B pasgene "YcraHoBka 1 yaaneHue Kaspersky Industrial CyberSecurity for
Nodes 2.5 13 kKomaHOHOW CTpokuM" (cM. pasgen "YcTaHoBka W ydaneHue nporpaMmmbl U3 KOMaHOHOW CTPOKKU™
Ha cTp. 53).

LleHTpanu3oBaHHasa ycTaHoBKa Yyepe3 Kaspersky Security Center

Ecnu Bbl ucnone3yete Kaspersky Security Center 4ns ynpaBneHnst aHTUBUPYCHOM 3aLLUTON KOMMNbIOTEPOB CETU, Bbl
MoxeTe yctaHoBuTb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha HECKOMNMbKMUX KOMMbOTEPaxX C MOMOLLbO
3afaun yganeHHon yctaHoBku Kaspersky Security Center.

KomnbioTepbl, Ha KOTOpbIX Bbl XOoTUTE YycTaHOBUTH Kaspersky Industrial CyberSecurity for Nodes 2.5 uepes
Kaspersky Security Center (cm. pasgen "YcrtaHOBKa u yganeHue nporpammbl ¢ nomowbto Kaspersky Security
Center" Ha cTp. 59), MOryT HaxoauTbcs Kak B of4HOM AoMeHe ¢ Kaspersky Security Center, Tak U B ApyroM AoMeHe
unm BoobLe He NpuHaanexaTb HA OQHOMY JOMEHY.

LleHTpanvsoBaHHasi ycTaHOBKa Yepes rpynnosble nonuTuku Active Directory

C nomoupbto rpynnoBbix nonutuk Active Directory Bbl MOXXeTe ycTaHaBnuBaTb Kaspersky Industrial CyberSecurity for
Nodes 2.5 Ha 3awuwaemom komnbtoTepe. Bbl Takke MoxeTe yctaHaBnuBaTb KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha 3awuiiaemom KoMnbloTepe unu paboyem mecte agMmmHucTpaTopa.

Bbl moxeTe ycTaHoBUTb Kaspersky Industrial CyberSecurity for Nodes 2.5, ucnonb3ys nuilb napaMmeTpbl yCTaHOBKU
Mo YMOMYaHuio.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KomnbloTepbl, Ha koTopbix Kaspersky Industrial CyberSecurity for Nodes 2.5 yctaHOBReH ¢ NOMOLLbIO FPpyMnnoOBbIX
nonuTtuk Active Directory (cM. pasgen "YcCTaHOBKa v yaaneHue nporpamMmbl Yepes rpynnoBble nonutuku Active
Directory" Ha cTp. 64), BOKHbI ObITb PACcNOfOXeHbl B TOM XXe JOMEHE M B TOM Xe MoApasdeneHun opraHMsaunm.
YcTaHoBKa BbINOMHAETCA Npy 3anycke KomnbloTepa, nepes Bxogom B Microsoft Windows.

YcTaHOBKa # yAaneHue nporpammvbl C NOMOLWbLIO MacTepa

OTOT pasgen coaepXut onucaHue npouenypbl yctaHoBkU 1 yaaneHusa Kaspersky Industrial CyberSecurity for Nodes
2.5 n KoHconu nporpammbl Ha 3aluMLiaeMoM KOMMNbIOTEPE C MOMOLLBI MacTepa yCTaHOBKU, a Takke MHopMaLmio
0 pgononHuTenbHon HacTtpornke Kaspersky Industrial CyberSecurity for Nodes 2.5 n gencteumsax nocne ycTaHOBKU
nporpamMmel.

B aTtom pasgene

YCTaHOBKA C NMOMOLLI0 MACTEPA YCTAHOBKM .....eeuvvieeveesstreessteeasseeessaeessseeesssessssssssseessesesssessssessnsseesnsesensenes 41
M3ameHeHne cocTaBa KOMMOHEHTOB 1 BoccTaHoBrneHue Kaspersky Industrial CyberSecurity for Nodes

2D ettt ettt ettt ettt ettt ettt ettt ettt 50
YOaneHne ¢ NOMOLLbI0 MACTEPA YCTAHOBKM........uveeiureeiteressteesseeessaeesseeesssessssessssseesssesessseesssessnsseesssesessenes 51

YcTaHOBKa ¢ noMoLbiO MacTepa YCTAaHOBKMA

B cnepgylowmx pasgenax cogepxutca nHdopmauusa o ToM, Kak yctaHoBUTb Kaspersky Industrial CyberSecurity for
Nodes 2.5 n KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

» UYmobbl ycmaHosume U npucmynumbs K ucronib3osaHuto Kaspersky Industrial CyberSecurity for
Nodes 2.5, sbinonHume cnedyrouue delicmeus.

3. YcraHosute Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3awmiaeMom KOMNbHOTEPE.

4. Ha komnbtloTepax, ¢ KOTopbIX Bbl NnaHupyeTte ynpasnaTe Kaspersky Industrial CyberSecurity for Nodes 2.5,
yctaHoBuTe KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

5. Ecnu Bbl yctaHoBunn KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 He Ha 3awuwiaemom
KOMMbIOTEPE, a Ha APYroM KOMMbHTEpe CeTW, BbIMNONHUTE OOMNOSHWUTENbHYK HACTPOMKY, YTOObI
none3oBatenu KoHconu mornu 4epes Hee yaaneHHo ynpaenatb Kaspersky Industrial CyberSecurity for
Nodes 2.5.

6. BbinonHuTe gencteuda nocne yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5.

B aTom pasgene
YctaHoBka KoHconn Kaspersky Industrial CyberSecurity for NOdes 2.5 ... 42
YctaHoBka KoHconun Kaspersky Industrial CyberSecurity for NOdes 2.5 ......ooveeiiiiiiiiiiiie e 44

[ononHutenbHasa HacTporika nocne yctaHoBkn KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5
HA [PYTOM KOMITBHOTEDE . vveeuuveeetreesuteeeteeessteesssseessseesassesssteaeasseessseeansaeeanseseasseeasseesntaeesnseeesaeessseesnseeesnneennses 45

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Henicteus nocne yctaHoBkn Kaspersky Industrial CyberSecurity for Nodes 2.5 ........coooviieiiiiiieiiiiiieeens 47

YcraHoBka Kaspersky Industrial CyberSecurity for Nodes 2.5

Mepen yctaHoBkon Kaspersky Industrial CyberSecurity for Nodes 2.5 BbInonHUTE creaylolne OencTBus:

MNocne

Y6eautech, 4To Ha KOMMbIOTEPE HE YCTAHOBIEHLI APYrMe aHTUBUPYCHbLIE NPOrpaMmb.

Y6eautech, YTo y4eTHas 3anucb, C NpaBaMu KOTOPOW Bbl 3amnyckaeTe MacTep YCTaHOBKM, 3apeructpypoBaHa
B rpynne agMUHUCTPaATOPOB Ha 3aLuMLLaeMOM KOMMbIOTEpE.

BbINOSTHEHNA OMWCaHHbLIX Bbille AeNCTBWI, NepenaunTe K npouedype ycTaHoBku. Crieays MHCTPYKUMSIM

MacTepa yCTaHOBKM, 3aaante napameTpbl ycTaHoBkM Kaspersky Industrial CyberSecurity for Nodes 2.5. Bbl MmoxeTe
npepsaTb yctaHoBky Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha niobom Lware mactepa yCTaHOBKW.
[ns aToro B okHe MacTepa yCTaHOBKWN HaKMuTe Ha KHONKy OTMeHa.

Bbl MoxeTe npountaTh nogpobHee O napamMeTpax YCTaHOBKM (yoanenwsi) (cm. pasgen "lMapameTpbl yCTaHOBKM
N yoaneHus n nx knovm ans cnyxobsl Windows Installer”" Ha cTp. 30).

» 4Ymobbl ycmaHosumb Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomowbto macmepa
ycmaHOo8KU, 8bIrnosIHUme criedyroujue 0elicmeusi:

1.
2.

Ha komnbloTepe 3anyctute dann nporpammbl-NpMBETCTBUS Setup.exe.

B oTkpbiBllEMCS OKHe B Onoke YcTaHOBKa nepenamte Mo ccbinike YcTtaHoBUTb Kaspersky Industrial
CyberSecurity for Nodes 2.5.

B oTkpbIBLLIEMCS OKHe NMpMBETCTBUS MacTepa yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5
HaXXmuTe Ha kHonky Janee.

OTKpOGTCFl OKHO JInueH3noHHoe cornaweHune u NMonutuka KOH(*)VI,D,eHLI,VIaanOCTVI.
O3HakoMbTEeChH C ycnoBuamm JlnueH3noHHoro cornawieHuns u MNMonutmkn KOH(*)VI,D,eHLLI/IaJ'IbHOCTI/I.

Ecnn Bbl npoynn JlMueHanoHHoe cornaweHue u MNonntuky KoHuaeHuMansHOCTU, ONA NPOOOIHKeHNs
YCTaHOBKW YCTaHOBUTE (prnaxku, CBUAETENbCTBYIOLIME, UYTO Bbl NPUHUMaETE MNONOXEHUS U yCrnoBUA
HacToswero JinueHsnoHHoro cornaweHua 1 NonuTuUkKy KoHcpuaeHLManbLHOCTU, KOTOpas onuUcbIBaeT
06paboTKy AaHHbIX.

Ecnu Bbl He npuHMMaeTe JlnueH3noHHoe cornalueHune v MNMonuTruky KoHPUAEHLManbHOCTH, YCTaHOBKa
OyneT npepsaHa.

Haxmute Ha kHonky [danee.
OTKpoeTcsi OkHO BbicTpas npoBepka nepea Ha4yaroM YCTaHOBKM.

B okHe BbicTpasi npoBepKa nepen Ha4danoM yCTaHOBKU ycTaHoBUTe doriaxkok MpoBepuTbL KoMnbloTep
Ha BUPYCbI, YTOObI NPOBEPUTL HA HanNMuMe Yrpo3 3arpy3oydHble CEKTOpbl NoKanbHbIX AUCKOB KOMMbloTepa
M CUCTEMHYIO NaMATb. 3aTeM HaxmuTe Ha kHonky [anee. o okoHYaHWMU NPOBEPKM OTKPOETCA OKHO
C pesynbTaTamu NPoOBEPKK.

Bbl MOXeTe NpocMoTpeTb MHOPMaLMI0 O MPOBEePEHHbIX 0GbeKTax Ha KoMMnbioTepe: oblee KonmMyecTBo
NPOBEPEHHbIX OOBLEKTOB, KONMWYECTBO OGHAPYXXEHHBIX TUMOB Yrpo3, KOMUYECTBO OBHapYXEHHbIX
3apaXKeHHbIX Y BO3MOXHO 3apa)XeHHbIX 06BEKTOB, KONMYECTBO OMACHbLIX UMW NOA03PUTENBHEIX MPOLLECCOB,

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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kotopble Kaspersky Industrial CyberSecurity for Nodes 2.5 ynanun u3 namsatu, 1 KOnu4ecTBO ONacHbIX UMu
NOAO3PUTENBHBIX MPOLIECCOB, KOTOPbIE NPOrpaMMe He yaanoch yaanuTb.

UtoBbl NOCMOTPETb, KakMe WUMEHHO OObekTbl ObinM NpoBepeHbl, HaXMWUTE Ha KHomky Cnucok
06paboTaHHbIX 0O BHLEKTOB.

8. B okHe BbicTpas npoBepka nepea Ha4yanoM yCTaHOBKM HaXXMuTe Ha kHonky Janee.
OTkpoeTcs okHO BbibopoyHas ycTtaHOBKa.
9. Bbibepute KOMNOHEHTLI, KOTOPbIE Bbl XOTUTE YCTAHOBUTb.

Mo ymonuaHuio B CMUCOK yCTaHaBNMBaeMbix OOBbEKTOB BKIOYEHbI BCe KOMMOHeHThl Kaspersky Industrial
CyberSecurity for Nodes 2.5, 3a UCKMOUEHNEM KOMMOHEHTA YNpaBneHNne CETEBbIM 3KPAHOM.

Ona  ycTaHOBKM MporpaMmbl B CEPTURUUMPOBAHHON KOHMUrypauuu CHUMWUTE priaxku ans
KOMMOHEHTOB KOHTpOIb YCTPOWCTB 1 YNpaBreHne CeTeBbIM 9KpaHOM

KomnoHeHT [Mogpepxka SNMP-npotokona Kaspersky Industrial CyberSecurity for Nodes 2.5
oTOOpa)kaeTcsi B CMUCKE YCTAHABIMBAEMbIX KOMMOHEHTOB TOMbKO B Cllydae, €Crnv Ha KoMMblTepe
ycTaHoBrieHa Cnyx6a SNMP Microsoft Windows.

10. Ytobbl OTMEHWUTbL BCE WM3MeEHeHWs B OkHe BbliOopoyHas ycTaHOBKa, HaXmuTe Ha KHOMky COpocuTb.
HaxxmunTe Ha kHonky [anee.

11. B oTkpbiBLIEMCSI OKHE BbIOOP Nanku Ha3Ha4YeHUsA BbINOMHUTE cnegyoLlmne 0eNcTBUS:

e Ecnn Tpebyetcs, ykaxute nanky, B KoTOpon OyayT coxpaHeHbl dannbl Kaspersky Industrial
CyberSecurity for Nodes 2.5.

e Ecnn tpebyetcqa, npocmoTpute MHGPOPMALMIO O AOCTYNHOM MNPOCTPAHCTBE Ha MOKAIbHbIX XECTKUX
Aunckax no kHonke [Auck.

Haxmute Ha kHorky danee.

12. B oTkpbiBWeMcA OkHe [onosiHUTeNbHbIE MapaMeTpbl YCTAaHOBKW HAcTpouTe cnejywolme
napameTpbl YCTaHOBKMU:

e BknouMTb NOCTOAHHYIO 3alUMNTY NOCNEe YCTaHOBKWA NPOrpamMmmbl.

e [lo6aBuTb K UCKNIOYEHUSIM pannbl, peKoMmeHaoBaHHble Microsoft.

e [lob6aBuTb K MCKNOYEHUAM channbl, pekomeHAoBaHHbIe "JlabopaTopuen Kacnepckoro”.
Haxmunte Ha kHonky Oanee.

13. B oTkpbiBwemMca okHe WMmnopT napamMeTpoB U3 KOHuUrypauumoHHoro dpanna BbINOMHUTE
cnegywolwmve gencTesuns:

a. Ecnu Bbl xoTnte umnoptupoBaTb napameTpbl Kaspersky Industrial CyberSecurity for Nodes 2.5
N3 CyLLLECTBYIOLLErO0 KOH(UIypaLMoOHHOro doawna, co3gaHHoro B nobol npegbiaylieri COBMECTMMON
BepCUM NporpamMmmbl, YKaKnTe KOHUrypaumoHHbIN dann.

b. 3arem HaxmuTe Ha kHorKy [anee.
14. B oTkpbIBLIEMCS OKHE AKTUBaLMA NPOorpaMmmbl BbINOMHUTE OOHO U3 Cneayowmnx AeiCTBUR:

e Ecnu Bbl x0TUTE akTMBMPOBATL Nporpammy, ykaxkute dann knoda Kaspersky Industrial CyberSecurity
for Nodes 2.5 gnsa aktneBauum nporpammbi.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e Ecnu Bbl XO0TUTE akTMBUPOBaTL NPOrpaMmMy no3xe, HaKMUTE Ha kKHonky Janee.

e Ecnu Bbl NpegBaputenbHO coxpaHunu dann knya B nanke \server KomnrekTa nocTaBku, UMsi 3TOro
danna otobpasutcs B none Knrou.

Ecnu Bbl X0TTEe A06aBUTL KIHOY C NOMOLLBIO halna Kro4va, KOTOPbIN XPaHUTCS B APYron narke,
yKaxuTe dpann knwoya.

Mocne pobaBneHus aina knoda B okHe oTobpasnTcs nHgopmaums o nuueHsmn. Kaspersky Industrial
CyberSecurity for Nodes 2.5 otobGpakaeT pacyeTHyI0 AaTy OKOHYaHMS CpoKa OeNCTBUS nuueH3un. Cpok
OENCTBUA JIMUEH3MM OTCYMTbIBAETCS C MOMEHTa [00aBneHusl Kh4va, HO WCTekaeT He nosgHee
NCTeYeHns cpoka roaHoCTu hanna knoya.

HaxxmuTe Ha kHonky [lanee, 4TOObl MPUMEHUTL KoY B NpOorpaMme.

B oTkpbiBweMcA okHe MOTOBHOCTb K YCTAHOBKE HaXMuTe Ha KHOMKy YcTtaHoBuUTb. Mactep mpuctynut
K ycTaHoBke komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5.

Mo 3aBepLeHnn YCTaHOBKU OTKPOETCA OKHO YcTtaHoBKa 3aBepLueHa.

YcraHoBute dnaxok Mpountatb Release Notes, 4Tobbl NPOCMOTPETH MHOPMALUIO O BbiMycke Mocne
3aBepLueHns paboTbl MacTepa yCTaHOBKN.

HaxmuTte Ha kHonky OK.

OkHO macTepa ycTaHoBKkM OyaeT 3akpbiTo. Mo 3aBeplueHun yctaHoBkm Kaspersky Industrial CyberSecurity for
Nodes 2.5 6yaeT rotoB k paboTe, ecnu Bbl 4O6aBUMKM KoY AN akTMBauuy nporpammei.

YcraHoBka KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5

Cnefysa WHCTPYKUMAM MacTepa YCTaHOBKM, 3agante napameTpbl ycTaHoBku KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5. Bbl MOXxeTe npepBaTth yCTaHOBKY Ha ntobom Lware mactepa. [1ns aToro B okHe Mactepa
YCTaAHOBKWN HaXXMUTE Ha kHOMKy OTmeHa.

» UYmobbi ycmaHosums KoHcosis Kaspersky Industrial CyberSecurity for Nodes 2.5, ebimosiHume
cnedyrouwjue delicmeusi:

1.

Y6eautech, 4TO y4eTHas 3anucb, C NpPaBamMmn KOTOPOW Bbl 3aryckaeTe mMacTep YCTaHOBKW, BXOAMT B rpynny
aJMVUHMCTPATOPOB Ha KOMMbIOTEpE.

3anycTtute cann NpUBETCTBUSA Setup.exe Ha KOMMbloTepe.

OTKpoeTCcsa OKHO NPOrpamMmmbl-NPUBETCTBUS.

Haxmunte Ha ccbinky YetaHoButb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.
OTKkpoeTCcs OKHO NPMBETCTBMA MacTepa ycTaHOBKW. HaxxmuTte Ha kHonky danee.

MpocmoTpuTe ycnosusi JIMLEH3MOHHOTO cornatleHust 1 MonuTrukn KoHMUAEHUMANbHOCTM B OTKPbIBLUEMCS
OKHEe U Ansi NPOAOMMKEHNST YCTAHOBKU YCTAHOBUTE (praXKku, CBUAETENbCTBYHOLLME, YTO Bbl NMPUHUMaETe
nonoxeHusi u ycnoBums HacTosLero NuueH3noHHOro cornaueHus n MonuTtuky
KOH(MAeHUManbHOCTH, KOTOpas onUcbiBaeT o6paboTKy AaHHbIX. HaxmuTe Ha kHonky [danee.

OTKpOGTCﬂ OKHO [lononHuTesnbHbIE napameTpbl YCTAaHOBKMW.

B OTKpbIBLLEMCA OKHE JdononHutenbHble napameTpbl YCTAaHOBKM BbINOJTHUTE cneayrolne nencTeus:

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e Ecnu Bbl nnaHupyeTe ¢ nomoubio KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 ynpaBnsatb
Kaspersky Industrial CyberSecurity for Nodes 2.5, ycTaHOBMEHHbIM Ha yganeHHOM KOMMblOTEpe,
ycTaHoBuTe briaxkok PaspewmnTb yaaneHHbIn gocTyn.

e UYtob6bl OTKpPbITb OKHO [lonb3oBaTenbcKas YCTaHOBKa U BblIOpaTb KOMMOHEHTbI, BbIMOMHUTE
cnegyroLine oencTBus:

a. Haxmute Ha kHOMNKy [loONONMHUTENbHO.
OTkpoeTcs okHO BbIOOpoYHas ycTaHOBKa.

b. BbibepuTe KOMNOHEHTLI Habopa cpeacTB aAMUHUCTPUPOBAHMSA U3 CNUCKA.
Mo ymonyaHuio ycTaHaBnNMBalTCS BCE KOMMNOHEHTHI.

c. HaxmuTe Ha kHonky danee.

Bbl MOXxeTe npountath nogpobHee o komnoHeHTax Kaspersky Industrial CyberSecurity for Nodes 2.5
(cm. pasgen "lMporpammHble koMnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5 n ux kogpl
ansa cnyx6el Windows Installer" Ha cTp. 22).

6. B oTkpbiBLIEMCS OKHE BbIGOP Nankyu Ha3Ha4YeHUs BbIMONHUTE Criefylolne AeNcTBuS:
a. Ecnu tpebyetcs, ykaxnte Apyryto nanky, B KOTOpon OyayT coxpaHeHbl ycTaHaBnMBaemble oansbl.
b. Haxmute Ha kHonky Oanee.

7. B oTkpbiBLIEMCH OKHE TOTOBHOCTbL K YCTAHOBKE HaXXMUTE Ha KHOMKY YCTaHOBUTb.
MacTep npucTynuT K yCTaHOBKE BblGpPaHHbIX KOMMNOHEHTOB.

8. Haxmute Ha kHonky OK.

OkHOo macTepa ycTaHoBku GyaeT 3akpbiTo. KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
yCTaHOBJIEHA Ha 3alUMLLaeMbIl KOMMbIOTEP.

Ecnu Bbl ycTaHoBunu Habop "CpepcTBa aAMUHUCTPUPOBAHUS" He Ha 3allMLLaeMOM KOMMbIOTepe, a Ha OpYyrom
KOMMbIOTEPE CETW, BLINOMHWUTE OONOMHUTENBHYIO HACTPOWKy (cM. pasgen "[ononHutenbHasi HacTpoika nocne
yctaHoBku KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha gpyrom komnbtoTepe" Ha cTp. 45).

DononHuTenbHas HacTpourka nocne yctaHoBku KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha gpyrom komnblotepe

Ecnu BbI yctaHoBunm KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 He Ha 3awmwiaeMoM KOMMbIoTepe,
a Ha ApYyromM KOMMbIOTEPE CETW, BbIMOSIHUTE OMUCAHHbIE HUXE OENCTBUS ANs TOro, YTobbl Monb3oBaTenn MOrnu
yaaneHHo ynpaenaTe Kaspersky Industrial CyberSecurity for Nodes 2.5:

¢ Ha sawwmwaemom komnbioTepe gobasbTe nons3osatenen Kaspersky Industrial CyberSecurity for Nodes 2.5
B rpynny KICS Administrators.

e PaspelaTb ceTeBble coeauHeHnst onsi cnyxobl Kaspersky Security Management (kavfsgt.exe) (cMm. pasgen
"O npaBax pgocTtyna kcnyxbe Kaspersky Security Management" Ha cTp. 81), ecnu Ha 3awWjuiaemom
KOMMbIOTEPE Mcnonb3yeTcsa ceTeBor akpaH Windows nnm ceteBon 3KpaH CTOPOHHEro NOCTaBLLMKa.

e Ecnn npwu yctaHoBke KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha komnbioTepe
nog ynpasneHvem Microsoft Windows Bbl He ycTaHoBunM chnaxok PaspewmTb yaaneHHbIW AocTyn,
paspelumnTe ceTeBble coegnHenns ana KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 BpyyHyto
yepes OpaHaMayap Ha 9TOM KOMMbIOTEPE.

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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PaspeleHune ceteBbix coeanHeHun ana KoHconu Kaspersky Industrial CyberSecurity for
Nodes 2.5

HasBaHus napamMmeTpoB MOTyT OTIIMYaTbCA B Pa3HbIX ONnepaumoOHHbIX CUCTEMaX Windows.

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha yganeHHOM KOMMbOTEPE WCMONb3yeT MPOTOKON
DCOM, 4tobbl nony4datb MHpopmaumo o cobbituax Kaspersky Industrial CyberSecurity for Nodes 2.5, Hanpumep
0 NPOBEpPEHHbIX 00BbEKTax uUnNu 3asepLueHnn 3agad, ot cnyxbel Kaspersky Security Management Ha 3alumiaeMmom
KoMnbloTepe. BaM HyXHO paspelunTb ceTeBble COeAuHeHUst B HacTpomnkax 6paHamayapa Windows ansa KoHconu
Kaspersky Industrial CyberSecurity for Nodes 2.5, 4utobbl ycTaHaBnuBaTtb coeanHeHus mexay KoHconbto Kaspersky
Industrial CyberSecurity for Nodes 2.5 n cnyx6omn Kaspersky Security Management.

BbinonHuTe cnegyolume AeicTBUS:

o ybeauTecsb, YTO paspeLleH aHOHMMHbIV yaaneHHbIn 4oCcTyn K nporpammam COM (HO He yaaneHHbIn 3anyck
unn aktmeaums nporpamm COM);

e B GpaHamayape Windows oTkpowTte nopT TCP 135 n paspelwnTte ceTeBble COEAMHEHWS 1A UCMOMHAEMOro
danna npouecca yaaneHHoro ynpasneHusa Kaspersky Industrial CyberSecurity for Nodes 2.5 kavfsrcn.exe.

Yepes nopt TCP 135 KnNMeHTCKMI KOMMbKTEP, Ha KOTOPOM YycTaHoBrieHa KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5, obmeHuBaeTcs nHgopmaumen ¢ 3awmaemMmbiM KOMNbIOTEPOM.

Ecnu KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 oTkpblTa BO BpemMsi HACTPOWKN NapaMeTpoB
COEAVMHEHMST MeXOy 3aliulliaeMbiM KOMMbIOTEPOM U KOMMbIOTEPOM, Ha KOTOPOM YycTaHoBneHa KoHconb
Kaspersky Industrial CyberSecurity for Nodes 2.5, Bam HyXHO 3akpblTb KOHCOMb nporpammbl, JoXxaaTbcA
3aBeplleHna npouecca yaaneHHoro ynpaeneHua Kaspersky Industrial CyberSecurity for Nodes 2.5
kavfsrcn.exe wncHoBa 3anyctutb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5. Hosble
napameTpbl coeanHEHUs OyayT NPUMEHEHBI.

» Umobbl paspewums aHOHUMHbIU ydaneHHbil docmyrn K npogpammam COM,  ebinosHUmMe
cnedyrouwue Oelicmesusi:

1. Ha komnbloTepe, Ha koTopom yctaHoBneHa KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5,
oTKponTe KoHconb Crnyx6bl KOMMNOHEHTOB.

BeibepuTe Myck > BbINONHUTD.

Beeagute komaHgy dcomcenfg.

Haxmunte Ha kHorky OK.

B koHconn Cnyx6bl KOMMOHEHTOB KOMMblOTEPa pa3BepHuUTe y3en Komnbrotepsl.

OTKpOWTE KOHTEKCTHOE MEHIO Ha y3re Mon KoMmnbioTep.

Bbibepute nyHkT CBOMCTBA.

© N o g & w D

B okHe CBoicTBa Ha 3aknagke BesonacHocTb COM HaxmuTe Ha kKHOMKy WM3MeHUTb orpaHuyeHus
B rpynne napameTtpos MpaBa gocTyna.

9. B okHe PaspeweHue Ha gpoctyn ybeautech, 4to anga nonb3osatend ANONYMOUS LOGON ycTtaHoBNneH
dnaxok PaspewmTb yaaneHHbIN JOCTYN.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbili 0oynKkeH 30ecb omobpaxambcsi.
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10. Haxmute Ha kHonky OK.

» Umobbl omkpbimb 6 6paHdmayspe Windows TCP-rmopm 135 u paspewumsb cemeesbie cOeOUHEeHUs
Onisi npouecca ydaneHHozo yrpasneHus Kaspersky Industrial CyberSecurity for Nodes 2.5,
ebinosiHUMe criedyroujue delcmeus:

1. Ha ymaneHHom komnbtoTepe 3akponTe KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.
2. BbInonHWTe 0QHO M3 Crieayrowmnx 4encTBUn:
e B Microsoft Windows XP nnu Microsoft Windows Vista:

a. B Microsoft Windows XP cnaketom o6HoBneHwn 2 wunu Bbllwe Bbibepute Tlyck >
Bpangmayap Windows.

B Microsoft Windows Vista Bbibepute Myck > MaHenb ynpaBneHusa > Bpangmayap Windows
1 B okHe BpaHgmayap Windows BbibepuTe NyHKT M3MeHUTb napameTpbl.

b. B okHe Bbpangmayap Windows ([MapameTtpbl 6paHamayapa Windows) Ha 3aknagke UcknroveHus
HakmMuTe Ha kHornky [lo6aBuTb NopT.

c. B none Uma ykaxute nmsa nopta RPC (TCP/135) unn 3agavite gpyroe nms, Hanpumep DCOM
Kaspersky Industrial CyberSecurity for Nodes 2.5, Bnone Homep noprta ykaxuTe HOMep
nopra: 135.

d. Beibepute npotokon TCP.

e. Haxmute Ha kHoMKy OK.

f. Ha 3aknagke UcknroueHuns HaxxmuTe Ha KHOMNKy [lo6aBUTb NporpamMmy.
e B Microsoft Windows 7 1 Bbliwwe:

a. Beibepute nyHkT Myck > MaHenb ynpaBneHusa > bpaHgmayap Windows. B okHe BpanHgmayap
Windows BbiGepuTe nyHKT Pa3pewnTb 3anyck nporpamMmmbl WM KOMMOHEHTa u4epes3
6panHamayap Windows.

b. B okHe PaspewmTb cBA3b nporpamm 4epe3 OpaHamayap Windows HaXMuUTe Ha KHOMKY
PaspewmTb Apyryo nporpammy.

3. B okHe lo6aBneHue nporpammbl ykaxute dann kavisrcn.exe. OH xpaHUTCA B nanke, KOTOPYHO Bbl yKkasanm
B KayecTBe narnku HasHayeHus npu yctaHoske KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5
€ nomoubto KoHconn Microsoft Management Console.

4. Haxmute Ha kHonky OK.

5. HaxmuTe Ha kHonky OK B okHe Bpangamayap Windows (MapameTpbl 6paHgmayapa Windows).

HenctBua nocne ycrtaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5

Kaspersky Industrial CyberSecurity for Nodes 2.5 3anyckaeTt 3agauv 3awutbl U NPOBEPKM Cpa3y Nocrie yCTaHOBKMU,
ecnu Bbl akTuBMpoBanu nporpammy. Ecnv Bo Bpemsi yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5
6bIn BbIOpaH NYHKT BKNOYNTL NOCTOSIHHYHO 3aLMTY NOCe YCTaHOBKU NPOrpaMmmbl (HacTporika no yMo4yaHuio),
Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT 00bekTbl halfioBON CUCTEMbI KOMMNbOTEPA
npu goctyne k HUM. Kaxxagyto natHuuy B 20:00 Kaspersky Industrial CyberSecurity for Nodes 2.5 BeinonHseTt 3agavy
MpoBepka BaxHbIX obnacTten.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mocne ycrtaHoBkm Kaspersky Industrial CyberSecurity for Nodes 2.5 pekomeHOyeTCcsi BbIMNOMHUTL
crneayowmne oencTeuns:

e 3anyctutb 3agadvy obHoBneHusa 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5. Nocne yctaHOBKU
Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT 06bekTbl € ucnons3oBaHnem 6as, koTopble
BXOAUNM B COCTaB NporpamMmmbl Npu NocTaBke.

PekomeHayeTcs cpasy e obHoBuTb 6a3bl Kaspersky Industrial CyberSecurity for Nodes 2.5, Tak kak
©asbl MOrnu yctapeTb.

Hanee nporpamMmma 6yp,eT 00OHOBNATL 6a3bl KaXAbl Yac CornacHo pacnncaHuno, ycCtaHoBJiIeHHOMY B 3agade
Nno ymosn4yaHuio.

e BbInonHMTL NpoBepKY BaHbIX ObOnacTen KomnbioTepa, ecnu nepepn yctaHoBkon Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha 3awmiaeMoM KOMMNbiOTEPE He Oblfla YCTaHOBMEHA aHTMBUPYCHas
nporpaMma c BKIIHOYEHHOW (OYHKLMEN NOCTOSHHOM 3aLmThbl balnnos.

e HactpouTtb yBegomneHust agMuHucTpaTopa o cobbituax Kaspersky Industrial CyberSecurity for Nodes 2.5.

B aTtom pasgene

3anyck 1 HacTpolika 3agayun obHoBneHus 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5............ 48
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3anyck 1 HacTporka 3agaym obHosneHus 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5
» 4Umobbi 06HoBUMBb 6a3kl npozpaMMel OCIe yCmaHOBKU, 8binoHUMe criedyroujue 0elicmeus:

1. B cBoiicTBax 3agaum OGHoBneHve 6as nporpaMmbl HAacTpoWTe COEAUHEHUE C UCTOYHUKOM OBGHOBMEHUI —

HTTP- unu FTP-cepBepamn obHoBnenun "flabopatopun Kacnepckoro".

2. 3anyctute 3agady O6HoBneHne 6a3 nporpammbl.

» 4Ymobbl Hacmpoumes coeduHeHue ¢ cepsepamu obHoaneHul "[labopamopuu Kacriepckozo" e 3adaye
OG6HoseHue 6as npozgpamMmbl, 8birnoniHume credyroujue delicmgaus:

1. 3anyctute KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 ogHum 13 cnegyroLmux cnocobos:

e Ortkpownte KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3aliuiiaemomM KomMnbloTepe.
Ons atoro BbibepuTe Myck > Bece Mporpammbl > Kaspersky Industrial CyberSecurity for Nodes 2.5
> CpeacTtBa agMmHucTpupoBaHus > KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

e Ecnn Bbl 3anyctunu KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 He Ha 3awjuuiaemom
KOMMbOTEPEe, NOAKMIYMTECH K 3alluLLIaeMOMy KOMMbIOTEpY:

c. OrtkpownTe kKOHTEKCTHOE MeHto y3na Kaspersky Industrial CyberSecurity for Nodes 2.5 B aepese
KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5.

d. BblbepuTe nyHKT MOAKNIOYNUTLCA K APYTOMY KOMMNbIOTEPY.

e. B puwanoroBom okHe Bbl6op kKomnbrTepa Bblibepute BapuaHT [pyron KOMNbHOTEP U B none
BBOAA YKaXXWUTE CETEBOE MMS 3aLUULLIAEMOro KOMMboTEpPa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ecnn yyeTHas 3anucbk, KOTOPYIO Bbl Mcnonb3oBanu anga exoga B Microsoft Windows, He obnagaet
npaBamu goctyna k cnyxbe Kaspersky Security Management (cm. pasgen "O npaBax goctyna
kK cnyxbe Kaspersky Security Management" Ha cTp. 81), ykaxuTe y4yeTHyt 3anucb, KoTopasi
obragaet aTMMK NpaBamu.

OTtkpoetcs okHo KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5.

B nepeBe KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 pa3ssepHute y3en O6HoBneHue.
BbibepuTe BNoxeHHbI y3en O6HoBNeHUe 6a3 nporpamMmbil.

B naHenu pesynbTaTtoB nepeniaute no ccbinike CBOMCTBa.

B oTkpbiBLeMcs okHe MapameTpbl 3agayum oTkponTe 3aknaaky NapameTpbl coeanHeHUs.

o g M~ w N

BeinonHuTe cnepytolme OeicTBUS:

a. Ecnn BBawen cetn He HacTpoeH npotokonn Web Proxy Auto-Discovery Protocol (WPAD)
ONs aBTOMaTUYECKOro pacrno3HaBaHWsi MapamMeTpoB MPOKCU-CEpPBEpA B FIOKANbHOW CETU, YKaxuTe
napameTpbl NpoKcu-cepeepa: B OGnoke [MapameTpbl NpPOKCU-CepBepa YCTaHOBUTE  OIIAXOK
Ucnonb3oBaTb NapamMeTpbl yka3aHHOro NpoKcu-cepBepa, B none Agpec Beeante agpec, a B none
MopT — HOMep NopTa NpoKcK-cepeepa.

b. Ecnu B Bawen cetn TpebyeTca nposepka MOANMHHOCTM NPW OOCTYNE K NPOKCU-CepBepy, BblibepuTe
HYyXHbIW MeTOA4 MPOBEpPKM MOAJIMHHOCTM B packpbiBawllemcs cnucke 6noka [MapameTpbl
ayTeHTUUKaLMM HA NPOKCU-cepBepe:

e Wcnonb3oBatb NTLM-ayTeHTUdMKaLMO, ecrnv MNPOKCU-CEPBEP MNOAOEPXKUBAET BCTPOEHHYIO
nposepky nognuHHoctn Microsoft Windows (NTLM authentication). Kaspersky Industrial
CyberSecurity for Nodes 2.5 6ygeT ucnone3oBaTtb AN JOCTYNa K NPOKCU-CEPBEPY YYETHYHO 3aMnnchb,
yKasaHHylo B rMapameTtpax 3ajadv (Mo yMOmnyaHuio 3ajadva BbINOMHUTCA MO YyY4EeTHOW 3anuchbio
JlokanbHasa cuctema {SYSTEM}).

e WcnonbsoBatb NTLM-ayTeHTUpUKaLUIO C MUMEHEM W nNaposieM, ecnn NpoKcu-cepeep
nogaepXxuBaeT BCTPOEHHYK MNpoBepky noannHHoctu Microsoft Windows. Kaspersky Industrial
CyberSecurity for Nodes 2.5 6ygeT ucnone3oBaTtb AN 4OCTYMa K NPOKCU-CEPBEPY YYETHYHO 3aMnuch,
yKkasaHHylo BaMmu. BBeauTe nmsi 1 napornb nonb3oBaTens unm BeibeprTe Nonb3oBaTens B CrIUCKE.

¢ WUcnonb3oBaTb MMsA U Naponb Nonb3oBaTtens, YTobbl BbIGpaTh 06bIYHYKO MPOBEPKY NOAIMHHOCTH
(Basic authentication). Beegute vmMsi 1 naponb nonb3oBaTensd WnuM BblibepuTe MNOMb30BaTENs
B CMMCKe.

7. B okHe MNMapameTpbl 3agaym HaxxmuTte Ha kHonky OK.

I'Iapamepr| coeanHeHnAa ¢ NICTOYHUKOM obHOBNEHUN B 3agave O6HoBneHue 6a3 nporpamMmmbl 6yﬂ,yT COXpPaHeHbI.
» UYmobsi 3anycmums 3adady Ob6HosreHue bas rnpozpamMmel, 8bINoIHUME credyrouwue delicmeusi:

1. B pepee KoHconun Kaspersky Industrial CyberSecurity for Nodes 2.5 pa3ssepHute y3en O6HoBneHume.
2. B KOHTEKCTHOM MEH0 BIIOXXEHHOro y3na ObHoBneHne 6a3 nporpamMmmbl BhibepuTe NyHKT 3anyCTUTb.
3agaya O6bHoBneHune 6a3 nporpamMmmbl byaeT 3anyLieHa.

lMocne TOro Kkak 3agadya YCNEwWwHO 3aBepLnTCs, Bbl CMOXeTe MOCMOTPEeTb [AaTy BbiMycka MNOCNeaHuX
yCTaHOBIEHHbIX OOHOBNeHun 6a3 B naHenu pesynbTatoB y3na Kaspersky Industrial CyberSecurity for
Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MpoBepka BaXkHbIX obnacTemn
Mocne Toro kak Bbl 06HOBMNM ©a3bl Kaspersky Industrial CyberSecurity for Nodes 2.5, npoBepbTe KOMMblOTEP
Ha HanuMuue BpPe4OHOCHbIX NPOorpaMm C NomoLbio 3agayn "lNMpoBepka BaxHbIX obnacten”.

» Umobsi 3arnycmums 3adady Nposepka 8axkHbix obriacmed, ebirnonHume credyrouwjue delicmeaus:

1. B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 pa3ssepHuTte y3en NpoBepka no Tpe6oBaHutio.
2. B KOHTEKCTHOM MeHI0 BNOXEHHOro y3na MpoBepka BaXHbIX obnactein BbiGepuTe KOMaHay 3anycTUTb.

3apava Gynet 3anyuleHa; B pabodert obnactn otobpasmnTcsa ctaTyc 3agayn BoinonHseTcs.
» 4Ymobbi npocMompems XXypHarl 8bINONTHEHUST 3adayl,

B naHenu pesynbTatoB Yyana [poBepka BaxHbIX ob6nacTein nepengnte no ccbinke OTKPbITh
XypHan BbINOMHEHMUS.

N3meHeHMe cocTaBa KOMNOHEHTOB U BoccTaHoBneHue Kaspersky
Industrial CyberSecurity for Nodes 2.5

Bbl MoxeTe gobaenaTtb unu yaanatb komnoHeHTbl Kaspersky Industrial CyberSecurity for Nodes 2.5. Bam HyHO
npegBapuTenbHO OCTaHOBWUTL 3agady [locTtosHHasa 3awmta ¢hannos, ecnvm Bbl XOTUTE yOanuTb KOMMOHEHT
MocTosdHHas 3awmTa dannos. B ocTtanbHbIX criyyasx ocTaHaBnuBaTb 3adady MOCTOSAHHOW 3alMTbl UMK Criyx0By
Kaspersky Security He TpebyeTcs.

Ecnn poctyn K ynpasneHuto nporpammon 3awmuieH naponem, Kaspersky Industrial CyberSecurity for Nodes
2.5 3anpalimBaeT BBOA Naposid npu nonbiTke yganeHna nnm n3MeHeHna coctaBa nporpaMmMHbIX KOMIMOHEHTOB
Ha OOMOMHUTENbHOM Lare MacTepa.

» UYmobbl usmeHumb cocmae komrnoHeHmos Kaspersky Industrial CyberSecurity for Nodes 2.5,
ebinonHuUmMe credyrouwue delicmeus:

1. B meHto MNyck BeiGepuTe NyHKT Bce nporpammbl > Kaspersky Industrial CyberSecurity for Nodes 2.5 >
N3meHeHne nnu yaaneHue.

OTKpoeTcs  OKHO MacTepa  YCTaHOBKM  nporpamMvbl  U3mMeHeHMe, BOCCTaHOBIieHME UNU
yAaneHue yCTaHOBKMU.

2. BblbepnTe N3meHeHue cocTaBa KOMNOHEHTOB NporpaMmmbl. Haxmnte Ha kHornky danee.
OTkpoeTcsa okHO BbIGOpOYHas ycTaHOBKA.

3. B okHe Bbibopo4Hasi ycTaHOBKa B CMMWCKE KOMMOHEHTOB, OOCTYMHbIX AN UCMOMb30BaHMs, Bbibepute
KOMMOHEHTbI, KOTopble Bbl xoTUTe AobaButb B Kaspersky Industrial CyberSecurity for Nodes 2.5 wnu
yoanutb. [ns 3Toro BbINOMHWUTE cneaylowime AenCTBUS:

e Y7006bl M3MEHUTb COCTAB KOMMOHEHTOB, HaXMUTe Ha KHOMKY paAaoM C HasBaHuem Bbl6paHHOFO
KOMMNOHEHTA N B KOHTEKCTHOM MEHIO Bbl6epMTe:

®  MYHKT KomnoHeHT 6y,qu YCTaHOBJI€H Ha NoKarnbHbIN XXeCTKUMU OUCK, ECIN XOTUTE YCTaHOBUTb
OONH KOMMOHEHT;

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e NyHKT KOMNOHEHT M ero NOAKOMMOHEHTbI OyAyT YCTaHOBMNEHbI Ha NOKanbHbIN XXECTKUWA AUCK,
€CINN XOTUTE YCTaHOBUTbL FPyMny KOMMNOHEHTOB.

e UYTOObl yOanuMTb paHee YCTAHOBMEHHbIE KOMMOHEHTbI, HaXXMWUTE Ha KHOMKY psSAOM C Ha3BaHWEM
BbIOPaHHOro KOMMNOHEHTA U B KOHTEKCTHOM MeHI0 BblbepuTe NnyHKT KOMNOHeHT 6yaeT HedoCTymneH.

HaxxmuTte Ha KHomnKy YCTaHOBUTD.

4. B okHe FlOTOBHOCTH K yCTaHOBKe noarsepante onepaunto nameHeHnAa coctaBa KOMIMNOHEHTOB NporpamMmmbil,
HaXaB Ha KHOIMKY YcTaHOBUTb.

5. B okHe, OTKpbIBLLEMCS NO 3aBEPLUEHNUN YCTAHOBKM, HAXMuUTE Ha kHomnky OK.

CoctaB komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget mM3MeHeH B COOTBETCTBMU
C 3afaHHbIMW NapameTpamMu.

Ecnu B pabote Kaspersky Industrial CyberSecurity for Nodes 2.5 Bosnuknu npobnembl (Kaspersky Industrial
CyberSecurity for Nodes 2.5 3aBepluaeTcsi aBapuiiHO; 3a4a4qM 3aBepLualoTCa aBapuiHO UK He 3amnycKaroTcsl), Bbl
MoxeTe nonpoboBaTtb BoccTtaHoBUThb Kaspersky Industrial CyberSecurity for Nodes 2.5. Bbl MmoxeTe BbINOMHUTL
BOCCTaHOBIEHNE, COXPaHMB TekyLume 3HavyeHuns napameTpos Kaspersky Industrial CyberSecurity for Nodes 2.5, unu
BblOpaTb pexuMm, Npu KoTopoMm Bce napameTpbl Kaspersky Industrial CyberSecurity for Nodes 2.5 npumyT 3Ha4eHus
Mo yMOMYaHuio.

» 4Ymobbl eoccmaHosumb Kaspersky Industrial CyberSecurity for Nodes 2.5 nocre asaputiHo20
3aeepweHusi pabomsl npoepamMmel unu 3adad, ebinosiHUMe credyrujue 0elicmeus:

1. B meHio Myck BoibepuTe nyHKT Bece nporpammsbl > Kaspersky Industrial CyberSecurity for Nodes 2.5 >
N3meHeHMe unu ynaneHue.
OTKpoeTCcs OKHO MacTepa yCTaHOBKM nporpaMmmbl UI3MeHeHWe, BoCCTaHOBIIEHUE UNK yaaneHue.

2. BblbepuTe nyHKT BoccTaHOBNEHWe ycTaHOBNEHHbIX KOMMOHEHTOB. HaxxmuTe Ha kHonky Oanee.
OTkpoeTcst okHO BoccTaHOBNEeHMe yCTaHOBEHHbLIX KOMMNOHEHTOB.

3. B okHe BocctaHOoBneHuMe YCTaHOBNEHHbLIX KOMMOHEHTOB YyCTaHoBUTe raxok BocctaHOBUTHL
peKoMeHAyeMble napaMmeTpbl padboTbl NPOrpamMmmMbl, €CNN XOTUTE COPOCUTH HACTPOEHHbIE NapameTpbl
nporpaMmmbl 1 BocctaHoBUTL Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ npegycTtaHOBREHHbIMU
napameTpamu rno ymon4yaHuio. Haxxmumre Ha KHONKY YCTaHOBUTD.

4. B okHe NOTOBHOCTb K BOCCTAaHOBJIEHUIO noaresepauTe onepaunio BOCCTAHOBIIEHUA NporpamMmbl, HaXXaB
Ha KHOMKY YcTaHOBUTD.

5. B okHe, OTKPbIBLLEMCA NO 3aBepLUeHUN BOCCTaHOBJIEHUA, HAXXKMUTE HA KHOMKY OK.

Kaspersky Industrial CyberSecurity for Nodes 2.5 ©OygeT BOCCTaHOBMEH B COOTBETCTBMM
C 3aJaHHbIMU NapameTpamu.

YaaneHue ¢ noMoLbIO MacTepa YCTaHOBKUA

OTOT pasgen coaepXuT UHCTpyKuumn Ana yaaneHuns Kaspersky Industrial CyberSecurity for Nodes 2.5 n KoHconu
Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ 3awuiiaemMoro koMmnbioTepa ¢ NOMOLLbIO MacTepa YCTaHOBKM.

B aTtom pasgene

YnaneHue Kaspersky Industrial CyberSecurity for NOGES 2.5 ... 52

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ynanexue KoHconu Kaspersky Industrial CyberSecurity for NOdes 2.5 .......ccviiiiiiiiiiiiiiiee e, 53

YpnaneHnue Kaspersky Industrial CyberSecurity for Nodes 2.5

HasBaHus napamMmeTpoB MOTyT OTIIMYaTbCA B Pa3HbIX ONnepaumoOHHbIX CUCTEMaX Windows.

Bol moxeTe yganute Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ 3awuwaemMoro kKomnbotepa ¢ MOMOLLbHO
MacTepa yCTaHOBKM / yaaneHus.

Mocne ypanenua Kaspersky Industrial CyberSecurity for Nodes 2.5 moxeT notpeboBaTbCsi nepesarpyska
KoMMbtoTepa. Bbl MOXeTe OTNOXUTL Nepesarpysky.

YpaneHue, BOocCTaHOBMEHWe 1 fobaBrneHne nporpaMmMbl Yepes naHenbs ynpaerneHnss Windows HeBO3MOXHb,
€Cnun onepaumnoHHas cuctema mcnonbayeT pyHKUno KoHTponb y4eTHbIX 3anucein nonb3oBaTens (User Account
Control), unu gocTyn K ynpaerneHnio NporpaMMon 3aLMmLLeH Naponem.

Ecnu gocTtyn Kk ynpaBneHuo nporpammon 3aiumieH naponem, Kaspersky Industrial CyberSecurity for Nodes
2.5 3anpalwvBaeT BBOZ Napossi Npu nonbiTke yaaneHnst unm U3MeHeHus coctaBa nporpamMmmHbIX KOMMOHEHTOB
Ha JOMNOMHMTENBHOM Luare mMacrepa.

» UYmobbl ydanume KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ebimosHume
cnedyrouwjue delicmeusi:

1. B meHto MNyck BbiGepuTe NyHKT Bce nporpammbl > Kaspersky Industrial CyberSecurity for Nodes 2.5 >
N3meHeHne unu yaaneHue.

OTKpoeTcs  OKHO  MacTepa  YCTaHOBKM  nporpamMvbl  U3mMeHeHMe, BOCCTaHOBIIeHME UNU
yAaneHue yCTaHOBKMU.

2. BblbepuTe nyHKT YaaneHue KOMNOHEHTOB NporpamMmmbl. Haxmute Ha kHonky [anee.
OTkpoeTcs okHO [lononHUTeNbHbIE NapaMeTpPbl yAaneHusi NporpaMmbI.

3. Ecnu TpebGyetcs, BoOkHe [ononHuTenbHble MapamMeTpbl YyAaneHWst MNpPOrpaMmbl  BbIMOMHUTE
crnegywolime eACTBUS:

a. YcraHoBuTe (naxok JKCMOPTUPOBaTb OOBLEKTblI Ha KapaHTUHe, 4ToObl Kaspersky Industrial
CyberSecurity for Nodes 2.5 akcnopTupoBan 0OGBLEKTbI, MOMELLEHHbIE Ha kapaHTWH. 1o ymonyaHuio
doriaXoK CHAT.

b. YcraHoBuTe dnaxok AkcnopTMpoBaTb OOGBLEKTbl pPe3epBHOro XpaHunuuia, 4tobbl Kaspersky
Industrial CyberSecurity for Nodes 2.5 skcnoptupoBan o06bekTbl U3 PE3EPBHOMO  XpaHUnuLia.
Mo ymonuaHuio dnaxok CHAT.

c. Haxmute Ha kHOnKky COXpaHWUTb B W yKaxuTe Manky, B KOTOPYK Bbl XOTUTE 3KCMOPTUPOBATb
BOCCTaHOBIEHHble  0ObekTbl. 10 yMOMYaHuio  3KCMOpT OOBLEKTOB  OCYLLECTBSETCA B manky
%ProgramData%\Kaspersky Lab\Kaspersky Industrial CyberSecurity for Nodes\2.5\Uninstall.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HaxmuTte Ha kHonky [anee.
4. B okHe OTOBHOCTb K yaaneHuIo NoaTBEpANTE Onepaumio yaaneHus, Haxas Ha KHOMKy Yaanuthb.
5. B okHe, OTKpbIBLUEMCS NO 3aBepLUEHMUN yaaneHus, HaxmuTe Ha kHonky OK.

Kaspersky Industrial CyberSecurity for Nodes 2.5 6yaeTt yaaneH ¢ 3awmuiaemoro kKomnootepa.

YpaneHue KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5

HasBaHus napamMmeTpoB MOTyT OTIIMYaTbCA B pa3HbIX ONnepaumoOHHbIX CUCTEMaX Windows.

Bbl moxeTe yaanutb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ komnbloTepa ¢ NOMOLLbIO MacTepa
yCTaHOBKW / yaaneHus.

Mocne ymaneHus KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 nepesarpyska kommnbikoTepa
He TpebyeTca.

» 4Ymobbl ydanums Kodconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ebinonHume
cnedyrouwue Oelicmausi:

1. B meHio Myck BoibepuTe nyHKT Bece nporpammsbl > Kaspersky Industrial CyberSecurity for Nodes 2.5 >
CpeAacTBa agMMHUCTPUPOBaHUA > N3mMeHeHne unu yganeHue.

2. OtkpoeTcs okHO macTepa U3meHeHue, BOCCTaHOBNEHMNE Unu yaaneHume.
BbiGepuTe NyHKT YaaneHne KOMNOHEHTOB NPOrpaMMbl U HAXXMNUTE Ha kHornky Oanee.

3. OrtkpoeTtcs okHO FOTOBHOCTL K yaaneHuto. Haxmute Ha KHOMKy YaanuTb.
OTKpoeTcH OKHO YaaneHue 3aBepLUeHO.

4. Haxmute Ha kHonky OK.

Onepauus yganeHusa 6ygeT 3aBeplLueHa; OKHO MacTepa byaeT 3akpbITo.

YcTaHOBKa U yganeHue nporpamMmmbl U3 KOMaHAHON CTPOKMU

OTOT pasfgen cogepXuT onucaHve ocobeHHoCcTen ycTaHoBkM U yaaneHnus Kaspersky Industrial CyberSecurity for
Nodes 2.5 u3 komaHaHoOM CTPOKK, NpUMepbl KOMaHa Ang yctaHoBku 1 yaaneHus Kaspersky Industrial CyberSecurity
for Nodes 2.5 u3 koMaHOHOW CTPOKU, NMpUMepbl KOMaHA Ans gobaBneHus n yganeHuss komnoHeHToB Kaspersky
Industrial CyberSecurity for Nodes 2.5 13 KomaHOHOW CTPOKM.

B aTom pasgene
06 yctaHoBke n yganeHumn Kaspersky Industrial CyberSecurity for Nodes 2.5 n3 komaHOHOW CTPOKM ... 54
Mpumepbl komaHA Ans yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5.......cccceviiiieiiiienen. 54

Oewncteusa nocne yctaHosku Kaspersky Industrial CyberSecurity for Nodes 2.5 ... 56

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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[obaBneHve n yaaneHne KOMNOHEHTOB.ITPUMEPBI KOMAHL. ... ...uuuririeeeiiiiiieetaaeeeaaiteeeeeeeeeseaenreeeeeeeeeeaananes 57
Ypanexue Kaspersky Industrial CyberSecurity for Nodes 2.5. ITpuMEpPbl KOMAHL ......ccvveeeieiiuvvreeeeeeesinnnnns 58
0 Y =T 7= o - = PRSPt 58

O6 yctaHoBKe un yaaneHum Kaspersky Industrial CyberSecurity for
Nodes 2.5 U3 KomaHOAHOW CTPOKMU

Bbl MOxeTe ycTaHaBnueaTb 1 yaanaTe Kaspersky Industrial CyberSecurity for Nodes 2.5, pobaBnsats nnv yoansts
€ro KOMMOHEHTbI, 3anyCTUB N3 KOMaHLOHOW CTPOKKU hannbl MHCTanNsauMoHHoro naketa \product\kics_x86(x64).msi,
yKa3aB napameTpbl YCTAHOBKM C MOMOLLIbIO KITHOYEN.

Bbl mMoxeTe ycTaHoBuTb Habop "CpeacTtBa agMUHMCTPUPOBAHMA" Ha 3alUMLLAEMOM KOMMbIOTEPE WNWU OpPYroM
KOMMblOTEpPE B ceTu, 4Tobbl paboTate ¢ KoHconbto Kaspersky Industrial CyberSecurity for Nodes 2.5 nokaneHo unu
yaaneHHo. [Ina aToro ncnone3ymnTte MHCTannsaUMoHHbIN naket \client\kicstools.msi.

BeinonHante YCTaAHOBKY C npaBamMu yquHOI7I 3anmcu, BXogsLen B rpynny aodMMHNUCTPATOPOB Ha KOMIMbHKOTEPE,
Ha KOTOPOM Bbl BbINOJIHAETE YCTAaHOBKY.

Ecnm Bbl  3anycTute  Ha 3awuuwiaemMom  KomnbkoTepe  oauH  u3 pavnoB  \product\kics x86(x64).msi
6e3 gononHuTenbHbIX krtoden, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yaeT yctaHOBNEH C napameTpamu
YCTaHOBKW MO YMOMYaHMI0.

Bbol MoxeTe 3agatb Habop ycTaHaBNMBaeMblX KOMMOHEHTOB C Momolbi krtoda ADDLOCAL, nepeuvvcnvs
B KA4YeCTBE ero 3Ha4eHun koAbl BbIOpaHHbIX KOMMOHEHTOB UM HabOPOB KOMMOHEHTOB.

NMpumepbl kKomaHg yctaHoBkM Kaspersky Industrial CyberSecurity for
Nodes 2.5

B aTom pasgene npuBoasaTca npumepsl koMaHa ang yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5.

Ha komnbioTepe nopg ynpaesnennem Microsoft Windows 32-paspsagHoi Bepcun 3anyckamte dannbl C
cyddukcom x86 komnnekra noctasku. Ha komnbtoTepe noa ynpasneHmem Microsoft Windows 64-pa3psagHon
Bepcum 3anyckante gansibl ¢ cydpdurkcom x64 komnnekTa nocTaBku.

MogpobHaa wHdopMaums 00 MCNONb30BaHUM CTAHOAPTHbIX KOMaHA U kntoden cnyxbbel Windows Installer
COLEepXUTCS B AOKYMEHTaUmMK1, NpegocTaBnsiemMon koprnopaumven Microsoft.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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Mpumepsbl yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomolbto dhanna setup.exe

» 4Ymobsl ycmaHosums Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ napamempamu ycmaHo8Ku
10 yMorn4yaHuro 8 pexume 6e3 83aumodelicmesusi C rosib3ogamersiem, 8bIrnosIHUMe
credyruwyto KomaHoy:

\server\setup.exe /s/p EULA=1 PRIVACYPOLICY=1

» Ymobsi ycmaHo8umsb Kaspersky Industrial CyberSecurity for Nodes 2.5
co criedyrouwumu napamempamu:
e  YCTaHOBWTb TOJIbKO KOMMOHEHTHI [ocTosiHHasA 3awmTa darnos 1 Npoeepka no TpeboBaHuIo;
e He 3anyckaTb NOCTOSIHHYIO 3awWwmTy nNpun 3anycke Kaspersky Industrial CyberSecurity for Nodes 2.5;
e He MCKNIYaTb 13 NpoBepkM daisbl, PEKOMEHOOBAHHbIE K UCKMIOYEHMIO Kopriopaunen Microsoft.
8bIronIHUMe credyrowyto KomaHoy:

\server\setup.exe /p "ADDLOCAL=0as RUNRTP=0 ADDMSEXCLUSION=0"
MprMepbl KOMaHA s YCTaHOBKM: 3anyck msi-cpanna MHCTannsuMoHHOro nakeTa

» 4Ymobsl ycmaHosums Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ napamempamu ycmaHo8Ku
10 yMOn4yaHuro 8 pexume 6e3 g3aumoldelicmeusi C nonb3o8amerem, 8bIronHuUMme
crnedyrouwyro KomaHoy:

msiexec /i kics.msi /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobsl ycmaHosumes Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ napamempamu ycmaHo8KuU
10 yMosn4YaHuro, rnokasamse UHmMepgelc ycmaHO8KU, 8bINoIHUMe credyouyro KoOMaHoy:

msiexec /i kics.msi /gf EULA=1 PRIVACYPOLICY=1

» 4Ymobsl ycmaHosums Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ akmusauyuel ¢ nomouwibto
¢atna krovya C:\OOOO000A.key:

msiexec /i kics.msi LICENSEKEYPATH=C:\0000000A.key /gn EULA=1
PRIVACYPOLICY=1

» 4Ymobbi ycmaHosumb Kaspersky Industrial CyberSecurity for Nodes 2.5 c¢ npedsapumernbHol
rposepKoll aKmMuBHbIX MPOUECCO8 U 3a2py304YHbIX CEKMOpPO8 JI0KasbHbIX OUCKO8 KOMIblomepa,
8bIMoSIHUME Criedyouyo KOMaHoy:

msiexec /i kics.msi PRESCAN=1 /gn EULA=1 PRIVACYPOLICY=1

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oymkeH 30ecb omobpaxambcsi.
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» Umobbl ycmaHosumpe Kaspersky Industrial CyberSecurity for Nodes 2.5, coxpaHus ez2o chalribi
8 narike HasHa4deHusi C:\KICS, ebirnoriHume cnedytowyro KomaHoy:

msiexec /1 kics.msi INSTALLDIR=C:\KICS /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobbl ycmaHosumb Kaspersky Industrial CyberSecurity for Nodes 2.5; coxpaHums ¢halin xypHarna
ycmaHoeKu ¢ umeHeM Kics.log e narike, 8 komopou xpaHumcs msi-gpalisl UHCmanisgyUuoHHO20 nakema
Kaspersky Industrial CyberSecurity for Nodes 2.5, abinosiHume criedyrowiyto KomaHoy:

msiexec /i kics.msi /1*v kics.log /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobbl ycmaHosumb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ebimonHume
cnedyrouwyro KomaHoy:

msiexec /i kicstools.msi /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobbl ycmaHosume Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ akmusauuel ¢ nomouwsto
adna kmodya C:\OOOOOOOA.key; Hacmpoums Kaspersky Industrial CyberSecurity for Nodes 2.5
8 coomeemcmeuu ¢ rnapamempamu, OoriucaHHbIMU 8 KOHgbuzaypauuoHHoMm ¢hatnie C:\settings.xml,
8bIMOSTHUME Cr1IedyIoUyr0 KOMaHoy:

msiexec /i kics.msi LICENSEKEYPATH=C:\0000000A.key
CONFIGPATH=C:\settings.xml /gn EULA=1 PRIVACYPOLICY=1

» Umobsl ycmaHosums ucripasneHue npozspammsl, koeda Kaspersky Industrial CyberSecurity for Nodes
2.5 3awuuieH naponem, 8binoiHUMe credyruyto KOMaHoy:

msiexec /p "<msp nyTe k mMeHm oaima>" UNLOCK PASSWORD=<napoJb>

HenctBusa nocne yctaHoBku Kaspersky Industrial CyberSecurity for
Nodes 2.5

Kaspersky Industrial CyberSecurity for Nodes 2.5 3anyckaeTt 3agauv 3awuTbl 1 NPOBEPKM Cpasy nocre yCTaHOBKW,
ecnu Bbl akTuBMpoBanu nporpammy. Ecnv Bo Bpems yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5
Bbl BbliOpanu nyHKT BKNOYMTbL NOCTOSIHHYK 3aluTy nocrie yCTaHOBKM nporpammbl, Kaspersky Industrial
CyberSecurity for Nodes 2.5 npoBepsieT 06bekTbl (haninoBor CUCTEMbI KOMMbIOTEPa Npy AoCTyne K HUm. Kaxayto
naTHudy B 20:00 Kaspersky Industrial CyberSecurity for Nodes 2.5 BbinonHsieT 3agady "lpoBepka BakHbIX
obnacren".

Mocne yctaHoBkM Kaspersky Industrial CyberSecurity for Nodes 2.5 pekomeHOyeTcsi BbINOMHUTL
cnegyowine OencTens:

e 3anyctutb 3agadvy obHoBneHus 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5. Nocne ycTaHOBKU
Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT 06bekTbl € Ucnonb3oBaHnem 6as, koTopble
BXOOUIMM B €ro cocTaB npwu noctaBke. PekomeHayeTcs cpasy xe obHoBuTb 6asbl Kaspersky Industrial
CyberSecurity for Nodes 2.5. [insa 3T0oro Bam Hy)kHO 3anyctuTb 3agavy O6HoBneHue 6a3 nporpammel. [lanee
o6HoBrneHne 6a3 OydeT BbLIMOMHATLCA KaXdbl 4ac COMMAacHO pPacnuCaHuio, YCTaHOBIIEHHOMY
Mo YMOJSYaHMIO.

Hanpvlmep, Bbl MOXeTe 3anyCTuUTb 3agavy O6HoBneHue 6a3 nporpamMmmbl, BbINOJIHMB CleayroLlyo KoOoMaHay:

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KAVSHELL UPDATE /KL /PROXY :proxy.company.com:8080 /AUTHTYPE:1
/PROXYUSER:inetuser /PROXYPWD:123456

Mpun aTom ob6HoBNeHust 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5 0yayT 3arpyeHbl ¢ CepBepoB
obHoBneHunn "Jlabopatopumn Kacnepckoro". CoegnHeHne C UCTOYHMKOM OBHOBMEHMI MPOUCXOAUT Yepes
npokcu-cepsep (agpec npokcu-cepsepa: proxy.company.com, nopt: 8080) C UCMOSb30BaHNEM
ANs OocTyna K cepBepy BCTPOEHHOW MpoBepku nognimHHocTu Microsoft Windows (NTLM-authentication)
noA y4eTHOM 3anuckto (MMs nonb3oBaTens: inetuser; napons: 123456).

e BbInoOnHMTL NPOBEpPKY BaXHbIX OOMacTer KoMMbioTepa, ecnv nepep yctaHoBkon Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha 3awmwaemMom KoMmnbioTePe He ObINO YCTAHOBMEHO aHTUBUPYCHOWM
nporpamMmbl C BKITHOYEHHON dOYHKLMEN MOCTOAHHON 3awmnTbl hannos.

» Umobbi ebinoniHumb 3adady [Npoeepka eaxHbix obriacmel ¢ MOMOWbO KOMaHOHOU CMpPOKU,
8bINoSIHUME Criedyouwyro KoMaHoOy:

KAVSHELL SCANCRITICAL /W:scancritical.log
OTa KoMaHAa coxpaHsieT XypHarn BbINONHeHUs 3agayu B panne scancritical.log B TekyLlen nanke.

e HacTtpouTb yBegomneHus agmmHmuctpatopa o cobbitusx Kaspersky Industrial CyberSecurity for Nodes 2.5.

Oo6aBneHune n yganeHne KoMnoHeHToB. Mpumepbl KOMaHA

KomnoHeHT lNMpoBepka no TpeboBaHWo ycTaHaBnuBaeTCcd aBToMaTnyeckn. Bam He HyXKHO ykasblBaTb €ro B Cnmcke
3HadeHurn knova ADDLOCAL, pobGaenss unu ypanss komnoHeHTbl Kaspersky Industrial CyberSecurity for
Nodes 2.5.

» 4Ymobbl dobasumb KomroHeHm KoHmMposnb 3arycka pospamMMm K paHee yCmaHO8/1EHHbIM
KOMMOHEHMam, 8bIrnosiHume credyrulyto KOMaHoy:

msiexec /i kics.msi ADDLOCAL=0Oas,AppCtrl /gn
unu
\server\setup.exe /s /p "ADDLOCAL=0as,AppCtrl"

Ecnu Bbl ykaxeTe He TONbKO KOMMOHEHTbI, KOTOPbIE XOTUTE YCTAHOBUTb, HO U YXK€ YCTaHOBIIEHHbIE KOMMOHEHTbI,
Kaspersky Industrial CyberSecurity for Nodes 2.5 nepeycTaHOBUT yka3aHHble YCTaHOBMEHHbIE KOMMOHEHTHI.

» 4Ymobbl yOanume ycmaHo81eHHbIe KOMITOHEeHMbI, 8bINOTHUME Criedyowyto KoMaHoy:

msiexec /1 kics x64.msi "ADDLOCAL=0as,Ods,Ksn,AntiExploit, DevCtrl,
Firewall,AntiCryptor,Plc,Fim, LogInspector,AKIntegration, PerfMonCounters, Sn
mpSupport, Shell, TrayApp, AVProtection, RamDisk REMOVE=AppCtrl,WiFiControl"
/an

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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YpaneHnue KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5
NMpumepbl KOMaHA,

» Umobsi yoanums Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ 3awuwaemozo komrnsromepa,
8bIMOIHUME Criedyrouwyo KOMaHOy:

msiexec /x kics.msi /gn

unu
e [1na x32-pa3psgHon onepaunoOHHON CUCTEMBI:
msiexec /x {98973F3A-3B19-431E-AlFF-FEF92FD2DD3E} /gn
e [Ins x64-pa3psigHon onepaunMoHHON CUCTEMbI:
msiexec /x {1946CA6C-94EF-427B-8210-AF3E84E18E03} /gn
» 4Ymobbl ydanums Koxconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ebinonHume
crnedyrouwyro KomaHoy:
msiexec /x kicstools.msi /gn
unu
e [Ins x32-pa3psigHon onepaunoHHON CUCTEMbI:
msiexec /x {AEC4DA78-ED59-496D-9B10-67C0334545CC} /gn
e [1na x64-pa3psaHon onepaumoHHON CUCTEMBI:
msiexec /x {A81A10C2-AD3E-4069-8C1lF-D95F4B7B258F} /qn
» UYmobnsi ydanume Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ 3awuwaemozo komnbromepa,
Ha KOmopoM ycmaHO8J1eH aporib, 8bINOIHUME criedyrwyo KoMaHoy:

e [1na x32-pa3psaHon onepaumoHHON CUCTEMBI:

msiexec /x {98973F3A-3B19-431E-A1FF-FEF92FD2DD3E} UNLOCKiPASSWORDZ***
/an

e [1na x64-pa3psaHon onepaumoHHON CUCTEMBI:

msiexec /x {1946CA6C-94EF-427B-8210-AF3E84E18E03} UNLOCKiPASSWORD:***
/an

» Ymobbi ydanumb [lnaszuH ynpaeneHus Kaspersky Industrial CyberSecurity for Nodes 2.5
C 3awuwaemMoz0 KoMrbomepa, 8bIfnofiHUme criedyrowyto KomaHoy:

msiexec.exe /x {5479FADB-700D-49EA-980D-40B8F603E7CB} /gn
Koabl Bo3BpaTa

B Tabnuue HUXe NnpMBeAEHO onMcaHWe KOA0B BO3BpaTa KOMaHOHON CTPOKM.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tabnuua 11. Kodbl so3spama

Koma OnucaHue

1324 MMs nanku HasHayeHns cogepxnT HeaonyCTUMbIE CUMBOSIbI.

25001 HepoctatoyHo npae gnst yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5. YTobbl
YyCTaHOBMWTb NpOrpamMmmy, 3anycTute macTep YyCTaHOBKWU C NpaBamMu fIOKaribHOro
agMuHucTpaTtopa.

25003 Kaspersky Industrial CyberSecurity for Nodes 2.5 He MmoxeT BbITb YCTaHOBMNEH Ha KOMMNbIOTEP

noa ynpaeneHveM aton Bepcum Microsoft Windows. Noxanyiicra, 3anyctute mactep
YyCTaHOBKW MpOrpaMmel, NpegHa3HavYeHHbIn Ans 64-paspsgHon sepcumn Microsoft Windows.

25004 O6HapyXeHO HecoBMeCTMMOE nporpammHoe obecneveHme. YTobbl MPOAOMKUTL YCTAaHOBKY,
yaanuTe cnegyiollee nporpammHoe obecneyeHme: <Cnmcok HECOBMECTUMOrO NPOrpamMmmHOro
obecneyeHns>.

25010 YKa3aHHbIN MyTb HE MOXET ObITb UCMOMb30BaH Afsi COXpaHEeHUA OOBHEKTOB Ha KapaHTUHE.

25011 Mmsa nankm onsa coxpaHeHnss 00 beKTOB Ha KapaHTUHE COOEPXUT HEeAOMYCTUMbIE CUMBOJIbI.

26251 He ypanocs 3arpy3ntb DLL ana C4eT4ymkoB Npon3BOANTENBHOCTY.

26252 He ypanocs 3arpy3utb DLL ansg C4eT4ymkoB Npon3BognTenbHOCTU.

27300 [panBep He MOXET ObITb YCTAHOBIEH.

27301 [panBep He MOXeET ObITb yaarneH.

27302 HeBO3MOXHO YCTaHOBUTbL CETEBOWM KOMMOHEHT. [IOCTUIHYTO MakcMmasnbHOE NoporoBoe

3Ha4YeHne noggep>xmsaemoro Konmn4ecrtea YCTpOl7|CTB (bVIJ'IpraU,I/IVI.

27303 AHTUBMPYCHbIE 6a3bl HE HaWAEHbI.

YcTtaHOBKa 1 yaaneHue nporpammbl Yepes Kaspersky
Security Center

OT1oT pasgen copepxut nHgopmaumio o6 yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes
Kaspersky Security Center, onucaHue npoueaypbl yctaHoBku 1 yaaneHns Kaspersky Industrial CyberSecurity for
Nodes 2.5 yepes Kaspersky Security Center, a Takke onucaHue gencTBui nocrne yctaHoBku Kaspersky Industrial
CyberSecurity for Nodes 2.5.

B aTtom pasgene

Obwwe cBegeHus 06 yctaHoBke Yepesd Kaspersky SeCurity CENLEr .........ooviviieiiieieiiiiee e 60
MpaBa gnsa yctaHoBku unu yaanenunsa Kaspersky Industrial CyberSecurity for Nodes 2.5..........cccccvveeeen. 60
YctaHoBka Kaspersky Industrial CyberSecurity for Nodes 2.5 uepes Kaspersky Security Center ............. 61
HewnctBusa nocne yctaHoBkun Kaspersky Industrial CyberSecurity for Nodes 2.5 .......cccccveeevviiiiiiieee e, 63

YctaHoBka KoHconun Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes Kaspersky Security
(01T 01 (=] G 63

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ypanenue Kaspersky Industrial CyberSecurity for Nodes 2.5 uepes Kaspersky Security Center.............. 64

O6wue cBegeHus o6 yctaHoBKe vyepe3 Kaspersky Security Center

Bol moxeTte yctaHoButb Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes Kaspersky Security Center
C NOMOLLbIO 3a4a4v yaaneHHON YCTaHOBKY.

Mocne BbINONHEHUSA 3apjadv ydaneHHou yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
YCTaHOBIEH C OAMHAKOBLIMW NapamMeTpaMu Ha HECKOMbKUX KOMMbIOTEPaX.

Bbl MmoxeTe o6beAuHUTbL BCe KOMMbIOTEPbI B OAHY Fpynny agMWHUCTPMPOBAaHMSA W CO34aTb rPYMMnoByl0 3adadvy
ans ycraHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha koMnbloTepbl 3TOW rpynnbl.

Bbl MOXeTe co3gaTtb 3agady yoaneHHon yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 ans Habopa
KOMMbIOTEPOB, HE 00bEOUHEHHBIX B OAHY rpynny aaMWHUCTpUpOBaHuA. [lpyvee co3gaHMM BaM  HYXHO
copMMpoBaTb CMUCOK OTAENbHbLIX KOMMbIOTEPOB, Ha KoTopble TpebyeTcs yctaHoButb Kaspersky Industrial
CyberSecurity for Nodes 2.5.

MoapobHas nHdopmaumsa o 3agade yaaneHHoN yCTaHOBKM coaepxutcs B cripaske Kaspersky Security Center.

MNpaBa gna yctaHoBKU unu yaaneHma Kaspersky Industrial
CyberSecurity for Nodes 2.5

YueTHas 3anvcb, KOTOPYH Bbl yKaXKeTe B 3afaye yAaneHHOW ycTaHOBKW (yAaneHus), JOJhKHa BXOOWTb B rpynmny
aAMUHUCTPATOPOB Ha KaX4OM U3 3all/LiaeMblX KOMMbIOTEPOB BO BCEX CyYasx, KpOME CreaytoLwmnx CUTyawuii:

e HakomnbloTepax, Ha KOTOpbIX Bbl XOTUTE ycTaHOBUTL Kaspersky Industrial CyberSecurity for Nodes 2.5, yxe
ycTaHoBMneH AreHT agMuHucTpupoBaHus Kaspersky Security Center (He3aBMCKMMO OT TOrO, B KAKOM JOMEHE
HaxoAsITCA KOMMNbIOTEPBI U MPUHAANEXAT NN OHU K KAKOMY-NMBO AOMEHY).

Ecnn AreHT agMUHUCTPUPOBaHUS eLle He YCTaHOBIIEH Ha KOMMbOTepax, Bbl MOXeETe YCTaHOBUTb €ro
BMmecTe ¢ Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomoLsto 3agayv yaaneHHON yCTaHOBKU.
lMepen yctaHoBkoW AreHTa agMWHUCTPUPOBaHMs ybeguTecb, YTO y4vyeTHas 3anucb, KOTOPYH Bbl
yKkaxeTe B 3afadve, BXOAUT B rpynny aAMMHUCTPATOPOB Ha KaX4OM U3 KOMMbIOTEPOB.

e Bce komnbloTepbl, Ha KOTOpble Bbl XOTUTE ycTaHoBUTL Kaspersky Industrial CyberSecurity for Nodes 2.5,
HaxogdaTca B ogHoM gomeHe c CepBepomM agMuvHUCTpupoBaHusi, u CepBep agMMHUCTPUMPOBAHUS
3aperncTpupoBaH nof ydeTHoun 3anuceio "AgmuHncTpatop gomeHa" (Domain Admin) (ecnu aTa ydeTHas
3anvcb obnagaeT npaBaMy agMUHUCTPaToOpa Ha KOMMNbIOTEPAx AOMeEHa).

Mo ymonyaHuio 3agava yganeHHoW yCTaHoBkM meTogoM dopcupoBaHHas yCTaHOBKA BbINOMHAETCH MOA YY4eTHON
3anvcblo, ¢ npaBamm Kotopown pabotaeT CepBep agMUHUCTPUPOBAHNS.

B rpynnoBbix 3ajavax, a Takke B TeX 3ajadax Aans Habopa KOMMbIOTEPOB, B KOTOPbIX Obln BblIGpaH meTon
¢dopcMpoBaHHOM YCTaAHOBKM (yganeHus), ydeTHas 3anuMcb [OIbkHa obragaTb Cnegylowumu  npaBamu
Ha KITMEHTCKOM KOMMblOTEpE:

e MpaBOM Ha yOarneHHbIN 3anyck nporpamm;

e npaBamu Ha pecypc Admin$;

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e npasoM Bxopa B kKauecTBe CNyX0Obl.

YctaHoBka Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes
Kaspersky Security Center

MogpobHas uHbopmaums 0 OPMUPOBAHUM MHCTANMSIUMOHHOIO MakeTa W co3daHuM 3agayvv yoaneHHon
YCTaHOBKM cogepxutcs B PykoBoacTtee no BHeapeHuto Kaspersky Security Center.

Ecnu Bbl nnaHunpyeTe B gansHenwem ynpasnaTe Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes Kaspersky
Security Center, ybeantecb, 4TO BbINOMHAOTCA cnegyoLwme ycrnoBus:

e Ha komnbioTepe c ycTaHoBneHHbim CepBepom agmuHucTpupoBaHusa Kaspersky Security Center Takke
ycTaHoBneH nnaruH ynpaeBneHus Kaspersky Industrial CyberSecurity for Nodes 2.5 (dann
\server\kicfginst.exe komnnekrta noctaBkn Kaspersky Industrial CyberSecurity for Nodes 2.5).

¢ Ha 3awmuaemblx KOMNbIOTEPAX ycTaHOBNEH AreHT agMmuHucTpupoBaHna Kaspersky Security Center. Ecnin
Ha 3alLyMLaeMbiX KOMMbOTEPAX HE YCTaHOBMEH AreHT agMuHucTpmupoBanunsa Kaspersky Security Center, Bbl
MoxeTe ycTaHoBuTb ero Bmecte c Kaspersky Industrial CyberSecurity for Nodes 2.5 B 3agadve
yOaneHHOW YCTaHOBKW.

Bbol Takke MoOxeTe npegBapuTenbHO OObEeAMHWUTL KOMMbIOTEPbI B rPynmny aaMUHUCTPUPOBAHUA, 4YTOOLI
B,El,aJ'IbHeIZLIJeM ynpaenatb napamMeTpaMu 3aluTbl C NMOMOLLbKO MOJIMTUK U rPpynnoBbiX 3adad Kaspersky
Security Center.

» UYmobbl ycmaHosume Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomownbto 3adayu
yOarneHHOU ycmaHOo8KU, 8bINosTHUMe criedyroujue oelicmeusi:

1. 3anyctutb yTunuTy KoHconb agmuHucTpupoBaHus Kaspersky Security Center.

2. B Kaspersky Security Center pasepHuTe y3en YpaneHHas YCTaHOBKa W BO BIIOXXEHHOM y3arne
MHcTannsumoHHble nakeTbl Bbibepute BapmaHT Co3aaTb MHCTaNSILMOHHBLIM NakeT ANisi NporpaMmbl
"IlabopaTopum Kacnepckoro™.

3. Bsegute MMs MHCTANNALWOHHOMO NakeTa.

4. Bblbepute dann kics.kud us komnnekta noctaBkum Kaspersky Industrial CyberSecurity for Nodes 2.5
B KayecTBe (hanna MHCTannALMOHHOro nakeTa.

OTKpOGTCFI OKHO JInueH3noHHoe cornaweHune u NMonuntuka KOH(*)VI,D,eHLI,VIaHbHOCTVI.

5. Ecnu Bbl npounu JlnueH3noHHoe cornawieHne v Monutuky KoHMAEHUMANbHOCTW, ANS NPOAOIKEHNS
YCTaHOBKM YyCTaHOBUTE Cbﬂa)l(KI/I, cBupeTenbCcTByOle, 4To Bbl NMPUHMMaeTe NOJIOXKeHUA U ycnoBus
HacTosALwero nVILl,eH3VIOHHOrO cornawieHua n I'Ionwrvu(y KOHd)MAeHuMaanOCTM, KOoTopas onuchbiBaeT
0b6paboTKy AaHHbIX.

Bawm HYKHO TMNPUHATb YCI1OBUA JInueHsnoHHoro cornawenus u MonuTmkn KOH(*)I/I,D,eHLI,VIaJ'IbHOCTI/I
ana npoaoJrKeHnA YCTaHOBKN.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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6. YT06bI M3MEHUTb Habop ycTaHaBnNMBaeMbix komnoHeHTOB Kaspersky Industrial CyberSecurity for Nodes 2.5
(cm.pasgen "MameHeHne cocTtaBa KOMMOHEHTOB M BoccTaHoBreHne Kaspersky Industrial CyberSecurity for
Nodes 2.5" Ha cTp. 50) M HacTpOWKM YCTaAHOBKM MO yMon4yaHuio (cm.pasgen "lMapameTpbl yCTaHOBKU
W yoaneHus n ux knoum anga cnyxbel Windows Installer” Ha cTp. 30) B MHCTansiLMOHHOM NakeTe, BbINOfHUTE
cnefyroLine oencTeus:

a. B Kaspersky Security Center passepHuTe y3en YaaneHHasi ycTaHOBKa.

b. Bo BnoxeHHoM y3ne UHcTannAuMOHHbIE NakeTbl B paboyen 06nactu OTKPONTE KOHTEKCTHOE MEHIO
co3gaHHoro nHctannsumoHHoro naketa Kaspersky Industrial CyberSecurity for Nodes 2.5 u Beibepute
komaHgy CeomncTBa.

c. B okHe CBoucTtBa: <Ha3BaHMe MHCTaNNISAALMOHHOrO nakeTa> B pasgene Hactpowka BbinonHuTe
cnepywolwne AencTBuS:

a. B rpynne napameTrpoB YctaHaBnMBaemMble KOMMOHEHTbI YCTaHOBUTE riaXkM psgom
C HasBaHnammn kKomnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5, koTopble Bbl
XOTUTE YyCTaHOBUT.

[nsi ycTaHOBKM MporpamMmbl B CepTUMULMPOBAHHON KOHUrypauum cHUMUTE oraxkky Ons
KOMMOHEHTOB KOHTpOrb YCTPOWCTB U YNpaBneHne CeTeBbiM 3KpaHoOM

b. YT06bI YKa3aTb nNanky HasHa4YeHUsl, OTNIMYHYIO OT Marnku, YCTAHOBIIEHHONM MO YMOMYaHUIO, YKaXnUTe
MMS Nanku u NyTb K Hewn B none MNManka Ha3Ha4YyeHus.

MyTb K Nanke HasHa4YeHWss MOXET COAepPXKaTb CUCTEMHbIE NEPEMEHHbBIE OKPYXXeHUs. Ecrin ykasaHHOM
marnku He CyLLecTBYET Ha KOMMblOTEPe, OHa ByaeT cosgdaHa.

c. B rpynne napametpoB [dononHuTenbHble MapaMeTpbl  YCTAHOBKM  HacTpoWTe
criefyloLime napameTpbi:

e  BbINOMHWTL aHTMBUPYCHYIO NPOBEPKY KOMMbIOTEPA Nepen Havyariom YCTaHOBKM.
e  BkNHOYMTb MOCTOSIHHYKO 3aLUUTY NOCIE YCTaHOBKM NPOorpamMmei.
e [lobaBuTb K UCKNoYeHUaM danrbl, pekoMeHaoBaHHble Microsoft.
d. Y4yecTb UcknyeHus, pekoMeHgoBaHHble «J1labopatopuern Kacnepckoroy.
d. B okHe CBoMcTBa: <Ha3BaHWe UHCTANISILMOHHOIO NakeTa> HaXXmMuTe Ha kHorky OK.

7. B y3ne WUHcTtannsuMoHHble MakeTbl co3danTe 3afdady yaaneHHon yctaHoBku Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha BblOpaHHble KOMMbIOTEPLI (FPynny agMUHUCTPUMpOBaHust). HactponTe
napameTphbl 3agayn.

Moapo6Has MHopMaLMa 0 CO3h4aHUM U HACTPOWKE 3aA4ayn yaaneHHOW YCTaHOBKM COAEPXKUTCS B Cripaske
Kaspersky Security Center.

8. Banyctute cosgaHHyo 3agavy yaaneHHon yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5.

Kaspersky Industrial CyberSecurity for Nodes 2.5 6yaeT ycTaHOBIEH Ha yka3aHHbIEe B 3a4a4e KOMMbIOTEPHI.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omo6bpaxambcsi.
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HewnctBua nocne yctaHoBku Kaspersky Industrial CyberSecurity for
Nodes 2.5

Mocne yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 pekomeHnayetcsi o6HOBUTL 6a3bl Kaspersky
Industrial CyberSecurity for Nodes 2.5 Ha kOMMbloTepax, a Takke BbINOMHUTL MPOBEPKY BaXHbIX Obnactemn
KOMMblOTEpoB, ecnn Ao yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha koMnbtoTepax He Obinu
YyCTaHOBMEHbI aHTUBUPYCHbIE NPOrpaMmbl C BKITHOYEHHOW DYHKLMEN NOCTOSIHHON 3aLUMUThI.

Ecnu komnbioTepsbl, Ha kOTopbiX Bbl ycTaHoBunmn Kaspersky Industrial CyberSecurity for Nodes 2.5, o6beaunHeHs!
B OOQHOW rpynne agmuHucTpupoBaHus Kaspersky Security Center, Bbl MOXeTe BbINONHUTL 3TU  3adauu
crnegywowmyMmm cnocobamu:

1. CospaTb 3agady O6HOBReHwWs 6a3 nporpamMmbl ANS rPynfbl KOMMALKOTEPOB, Ha KOTOPbIX Bbl YCTAHOBMUIN
Kaspersky Industrial CyberSecurity for Nodes 2.5. YcTaHoBUTb B kadecTBe UCTOYHUKa obHoBNeHun Cepeep
agmuHucTpupoBaHna Kaspersky Security Center.

2. Cospgatb rpynnoByto 3agady npoBepku no TpeboBaHMio co cTaTycoM 3agaya NpoBepKu BaxHbIX obracTeil.
Mporpamma Kaspersky Security Center 6yaeT oLeHMBaTb COCTOsIHME 6e30MacHOCTU KaXaoro KomnbloTepa
rpynnbl Mo pesynbTaTtaM BbINOMHEeHWUs 3TOW 3afayn, a He No pesynbTaTam cucTeMHol 3agaun lNpoBepka
BaXKHbIX obracTei.

3. Cospgatb HOBYIO MOMWMTUKY AMNs rpynnbl KOMNbOTEPOB. B cBOMCTBax CO34aHHOW NONWUTMKWM Ha 3aknagke
CucTeMHble 3agayum OTKMIOYMTb 3amycK MO PacnUCaHUK0 CUCTEMHbIX 3adadv npoBepku no TpeboBaHuio
1 3agad 06HoBneHnss 6a3 NporpaMMbl Ha KOMMbIOTEPaX rPynnbl aAMUHUCTPUPOBAHMS.

Bbl MOXeTe Takke HacTpouTb yBeOOMIIEHUS agMUHUCTpaTopa o cobbiTusx Kaspersky Industrial CyberSecurity for
Nodes 2.5.

YctaHoBka KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5
yepe3 Kaspersky Security Center

MogpoBHas wWHGOpPMaUMa O CO34aHUM  WMHCTaNNSAUMOHHOMO nakeTa W 3afjadvn  yaaneHHOW YCTaHOBKM
cogepxutcsa B Pykosoocmee o eHedpeHuto Kaspersky Security Center.

» 4Ymobbl ycmaHosume KoHcosib Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomowbro 3adayu
yOarneHHOU ycmaHOo8KU, 8bINosTHUMe criedyroujue delicmeus:

4. B KoHconu agmuHuctpupoBanus Kaspersky Security Center passepHuTe y3en YpaneHHas yCTaHOBKa
1 BO BNOXEHHOM Yy3ne MHcTannAuMoHHbIe nakeTbl CO34anTe HOBbIN MHCTANMALMOHHBIN NakeT Ha OCHOBE
danna client\setup.exe. CoszgaBas HOBbIN NHCTaNNALUMOHHBIN NAKET:

e B okHe BbiGop ancTpmnbyTUBa NporpaMmmbl ANA YCTaHOBKU ykaxxuTe chann client\setup.exe 13 nanku
komnnekta noctaBku Kaspersky Industrial CyberSecurity for Nodes 2.5 uyctaHoBute dnaxok
KonupoBaTb OGHOBNEHMSA U3 peno3MToOp1sa B MHCTaNNALMOHHbINA NaKeT.

e Ecnn TpebyeTtcs, B none MapameTpbl 3anycka ncnosiHasemoro cpamna (Heob6si3aTenbHO) N3MeHUTE
COCTaB yCTaHaBNMBAEMbIX KOMMOHEHTOB Habopa c nomowpto knioda ADDLOCAL v nameHute
narnky HasHa4yeHus.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Hanpumep, 4tobbl yctaHoBuTb B nanke C:\KasperskyConsole Tonbko KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5, He ycTaHaBnuMBasi (paina cnpaBkM W OOKYMEHTaUUW, BbIMOMHUTE
cnenyoLyro KomaHay:

/s /p "ADDLOCAL=MmcSnapin INSTALLDIR=C:\KasperskyConsole EULA=1
PRIVACYPOLICY=1"

5. B yane "MiHcTannsumMoHHble nakeThl" co3aanTe 3agadvy yaaneHHom yctaHoBku KoHconn Kaspersky Industrial
CyberSecurity for Nodes 2.5 Ha BblGpaHHble KOMMbIOTEPLI (FPynny aaMUHUCTpUpoBaHus). Hactponte
napameTpbl 3agaun.

MogpobHas uHdOopMaunsa O Co3gaHUM K HACTPOWKE 3adayn yaaneHHOW YCTaHOBKM COOEpPXKUTCS
B cripaske Kaspersky Security Center.

6. 3anycTuTe cosdaHHylo 3adadvy yaaneHHOW YCTaHOBKU.

KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 0ygeT ycTaHOBMNEHa Ha yKasaHHbIX
B 3aJa4e KoMnbloTepax.

YpaneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 yepe3s
Kaspersky Security Center

Ecnn goctyn k ynpasnenuto Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha KomnbtoTepax ceTu 3aluLLeH
naponem, BBeaWTe Naponb Npu CO3daHuM 3agadv rpynnoBoro ygarneHus nporpamm. Ecnuv 3awuta naponem
He ynpasnsieTcd nonutukon Kaspersky Security Center ueHTpannsosaHHO, Kaspersky Industrial CyberSecurity
for Nodes 2.5 6ygeT ycnewHo yganeH Ha KOMMbloTepax, rae AOCTYn K yrnpaBfieHUo NpPorpaMmon 3alluLLeH
naporfiemM, cosnasLLMM C BBeAeHHbIM 3HadeHueM. Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha gpyrux
KoMnbloTepax yaarneH He byaeT.

» 4Ymobnsi ydanume Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ KoHconu aOmuHucmpuposaHusi
Kaspersky Security Center, ebinosiHume crniedyroujue 0elicmeusi:

1. B KoHconn agmuHuctpupoBaHust Kaspersky Security Center cosgante wu3anyctute 3agadvy
yoaneHusa nporpamMm.

2. B 3apade Bbibepute meToa yaaneHus (aHanornyHo BblIbopy MeToaa YCTaHOBKW; CM. MpeablayLwmin pasgaen)
W yKaXXuTe Yy4yeTHyl 3anucb, C npaBamu kotopon CepBep agmuHucTpupoBaHus 6GygeT obpaiiaTbes
K kKomnbloTepam. Bbl mMoxete yganutb Kaspersky Industrial CyberSecurity for Nodes 2.5 Tonbko
C NnapameTpamMu yaaneHus no ymomnyaHuio (cM. pasgen "lMapameTpbl YCTAaHOBKM W yAaneHWs M uUx KIioun
ansi cnyx6el Windows Installer” Ha cTp. 30).

YcTaHOBKa U yaaneHue nporpaMmmbl Yepes rpynnoBble
nonutukmn Active Directory

OTOT pasgen CoaepXuT onucaHue yctaHoBku u yaaneHust Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes
rpynnosble nonuTukn Active Directory, a Takke nHdopMaLmio o AencTBUsX nocne ycraHoBku Kaspersky Industrial
CyberSecurity for Nodes 2.5 yepes rpynnoBble nonutuku Active Directory.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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B atom pasgene

YcraHoeka Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes rpynnoBble nonuMTukn Active
(D1 C=Tot (0] oY OO PSP PRSP PPTUOPPPPUPTPN 65

HewnctBusa nocne yctaHoBkn Kaspersky Industrial CyberSecurity for Nodes 2.5 .......cccccveeiviviiiieneeeee e, 66

YnaneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes rpynnoBble nonuTukn Active
(D1 C=Tot (0] oY TSP PP PP UPPPPPUPTPN 66

YctaHoBka Kaspersky Industrial CyberSecurity for Nodes 2.5 yepes
rpynnoBble nonuTukM Active Directory

Bbl MmoxeTe yctaHoBuTb Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha HECKONbKMX KOMMbIOTEPaAxX Yepes
rpynnoByto nonutuky Active Directory. Takum >xe obpasom Bbl MoxeTe ycTaHoBuTb KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5.

KomnbioTepbl, Ha KOTOPLIX Bbl XO0TUTE ycTaHoBUTbL Kaspersky Industrial CyberSecurity for Nodes 2.5 nnn KoHconb
Kaspersky Industrial CyberSecurity for Nodes 2.5, pgomkHbl ObiTb B OAHOM [OOMEHE W B O4HOMN
OpraHu3aumoHHON eauHuLE.

OnepauunoHHble CMCTEMbI Ha KOMMbOTEPaX, HAa KOTOPLIX Bbl XOTUTE ycTaHOBUTbL Kaspersky Industrial CyberSecurity
for Nodes 2.5 ¢ nomoLLb0 NOAUTUKM, JOSKHBI ObITb OAHON pa3psaHoCcTH (32-pa3psaHble unu 64-paspsagHbie).

Bbl gomkHbl 06nagate NnpaBaMy agMMHUCTpaTopa AOMeEHa.

UTtobbl ycTtaHoBuTb Kaspersky Industrial CyberSecurity for Nodes 2.5, ncnonbe3ynte WHCTanNmMsUMOHHbIE NaKeThbl
kics_x86(x64).msi. Ytobbl ycTtaHoBMTbL KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5, ucnonb3ynte
MHCTannsAUMoHHble nakeTbl Kicstools.msi.

MogpoGHasa wuvHdopmauus 06 ncnonb3oBaHUM  rpPynnoBbIX  NONUMTUK  Active  Directory cogepxutcs
B IOKYMeHTauuu, npegoctasngemon kopnopaumeit Microsoft.

» 4Umobbl ycmaHosumpb Kaspersky Industrial CyberSecurity for Nodes 2.5 (KoHcone Kaspersky Industrial
CyberSecurity for Nodes 2.5), ebinosiHume criedyrouwue delicmeus:

1. CoxpaHuTe msi-thann MHCTanNnAUNMOHHOro NakeTa, COOTBETCTBYIOLLMI pa3psaHOCTM YCTaHOBMNEHHOW BEpCUmn
onepauuoHHon cuctembl Microsoft Windows, B nanke obLero 4ocTyna Ha KOHTposniepe AOMeHa.

2. Ha KOHTpOnnepe gqomMmeHa cospante HOBYIO MOJINTUKY ONA rpynnbl, B KOTOPYH 00beauHeHbI KOMNbKOTEPbI.

3. C nomouwiblo peaakTopa O6HLEKTOB FpynnoBOM MOJIMTUKM CO3LANTE HOBbIA MHCTANNSAUMOHHBIA NakeT
B y3ne KoHdumrypaumsa koMnbroTepoB. YKaxute nyTb K msi-channy MHCTannsunmoHHoro naketa Kaspersky
Industrial CyberSecurity for Nodes 2.5 (KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5)
B bopmate UNC (Universal Naming Convention).

4. YcraHoBuTe naxok yctaHoBwmka Windows Bcerga yctaHaBnuBaTb C NOBbIWEHHbLIMU NpPaBaMM Kak
By3ne KoHdwmrypaumsa  kKomnbioTepoB, Tak uBy3ne KoHdurypaums  nonb3oBarteneu
BblIGpaHHOM rpynmbl.

5. TlpuMeHUTEe N3MEHEHUS C MOMOLLbIO KOMaHabl gpupdate / force.

Kaspersky Industrial CyberSecurity for Nodes 2.5 OygeT ycTaHOBMEH Ha KOMMbloTEpax rpynnbl nocre ux
nepesarpysku, nepeg sxogom B Microsoft Windows.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HewnctBua nocne yctaHoBku Kaspersky Industrial CyberSecurity for
Nodes 2.5

Mocne yctaHoBskn Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha 3aLuumLiaeMbix KOMMblOTEPax pekoMeHayeTcs
cpasy 06HOBWTb 6a3bl NpOrpaMmbl U BbIMOMHUTE MPOBEPKY BaXKHbIX obnacTer KoMnboTepa. Bbl MOXeTe BbIMONMHNTL
atn penctBusa 13 KoHconn Kaspersky Industrial CyberSecurity for Nodes 2.5 (cm. pasgen "[enctBusi nocne
yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5" Ha cTp. 47).

Bbl MOXeTe Takke HacTpouTb yBegoMMeHUs agMuHucTpatopa o cobbituax Kaspersky Industrial CyberSecurity for
Nodes 2.5.

YaaneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 yepe3s
rpynnoBble nonuTukn Active Directory

Ecnn Bbl yctaHaBnuBanu Kaspersky Industrial CyberSecurity for Nodes 2.5 wnn KoHconb nporpammebl
Ha KOMMbloTEpax rpynnbl, WUCMONb3ys rpynnoByld nonutuky Active Directory, Bbl MOXeTe MCNONb30BaTb 3Ty
nonuTuky, 4tobbl yaanutb Kaspersky Industrial CyberSecurity for Nodes 2.5 n KoHconb nporpammbi.

Bbl MOXXeTe BbINOMHUTb yaaneHune ToNbKO C napamMeTpamMun yaaneHua rno ymondaHuio.

MoopobHass wuHgopmauMs 06 UCMonb3oBaHUM  FPYMMoBbIX NonuTMK  Active  Directory  cogepxutcs
B JOKYMEHTaLuuW, NpeaocTaBnseMoin kopriopauven Microsoft.

Ecnn poctyn K ynpaBneHuto nporpaMmmon 3awuuieH naposieM, yaanenne Kaspersky Industrial CyberSecurity
for Nodes 2.5 yepes rpynnoBble nonutukn Active Directory HEBO3MOXHO.

» Umobnsl ydanumb Kaspersky Industrial CyberSecurity for Nodes 2.5 (KoHcone Kaspersky Industrial
CyberSecurity for Nodes 2.5), abinonHume crnedytoujue delicmaus.

1. Ha koHTponnepe gomeHa BbibepuTe OpraHM3auVoOHHYK eauHuLYy, C KOMMbITEPOB KOTOPOW Bbl XOTUTE
yaanutb Kaspersky Industrial CyberSecurity for Nodes 2.5 nnn KoHconbe Kaspersky Industrial CyberSecurity
for Nodes 2.5.

2. Bblbepute nonuTuky, cosgaHHyo ans yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5,
n B Pepaktope 0OBLEKTOB rpynnoBbiX MOMUTUK BYy3ne YcrtaHoBka nporpamm (KoHdwmrypaums
KoMnbloTepoB > [lapameTpbl nporpamMm > YcTaHOBKa MPOrpamMm) OTKPOWTE KOHTEKCTHOE MEHI0
WHcTannauuoHHoro naketa Kaspersky Industrial CyberSecurity for Nodes 2.5 (KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5) n BoibepuTe komaHay Bece 3agaum > Ypanuthb.

3. Bblbepute MeToa yaaneHus HemeaneHHo yaanuTb NnporpaMmMbl U3 y4eTHbIX 3anucen nosib3oBaTtenemn
M C KOMNbIOTEPOB.

4. TlpumMeHUTe N3MeHeHUs C NOMOLBIO0 KOMaHabl gpupdate / force.

Kaspersky Industrial CyberSecurity for Nodes 2.5 6ygeT yganeH ¢ KOMNbOTEPOB NOCE UX nepesarpysku, nepeq
BxogoM B Microsoft Windows.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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lMoaroTtoBKa nporpamMmmbl K paboTte

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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[lpouenypa npuemMku

Mepen BBOOOM Mporpammbl B 9KCNSlyaTaumilo NpoBOAWMTCS Mpouedypa MpueMKu, BKIovalolwas MpoBepKy
NpaBWIbHON YCTaHOBKM, paboTOCNOCOBHOCTU 1 COOTBETCTBUSA BGe30nacHoi (CepTMdMLIMPOBaHHOI) KOHDUrypaLuu.

B atom pasgene
BE30MACHOE COCTOSTHUE .....ceeiiiiiie i e eeeeettte e e e e e e ettt e e e e e e e e e e et e e e e eeea st e e eeaeeeestaaa s eeeeeessstannaeeeesensrnnansanaaees 68

MpoBepka paboTocnocoBbHOCTU. TeCTOBbIN Paiim EICAR ... 74

Be3onacHoe CoOCTOsAHUe

Mporpamma HaxoauTcs B 6e30MacHOM COCTOSIHUMKM (CepTUULMPOBaHHOW KOHUIypaumun), ecnv BbINOSHSATCA
crnepyloLime ycrnosus:

e [lapameTpbl IporpaMMbl HAXOAATCH B paMkax AONYCTUMbIX 3HaYEHUIN, NPUBEOEHHbIX B MPUINOXEHUN K 3TOMY
AOKyMeHTy (cMm. pasgen "lpunoxeHve. 3HayeHMs napaMeTpoB MporpaMmbl B CepTUULMPOBaAHHOWN
KOHdurypauun” Ha cTp. 308).

Bbl MOXeTe Npon3BOAMTbL HACTPONKY NapaMeTpOB A5 BCeX 3alyuLaeMbiX KOMMNbIOTEPOB C MOMOLLbIO MONUTUKN
B Kaspersky Security Center unv ans ogHoro KomnbloTepa ¢ MOMOLLbIO NokanbHOW KoHconu agMuHucTpartopa,
YCT@HOBIEHHOW Ha 3TOM KOMMbIOTEpE.

HacTtpouka npaB goctyna

Mo ymonuaHuo poctyn ko BceM dyHKuuam Kaspersky Industrial CyberSecurity for Nodes 2.5, ynpasneHuto
cnyxbamu Kaspersky Security (KAVFS) n Kaspersky Security Management (KAVFSGT) uvmMeloT nonb3oBareny,
BXOAALME B rpynny «AAMWHUCTPATOPbI» Ha 3aliMLiaeMOM KonmbloTepe, nonb3oBaTenu rpynnbl  «KICS
Administrators», cosgaHHOM Ha 3aluLiaeMoM KonMbloTepe npu yctaHoBke Kaspersky Industrial CyberSecurity for
Nodes 2.5, a Takke cucremHas rpynna « SYSTEM».

Monb3oBaTenu-aaMMHUCTPATOPbI, OCYLLECTBISIOWME KOHTPONb 3a 6e30nacHOCTLI0 AOMKHbI BbiTb A40GaBneHbl B
rpynny «KICS Administrators» ¢ npaBamu NOMHOrO AOCTYyNa K ynpasneHunto cnyxbamu n yHKUuaMy nporpamMmmbl.

» 4Ymobel 0obasumb nonb308amerns, ebinonHume crnedyrouwue 0elicmeusi:

1. B pepese KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 0TKpoOWTe KOHTEKCTHOE MEHIO y3ra
Kaspersky Industrial CyberSecurity for Nodes.

2. BbibepuTte nyHkT U3MEeHNTL NpaBa nonb3oBaTerien Ha yrnpaBrieHne NporpamMmmMon.

OTtkpoeTca okHo PaspeweHus ansa rpynnbl «Kaspersky Industrial CyberSecurity for Nodes».

3. B oTkpbiBwEMCS OkHe B cnucke Fpynnbl unyn nonb3oBaTenu BbibepuTe rpynny «KICS Administrators» u

Haxmute kHornky [lo6aBUTD.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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4. B OTKpbIBLLEMCS OKHE BBEAWUTE Ha3BaHWE YY4ETHOW 3anucu, KoTopyto Heobxoanmo fo6aBuTb.

5. B 6noke PaspeweHus ansa rpynnbl «KICS Administrators» ybeamTech, 4TO yCTaHOBIEHb! (hNaxKku

Pa3peLLIVITb AnAa cneayrowmnx NyHKTOB!:

o [MonHbIN KOHTPONb: NOMHLIN Habop npas Ha ynpaeneHue Kaspersky Industrial CyberSecurity for

Nodes 2.5 unu cnyx6on Kaspersky Security.
e YrteHwue:

e creaywolume npaea Ha ynpaeneHune Kaspersky Industrial CyberSecurity for Nodes 2.5: YteHue

cTaTUCTUKK, YTeHMe napamMeTpoB, YTeHue xKypHanoB 1 UteHue npas;

e creaywollMe npaea Ha ynpaneHue cniyxbon Kaspersky Security: YTeHue napameTpoB cnyx6bl,
3anpoc cTatyca cnyx6bl y [lucnetyepa ynpaBrneHus cnyx6amu, 3anpoc ctatyca y cnyxbbil,

MepeuncneHne 3aBUCUMBbIX CNyXx6, YUTeHne npas.
e W3meHeHume:

e Bce npaBa Ha ynpaeneHue Kaspersky Industrial CyberSecurity for Nodes 2.5, kpome U3meHeHne

npas;

e cnegywollme npasa Ha ynpasneHue cnyxbon Kaspersky Security: UameHeHne napameTpoB

cnyx6bl, YTeHue npas.

¢ WcnonHeHue: cneayolwne npasa Ha ynpasneHue cnyxbon Kaspersky Security: 3anyck cnyx0bl,
OcTaHoBkKa cnyx6bl, NpuoctaHoBka / Bo3o6HoBneHue cnyx6bl, YTeHue npas,

Monb3oBaTenbCckue 3anpockbl K cryxo6e.

6. B okHe Pa3peweHus ana rpynnbl «Kaspersky Industrial CyberSecurity for Nodes» HaxmuTe Ha

KHOMKY anIMEHVITb.

HacTtpoeHHble npaBa Ha ynpasneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 nnu cnyx6on Kaspersky
Security 6yayT cOXxpaHeHbI.

Ons HacTpomnkn goctyna k cnyxbam Kaspersky Industrial CyberSecurity for Nodes 2.5, B KOHTEKCTHOM MEHIO
yana Kaspersky Industrial CyberSecurity for Nodes Bbibepute nyHKT U3MeHUTb NpaBa nonb3oBaTernen Ha
ynpaBneHue Kaspersky Security Service u BeinonHute warun 3-6.

Ons Bcex nonb3oBatenien u rpynn, kpome «KICS Administrators» n «SYSTEM», ycTaHoBuTe hnaxku
3anpeTuUTb Ans BCeX MNYHKTOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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CurHanbl TpeBoru

» Umobbl Hacmpoume yeedoMrieHUss 0 CObbIMUSX Mpu 0bHapyXeHUU mpeegoau, 8bINMoIHUMe
cnedyrouwue delicmaus:

1. B pepese KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 oTkponTe KOHTEKCTHOE MEHIO y3na

XypHanbi u yBegomMmneHus u Bbibepute nyHkT CBOMCTBA.

OTkpoeTcsi okHo MapameTpbl XKypHanoB.

2. Ha szaknagke YBegomrneHusi B Grioke YBefoOMIleHMe agMUHUCTPATOPOB ycTaHoBuTe dnaxok MyTtem

3anycka ncnosfiHsaemoro (baﬁna ana cnegyrwmnx Tunos cobbITui:

e OOGHapyxeH 00BbEKT.

e  OObLEKT He BbifeYeH.

e Ob6bekT He yganeH.

e  OOBEKT He NOMELLEH Ha KapaHTUH.

e OOBEeKT He MOMELLIEH B pe3epBHOE XpaHUuLLE.
e 3anyck nporpammbl 3anpeLleH.

e 3anyck nporpammbl 3anpeLyeH no npeueneHTy.
3. Haxwmute Ha kHonKy HacTpowka.

OTkpoeTcs okHO [lononHUTeNbHbIE NapaMeTpbl.

4. BbibepuTe 3aknagky UcnonHsembin ¢han v BbINOMHUTE CneayloLmne AencTBus:

a. B none KomaHpHas cTpoka ykaxute UCMONHAEeMbIN hann, KoTopbln nporpamma bygeT 3anyckatb npu
oBHapyXeHun cobblTUn HapyLLEeHNst 6e30NacHOCTY.
3anyckaemas nporpamMma [orfkHa obecneumBaTb HeMNpepbiBHYIO Bblgady CurHana HapylleHus

6esonacHocTu.
b. B 6noke 3anyck c npaBamMu yKkaxuTte JaHHble y4eTHOM 3anmucu AgMUHUCTpaTopa.
c. Haxmute Ha kHonky OK.
5. Ha 3aknagke YBegoMneHusi HaXXMnUTE Ha KHOMKy TeKCT coobLeHus.

6. B oTkpbiBLIEMCS OKHE yKaxkuTe nHdopmaLmio, kotopyto Kaspersky Industrial CyberSecurity for Nodes 2.5

6yp,eT nepegaBsatb B COCTaBe CUrHana TpeBoru.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbili 0oynKkeH 30ecb omobpaxambcsi.
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Y6eautecb, 4TO B TEKCTE COOBOLLEHMS NMPUCYTCTBYIOT criedylolime nepemeHHble: Tun obHapyeHHOro
obbekTa (%VIRUS_TYPE%), O6HapyxeHo (%VIRUS_NAME%) n Cobbitne (%EVENT_TYPE%).
Ecnun gaHHble nepeMeHHble OTCYTCTBYIOT, 4OBaBbTE NX C MOMOLLbIO PACKPbIBAIOLLEroCs CN1cKa no KHOMKe
Makpoc. YpaneHve nepeyucrieHHbIX MepeMeHHbIX MpuBOAMT K  BbIXOAy Nporpammbl U3
cepTUdULNPYEMOro COCTOSHUS.

7. Haxmute Ha kHonky OK.

HacTtporiku yBegomMneHun agMmMHUCTPaATOPOB ByAyT COXpaHEHbI.

CoobuieHne curHana TpPeBOrM He COAEPXKUT AaHHbIX O AencTBusax no obpabotke. Kaspersky Industrial
CyberSecurity for Nodes 2.5 coobuiaeT o HeygadHoM pesynbtate 00paboTku nocpeacTBOM OTAEMBHOMO CMrHana
TpeBorn. OTCyTCTBME CUrHarMa TPeBOrk 0 Heyaa4yHon o6paboTke cobbITUSA 03HaYaeT, YTO 00BLEKT Obin 06paboTaH
B COOTBETCTBMM C HACTPOEHHBLIMW NapameTpamMm 3alnTbl U MPOBEPKN.

Mpu HeypayHom pesynbTaTe 0bpaboTtkmn Kaspersky Industrial CyberSecurity for Nodes 2.50TtobpaxaeT ogHO 13
cnenyrowmnx cobbITuin:

e Cpok gencTBums NULEH3NN UCTEK.

e basbl nporpammbl cunbHO yctapenu.
e BHyTpeHHsasa owwnbka.

e BHyTpeHHAs owmnbka nporpaMmbl.

e basbl nporpamMmbl yctapenm.

(] CpOK DEencTBmsS NNUEH3NN CKOpPO uncrteder.

CobbITna ayguTa

Kaspersky Industrial CyberSecurity for Nodes 2.5 BeeT cMCcTEMHBbI ayauT cobbiTUiA, CBA3@HHbIX C YpaBleHNEM
nporpammon. [Ina pyHKUMOHNPOBaHUA B cepTUOULMPOBAHOOM COCTOSIHUM NporpaMmma ormkHa ukcnuposaTh BCe
cobbITMA AN KOMNOHEHTOB NocTosiHHas 3awuTa, [Nposepka no TpeboBaHmio, KOHTponb 3anycka nporpaMmm.

» Umobbi Hacmpoumb cobbimus ayduma 051 0aHHbIX KOMIIOHEHMOE8 8birofiHUMe criedyrouwjue 0elicmausi:

1. B pepee KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 0TKponTe KOHTEKCTHOE MEHIO y3na

XypHanbl u yBegomMmneHus 1 BoibeprTe nyHKT CBOUCTBA.

OTkpoeTcs okHo MapameTpbi XKypHanos.

2. Ha 3aknagke O6wume, yctaHoBuTe hnaxok Bce cobbITA ANs cneayowmx KOMMOHEHTOB:

e [locTosHHas 3awmTa annos;

e [posepka no Tpe6oBaHuIo;

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e KoHTponb 3anycka nporpamm.

3. Haxwmute Ha kHonky OK.

NocTosiHHasA 3awmTa hannos

[ns npuBegeHus nporpaMmmel B cepTudpmumpyemoe coctosiHie, TpebyeTcs Npon3BecTn AOHACTPOVKY NapamMeTpoB
3agauun. o ymonyaHuio 3agadva NocTosiHHas 3awmta bannos He BbINOMHSET NPOBEPKY apXUBOB.

» Umobbi 0obasumb apxusebl K nposepsembiM 0bbekmam, 8binosiHuUme credyruue delicmeus:

1. B pepese KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 pa3ssepHute y3en NocTtosiHHas

3awmTa.
2. Bbibepute BrnoxeHHbI y3en MocTossHHaA 3awuTta dannos.

3. B naHenu pesynbtatoB y3na MocTosiHHas 3awmTa channos nepeignTe no ccoinke HacTpouTs o6nactb

3alUTDbI.

OTkpoeTcs okHO HacTpoWnka obnacTtu 3almThl.

4. B neBou yacTtu okHa BbibepuTe y3ern, napameTpbl 6€30NacHOCTU KOTOPOro Bbl XOTUTE HACTPOUTb.

5. Ha 3aknagke O6wue B 6roke 3awmTa cocTaBHbIX 06 bEKTOB ycTaHoBUTE donaxok Bece / Tonbko HOBble

apXuBbl.

MapameTp TONbKO HOBbIE apXUBbLI OOCTYMNEH, €CNN CHAT donaxok MpoBepKka TONMLKO HOBLIX U U
3MeHeHHbIX ()annoB.

6. Haxmute Ha kHoMky OK.

Kaspersky Industrial CyberSecurity for Nodes 6yaet 2.5 BbinonHaTb npoBepky apxmeoB ZIP, CAB, RAR, ARJ u
apyrux coopmaTos.

NMpoBepka no TpeboBaHuIo

B cootBeTcTBUU C TpeGoBaHMsAMMU cepTduKkaumm, Heob6xoanMo co3aaTh HOBYIO MOMb30BaTENbLCKYIO 3aaady
MpoBepku no TpeboBaHWIo 1 3aMyCTUTbL ee C Npea3aaaHHbIMK NapameTpamMu.

MogpobBHasa MHCTPYKUMS NO CO3daHuio 3adad NpoBepkM Mo TpeboBaHuo copgepxutcs B pasgene CosdaHue
3adayu nposepku rno mpebosaHuro.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HacTtpouka oGHoBRNeHMn 6a3 nporpamMmmbl

» UYmobbi Hacmpoume 0bHOB8MIEHUE aHMUBUPYCHbIX 6a3 Yepe3 0OUH U3 3auuu,aeMbiX KOMIbIOMEPO8, KOMOopPhbIU
8bIMNOHAEM hyHKUUIO KOMIbomepa-pempaHcrisimopa, ebifnonHume crnedyoujue delicmeusi:

1. Ha komnbloTepe-peTpaHCnATOpe OCTaHOBWUTE BbiNONHeHWe 3agad OO6HoBneHwe ©6a3 nporpammbl U
O6HoBNeHne moayner nporpamMmmbl.
2. Hactpownte napameTpbl 3agayn KonnposaHue o6HOBNEHWIA:

e Ha 3aknagke O6bwme:

e B Onoke WcTouHMK o6GHOBRNeHMn BLibepute CepBepbl 06HOBNeHMN «JlabopaTtopun

Kacnepckoro».

e B ©6noke MapameTpbl KonupoBaHUA OGHOBMNeHUW BbibepuTe KonupoBaTb oGHOBNEeHUs 6a3

nporpamMmmsbl.

e B none Manka nokanbHOro UCTOYHUKA OGHOBIEHUW YyKaxuTe MyTb K OOLLel ceTeBON narke, B
KOTOpyto Nporpamma OyaeT CoOXpaHsTb CKOoNMpoBaHHbIM dhann 6a3. Nporpamma He pacnakoBbliBaeT

N He NpUuMeHdaeT obHoBNEHUS, 3arpyxeHHble C NOMOLLbIO 3aa4n KonnmpoBaHUaA bas.

e Ha 3aknagke MNapameTpbl coeanHeHusa yctaHosute pnaxok Ucnonb3oBaTb napamMeTpbl MPOKCU-

cepBepa Ans coeanHeHus ¢ cepeepamm «JflabopaTtopum Kacnepckoro».

e Ha 3aknagke PacnucaHue yCTaHoBUTE Cb.l'la)KOK 3anycxaTb 3agaydy no pacnucaHuro C yactoToun

3anycka ExeyvacHo.

Ha komnbloTepe-peTpaHcnaTope 3anyctute 3agadvy KonnposaHue oOHOBMNEHUNA.
4. Ha xomnbloTepax-pecuBepax HacTpouTe napameTpbl 3agadn O6HoBNeHve 6a3 nporpammbl, BbINOMHMB
cnegyowuve gencTsuns:

a. Ha saknagke O6wue ykaxuTe B Ka4ecTBe UCTOYHMKA oOHoBNeHun Apyrue HTTP-, FTP-cepBepbl unm
ceTeBble pecypcbl. B kauecTBe UCTOYHMKA YKaXUTE CETEeBYI0 Marnky, HACTPOEHHYIO B KayecTBe narku

nokanbeHOro UCToYHMKka obHoBNeHMN B 3agadve KonuposaHrne 06HOBNEHWIN Ha CepBepe-peTpaHCcnsTope.

b. Chumute cdnaxok Ucnonb3oBaTb cepBepbl o6HoBneHun «Jlabopatopun Kacnepckoro», ecnm

cepBepbl, YKa3aHHbIe noJib3oBaTtesieM, He4OCTYMHbI.

c. HacTtpoiite pacnucaHue 3anycka 3agayn OBGHoBMeHWe Ga3 nporpaMmMbl Ha KOMMbIOTEpPax-pecmBepax

Takum obpasom, YTOObI:

e 3apayva BbINOMHANACH €XeYyacHo.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e 3anyck 3agayu BbinonHancsa ¢ warom 30 MMHYT nocne 3anycka 3agadv KonuposaHue obHOBREHW

Ha cepBepe-peTpaHcnaTope.

O6HoBNeHNA 6a3 NporpaMmbl, 3arpy>keHHble U3 foKaribHOW nanky 06HOBIIEHWIM HA KOMIbIOTEPbLI-pecuBepbl, ByayT
HeMe[IEHHO NPUMEHEeHbI U pacrnaKkoBaHbl.

lNMpoBepka pabotocnocodbHocTU. TectoBbin chann EICAR

YUTtoObl npoBepunTbL paboTOCNOCOOHOCTL NporpamMmmbl, Bbl MOXETE UCMonb3oBaTb TecToBbIn dann EICAR.

TectoBbii pavn EICAR npegHasHadeH ans nposepku paboTbl aHTMBUPYCHbIX nporpamm. OH paspaboTaH
opraHmsaumen The European Institute for Computer Antivirus Research (EICAR).

TectoBbin hann EICAR He aBnseTcs BUPYCOM 1 HE COOEPXKUT NPOrpaMMHOro KoAa, KOTOPbIA MOXET HaHeCTU
Bpe BalLeMy KOMMbIOTEPY, HO aHTUBUPYCHbIE NPOrpaMmbl BOMbLUMHCTBA NPOM3BOAUTENEN MAEHTUDULNPYIOT
B HEM Yrpo3sy.

Bbl MoxeTe 3arpyautb TectoBbii  damn EICAR co cTpaHuubl BebG-canta opraHusauum EICAR
http://www.eicar.org/anti_virus_test file.htm.

lMepen coxpaHeHnem danna B narnke Ha AMcKe kommnbtoTepa ybeauTech, YTO NOCTOSHHANA 3almuTa annos B
3TOW Narke OTKYEHa.

dann eicar.com cogepxuT TEKCTOBYIO CTPOKY. [pu nposepke danna Kaspersky Industrial CyberSecurity for Nodes
2.5 obHapyxuBaeT B 3TOM TEKCTOBOW CTPOKe TECTOBYI Yrpo3dy, npucBauBaeT cpanny cratyc 3apaxkeHHbIW
n ynansieT ero. MiHgpopmauma o6 obHapykeHHow B danne yrpose nosiBnsietca B KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5, B )xypHane BbINOMHEHUs 3agaun.

Bbl Takke MoxeTe ucnonb3oBaTb gann eicar.com, 4Tobbl NpoBepuTb, kak Kaspersky Industrial CyberSecurity for
Nodes 2.5 BbINOMHAET neyeHne 3apaKeHHbIX O0OGBEKTOB 1 Kak OH OBHapyKMBaeT BO3MOXHO 3apaKeHHble OO bEKTHI.
[insa aToro oTkpoKTe hann ¢ NOMOLLLI TEKCTOBOrO peAakTopa, 4o0aBbTe K Hadany TEKCTOBOW CTPOKM B channe oanH
13 NpedUKCOB, NEPEYUCNIEHHbIX B Tabnuvue HMWXKe, W coxpaHute pann nog HOBbIM  UMEHEM, Harnpuwmep,
eicar_cure.com.

[nsa Toro ytobbl Kaspersky Industrial CyberSecurity for Nodes 2.5 obpaboTtan gann eicar.com ¢ npegukcom,
B 6rioke napameTpoB 6e3onacHoCcTM 3awmTta O6bLEKTOB YCTaHOBUTE 3HavyeHne Bce o6bekTbl Ans 3agjad
Kaspersky Industrial CyberSecurity for Nodes 2.5 "llocTosiHHasa 3awmta annoB U 3agady NpoBepKu
no TpeboBaHuio".

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tabnuua 12. lpegpukcel 8 ghatinax EICAR

Mpedomkec Cratyc c¢hanna nocne npoBepku n gencreune Kaspersky Industrial

CyberSecurity for Nodes 2.5

bes npedukca Kaspersky Industrial CyberSecurity for Nodes 2.5 npucBavBaeT 00bekTy cTaTyc

3apaxeHHbIW 1 yaanseT ero.

SUSP- Kaspersky Industrial CyberSecurity for Nodes 2.5 npucsanBaeT ob6bekTy cTaTyc

B03MOXXHO 3apaXKeHHbIN (06HapYXEH C MOMOLLIbIO 3BPUCTUYECKOTO aHanMsaTopa)
1 ygansieT ero (BO3MOXHO 3apaxeHHble 06 bEKTbI HE NOABEPraloTCH NTEYEHNIO).

WARN- Kaspersky Industrial CyberSecurity for Nodes 2.5 npucanBaeT 06bekTy cTaTyc

Bo3MOXHO 3apakeHHbIN (ko 00beKTa YaCTUYHO COBNaAaEeT C M3BECTHLIM
BPEOOHOCHBIM KOLOM) U yaansieT ero (BO3MOXHO 3apaXeHHble OO beKTbl
He NoABEpPralTCs NIEYEHUI0).

CURE- Kaspersky Industrial CyberSecurity for Nodes 2.5 npucBavnBaeTt 00bekTy cTaTyc

3apaxeHHbIN 1 neunT ero. Ecnn neveHune ycnewHo, BeCb TEKCT B dpaifie 3aMeHsieTcsl
cnosom "CURE".

» Umobsi nposepums pyHKkyuUro NocmosiHHas 3awuma, ebirnonHume cnedyruwjue delicmeus:

1.

3arpysute dawnn eicar.com co cTpaHuubl canta EICAR. CoxpaHute ero B nanke obuiero poctyna
Ha NokanbHOM AMCKe Moboro n3 KOMMNbTEPOB CETU.

lMepen coxpaHeHuem cpanna B nanke ybeguTecb, YTO MNOCTOsSIHHAs 3awumrta pannos B 3TOM
nanke oTKnYeHa.

Ecnun Bbl x0TuTe Takke nposBepuTb paboTy yBeAOMMEHMN Mnofb3oBaTenen cetun, ybeamTecb B TOM, 4TO
1 Ha 3alLMLLIaeMOM KOMMbOTEPE, U Ha KOMMbloTEPe, Ha KOTOPOM Bbl COXpPaHUNK goaiin eicar.com, BKIOYeHa
Cnyxba coobieHun Microsoft Windows.

OTtkporite KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

CkonupynTe COXpaHEHHbI pann eicar.com Ha fokanbHbIM AUCK 3aluliaemMoro KoMmnbioTepa OOHUM
13 cnegyoLLmx cnocobos:

e UYroObl NpoBepuTb paboTy yBedOMMeHMN 4Yepe3d OKHO CnyxObl TepMuHanoB, ckonvpynTe chann
eicar.com Ha KOMMboTEP, MOAKMIOYMBLLMCL K KOMMNbIOTEPY C NOMOLLbLIO nporpammbl "logknioyeHne
K yaaneHHomy pabodemy ctony" (Remote Desktop Connection).

e YTOGbl NpoBEpPUTL paboTy yBegomMneHun vyepe3 Cnyx6y coobweHun Microsoft Windows, ckonupyiTe
dann eicar.com c KOMMbIOTEPA, HAa KOTOPOM Bbl €ro COXpPaHWUNW, 4Yepe3 CeTeBOe OKpYyXeHue
3TOro KOMnbloTEPA.

MocTosHHasA 3awuTa cbaﬂnos paGOTaeT AOOJTKHbIM o6pa30M, €CIT BbINONHAKTCA cnegyrouine ycrnoBusd:

darin eicar.com ygarneH ¢ guMcka 3almiaeMoro KomnbooTepa.

B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 >xxypHan BbINOfIHEHMS 3a4a4um NOsyyun crtaTyc
Kputnueckni. B xypHane nosiBunacb CTpoka C MHgopmauumen ob yrpose B danne eicar.com. (YToObl
NPOCMOTPETL XXypHarn BbINOMHEHWs 3adayun, B aepeBe KoHconu Kaspersky Industrial CyberSecurity for
Nodes 2.5 pa3sepHuTe y3en lNocTosiHHas 3awuMTa KOMNbOTEpa, Bbibepute 3agavy "MocTosHHasA 3awmTa
dannos" 1 B NnaHenu pesynbTaToB y3na nepenaure no ccbirike OTKPbITb XXypHan BbINOMHEHUA.)

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MosiBunocb coobuweHne Cnyxbbl coobweHun Microsoft Windows Ha koMnbloTepe, C KOTOPOro Bbl
ckonvpoBanu chann, crnegywowero cogepxanusa: Kaspersky Industrial CyberSecurity
for Nodes 2.5 3a0JIOKMpPOBAJl  OOCTyIl K <IIYyTb K daniay eilcar.com
Ha KOMHBIOTepe>\eicaI.COIH Ha KOMIIBIOTEpPpe <ceTeBoe IMA KOMHE;IOTepa>
B <BpeMS BOBHMKHOBEHMUS COOBITMA>. IlpumumHa: OOHapyXeHa yIrpoza. Bupyc:
EICAR-Test-File. lusa nosb30BaTess: <M/Ma NoJib30BaTesisa>. VMsa KOMIIbIOTEPaA:
<ceTeBOe MMA KOMIBITEPA, C KOTOPOTO BBl CKONMPOBaM Qamyi>.

Y6egutecb, 4to Cnyxba coobweHun Microsoft Windows paboTaeT Ha KOMMNblOTEpPE, C KOTOPOro Bbl
ckonvpoBanu hawnn eicar.com.

» Umobsi nposepums pyHkyuro Nposepka no mpebosaHuro, 8birnoHUMe criedyruwue delicmeus:

1. 3arpysute dann eicar.com co cTpaHuubl canta EICAR. CoxpaHuTe ero B nanke obuwero gocryna
Ha nokaneHOM Ancke nboro n3 KOMMNbLITEPOB CETU.

lMepen coxpaHeHuem anna B nanke ybeguTecb, YTO MNOCTOsSIHHAs 3awumrta pannos B 3TOM
nanke OTKITH4YeHa.

2. Ortkpovite KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

3. BbinonHuTe crnienytowne AencTeus:

a. B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 passepHuTe y3en [poBepka

e.

f.

no Tpe6oBaHuio.
BbiGepute BnoxeHHbIN y3en MpoBepka BaXHbIX obnacTemn.

Ha 3aknagke HacTpoika obnacTm NpoBepKU OTKPOWTE KOHTEKCTHOE MeHK Ha y3ne CeTeBoe
OKpyxeHue v BoibepnTe [lo6aBUTL ceTeBOoM dhann.

BeseauTe ceteBon nyTb K (paviny eicar.com Ha yganeHHoM komnbioTepe B cpopmate UNC (Universal
Naming Convention).

YcTaHoBUTE hnaxok, YTobbl BKNIOUYNTE J06GaBNEHHbI CETEBOW MyTh B 06/1aCTb NPOBEPKU.

3anycTtute 3agavy lNpoBepka BaXkHbIX obracTe.

MpoBepka no TpeboBaHWo paboTaeT AOMKHbIM 06pa3oM, ecrnv BbINOMNHSIIOTCSA cneayloLme YCrnoBus:

dann eicar.com yganeH C »ecTKoro Ancka KoMmnboTepa.

B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 xypHan BbINOMHEHUS 3afayn nonydmn
ctatyc Kputuuecknm; B XypHarne BbINonHeHUa 3agayun "lpoBepka BaxkHbIX obnacten”" nosiBunacbh
cTpoka c uHdopmaumen ob yrpose B channe eicar.com. Ytobbl NPOCMOTPETL XKypHan BbINOMHEHUS
3agaun, B aepeBe KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 pasBepHute y3en
MpoBepka no TpeboBaHuto, BuiGepuTe 3aaavy NpoBepka BaXkHbIX 0OnacTen n B NaHenu pesynbTaToB
y3na nepenguTe no ccbinke OTKPbITh XXYPHan BbINONHEHUS.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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PaspeneHue goctyna K pyHKUUAM
nporpamMmmbl NO NONb30BaTENIbCKUM
ponam

OTOT pasgen cogepXnT uHdopmaumio o npaesax Ha ynpasneHue Kaspersky Industrial CyberSecurity for Nodes 2.5
n cnyxx6ammn Windows, koTopble permcTpupyeT nporpaMmma, a Takke UHCTPYKLUM Mo HAaCcTpoike 3TUX npas.

B atom pasgene

O npaBax Ha ynpaBsneHue Kaspersky Industrial CyberSecurity for NOdes 2.5 .......cooveiiiiiiiiiieiie i, 77
O npaBax Ha ynpaBrneHne CryX00mM Kaspersky SECUMLY .........oooiiiriieiiiiie it 79
O npaBax goctyna k cnyxbe Kaspersky Security Management.........ccueeveeeiiiiiiiiiieeeeeeesciiineeeee e e s e sinvnnnees 81

HacTtpovika npaB goctyna ansa Kaspersky Industrial CyberSecurity for Nodes 2.5 u
CIYXKOBI KASPEISKY SECUIMLY ....eeiiiuiiiie ittt ettt ettt sttt s ettt e s e s et e e e bt e e e e e nbe e e e e nbneeeeannns 81

3awumTa goctyna Kk pyHkumsam Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nomoulbto naponsi.... 84

PaspelueHune ceTeBbix coeanHeHun ans cnyxobl Kaspersky Security Management............ccoooccvvveeeeeennn. 85

O npaBax Ha ynpaBneHue Kaspersky Industrial
CyberSecurity for Nodes 2.5

Mo ymonuaHuio goctyn ko Bcem pyHkumam Kaspersky Industrial CyberSecurity for Nodes 2.5 nmetot nonb3oBaTenu,
BXoAdLume B rpynny "AAMUHUCTPATOPLI" HA 3aLLMLIaeMOM KOMMbOTEpe, Nonb3oBatenu rpynnsl KICS Administrators,
CO3[aHHOW Ha 3awumuaemMom kKomnbioTepe npwu yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5,
a Takke cuctemHas rpynna SYSTEM.

Monb3oBaTtenu, KOTopble UMEKNT A0CTYN K PyHKUn U3meHeHme npaB Kaspersky Industrial CyberSecurity for Nodes
2.5, moryT npegocTtaBnATb Aoctyn k dyHkumam Kaspersky Industrial CyberSecurity for Nodes 2.5 gpyrum
Nnonb30BaTensM, 3aperMcTpMpoBaHHbIM Ha 3aLUMLLIAEMOM KOMMBIOTEPE UITN BXOAALLMM B JOMEH.

Ecnu nonb3oBaTtenb He 3apeructpupoBaH B cnucke nonb3osaTenen Kaspersky Industrial CyberSecurity for Nodes
2.5, oH He moxeT oTkpbITb KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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Bbl moxeTe Bbl6paTb Ona nonb3oBaTtena unu rpynnol nonb3oBaTenemn OOVH M3 cnenywmnx npeanyCctaHOBIIE€HHbIX
ypoBHen goctyna kK pyHkumsim Kaspersky Industrial CyberSecurity for Nodes 2.5:

MoNHbLIN KOHTPONb — AOCTYN KO BCEM (PYHKLMSIM NPOrpamMmbl: BO3MOXHOCTb NpocMaTpuBaTtb U U3MEHSTb
obwue napameTpbl pabotbl Kaspersky Industrial CyberSecurity for Nodes 2.5, nmapameTtpbl paboThbl
komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5, npaBa nonb3oatenei Kaspersky Industrial
CyberSecurity for Nodes 2.5, aTakke npocMaTpuBaTb CTaTUCTMKy paboTbl Kaspersky Industrial
CyberSecurity for Nodes 2.5.

M3meHeHMe — JocTyn kO BCeEM (PyHKUMSIM MpOrpaMmbl, KpOME W3MEHEHUSI MNpaB Mnosfib3oBaTenen:
BO3MOXXHOCTb MpocMaTpmBaTb U U3MeHATbL obwme napameTpbl pabotel Kaspersky Industrial CyberSecurity
for Nodes 2.5, napameTpbl paboTbl koMmrnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5.

Y1eHune — BO3MOXHOCTb NpocMaTpmBaTh 06Lwmne napameTpbl paboTel Kaspersky Industrial CyberSecurity for
Nodes 2.5, napameTpbl paboTbl komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5, ctatuctuky
paboTtbl Kaspersky Industrial CyberSecurity for Nodes 2.5 n npaBa nonb3oBatenen Kaspersky Industrial
CyberSecurity for Nodes 2.5.

Takke Bbl MOXeTe BbINOMHATL PACLUMPEHHYIO HACTPOWMKY MpaB JocTyna (cM. pasgen "HacTtpoika npaB goctyna
ansa Kaspersky Industrial CyberSecurity for Nodes 2.5 n cnyx6bl Kaspersky Security" Ha cTp. 81): pa3pewartb unm
3anpeLatb AoCTyn K oTAenbHbiM yHkunam Kaspersky Industrial CyberSecurity for Nodes 2.5.

Ecnu Bbl Bpy4HYO HacTpounu npaBa [oCTyna Afs Nonb3oBaTens Unu rpynnbl, TO AN 3TOro nonb3oBaTtens unm
rpynnel 6yaeTt ycTtaHoBnNeH ypoBeHb AocTtyna Ocobble pa3pelleHus.

Tabnuua 13. lNpasa docmyna k pyHkyusam Kaspersky Industrial CyberSecurity for Nodes 2.5

lNMpaBa gocTtyna OnucaHwue

YnpaeneHve 3agadamu BO3MOXHOCTb

3anyckaTb / ocTaHaBnuBaTh / NpuocTaHaBnuBaTh / BO30OHOBNATE 3agayuun
Kaspersky Industrial CyberSecurity for Nodes 2.5.

CospgaHue n yoanexHune 3agad Bo3MoXXHOCTb co3gaBaTtb 1 yoanAaTb 3agadun npoBepKku no Tpe60BaHI/HO.

M3meHeHne napameTpos BoamMoxHoCTU:

e VIMnopTupoBaTb B KOHUIrypaumoHHbIn can napameTpbl paboTsl
Kaspersky Industrial CyberSecurity for Nodes 2.5.
o PepakTnpoBaTb HaCTPOMKKN NporpamMmei.

UTteHre napameTpoB BoamoxHoCTU:

e npocmaTpuBaTh 06LMe NnapameTpbl paboTbl Kaspersky Industrial
CyberSecurity for Nodes 2.5 n napametpbl 3agav;

e 3KCMOPTUPOBATb B KOHPUrypaLMOHHbIN dhann napameTpbl paboThl
Kaspersky Industrial CyberSecurity for Nodes 2.5;

e MpocMaTpuBaTb NapamMeTpbl XKypHarioB BbIMOMHEHWS 3adad, XKypHarna
CMCTEMHOro aygmuTa 1 yBe4OMIEHW.

YHpaBneHme XpaHnnuwamm BoamoxHOCTU:

e nomellaTtb 06BbEKTLI HA KapaHTUH;
e yOansdTb 00beKTbl U3 KapaHTUHa 1 pe3epBHOIro XpaHunuLia;
e BOCCTaHaBNMBaTb 0ObEKTbI U3 KapaHTUHa U pe3epBHOro XxpaHunuiia.

YHpaBneHme XypHanamu Bo3MoOXHOCTb yAanAaTb XypHarnbl BbINOJIHEHNA 3aay U OYULLATb XKYypHan

CUCTeMHOoro aygura.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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lNMpaBa gocTtyna OnucaHue

UrteHne XypHanos Bo3MOXHOCTb npocMaTpumBaTb cobbiTus B XypHanax BbINOJNIHEHNA 3aaaud
N XypHane cCuCteMHoro aygura.

YTeHne cTaTUCTUKM Bo3mMoXHOCTb NpocMmaTprBaTh CTaTUCTUKY paboThl Kaxaou 3ajaum
Kaspersky Industrial CyberSecurity for Nodes 2.5.

JInueHsnposaHue Bo3MOXHOCTb akTUBMpOBaTh 1 AeaktnsmpoBatb Kaspersky Industrial
nporpamMmmbil CyberSecurity for Nodes 2.5.

YaaneHue nporpammbl BoamoxHocTb yaanute Kaspersky Industrial CyberSecurity for Nodes 2.5.
UrteHune npaBs Bo3MoXXHOCTb NnpocmaTpuBaTb CNUCOK nonb3oBaTenen Kaspersky Industrial

CyberSecurity for Nodes 2.5 n npasa goctyna Kaxgoro nornb3oBaTens.

M3meHeHve npaB Bo3moxxHoCcTU:

e V3MEHATb CMMCOK Nomnb3oBaTenen, MMeLnX 4OCTyn
K ynpaBneHuno nporpaMmmon;

e U3MeHATb NpaBa AocTyna nonb3oBartenen k pyHkumam Kaspersky Industrial
CyberSecurity for Nodes 2.5.

O npaBax Ha ynpaBneHue cnyxobou Kaspersky Security

Mpun yctaHoeke Kaspersky Industrial CyberSecurity for Nodes 2.5 peructpupyet B Windows cnyx0by Kaspersky
Security (KAVFS), Tak kak nporpaMmma BKo4aeT B cebsi hyHKLMOHaNbHbIE KOMMOHEHTHI, 3anycKaemble Npu ctapTe
onepaLnoHHON cucTembl. YTOObI CHM3WUTb PUCK CTOPOHHEro AoCTyna K yHKUMSAM MnporpaMmbl M MapameTpam
6e30MacHOCTU Ha 3alMliaeMoM KOMMbOTEPE 4Yepes3 ynpasrneHue cnyxbon Kaspersky Security, Bbl MoOXeTe
orpaHu4yMBaTh NpaBa Ha ynpasneHue cnyxbonm Kaspersky Security ¢ nomolbto nokanbHon KoHconu Kaspersky
Industrial CyberSecurity for Nodes 2.5 unu nnaruHa ynpasnenus Kaspersky Industrial CyberSecurity for Nodes 2.5.

Mo ymonyaHuio AocTyn K ynpaerneHuio cnyxbon Kaspersky Security umeloT nonb3oBaTenu, Bxogdaliune B rpynny
"AOMUHMCTpaTOpLI" Ha 3almaeMoM KOMMNbloTepe, a Takke cuctemHble rpynnsl SERVICE wun INTERACTIVE
C npaBamu Ha YTeHne n cuctemHasd rpynna SYSTEM c npaBaMu Ha YTEHUE U UCMOSTHEHME.

Bbl He MOXeTe yganuTb y4eTHY0 3anunch nonb3oBatensa SYSTEM nnu naMeHsTb npaBa 3ToW Y4E€THOM 3arnuncu.
Ecnu npaea yyeTHom 3anucu nons3osatens SYSTEM 6binv n3MeHeHbl, Npy COXpaHEHUN M3MEHEHWUI ANS 3TOn
YYETHOW 3anMcu BOCCTaHaBNMBAOTCA MakCuMarbHble npasa.

Monb3oBatenu, KoTOpble WMET [OCTYN C NpaBoOM Ha M3MeHeHue K pyHkumam (cm. pasgen "O npasax
Ha ynpaeneHue Kaspersky Industrial CyberSecurity for Nodes 2.5" Ha cTp. 77), MOryT NpeAocTaBnsaTb AOCTYM
K ynpaBneHuo crnyxbon Kaspersky Security gpyrum nonb3oBaTtensdm, 3apermcTpMpoBaHHbIM Ha 3aliyaemMom
KOMMbOTEPE NN BXOASLWMM B JOMEH.

Bbl MoXeTe BbIOpaTh Anst nonb3oBaTenst unm rpynnel nonb3osatenen Kaspersky Industrial CyberSecurity for Nodes
2.5 oavH u3 cneayoLwwmx NpeaycTaHOBNEHHbIX YPOBHEW 4OCTyNna Ha ynpasneHune cnyxbon Kaspersky Security:

e [MonHbIN KOHTPONb — BO3MOXHOCTb MpPOCMaTpuBaTb U U3MeHsITb 0bOLMe napameTpbl paboTbl K Npasa
nonb3oBaTtenen ansa cnyxbbl Kaspersky Security, a Take 3anyckaTb M oCTaHaBnuBaTb paboTy Cnyxobl
Kaspersky Security.

e YTeHue — BO3MOXHOCTb NpocMaTpmBaTh obLme napameTpbl paboThl U NpaBa nonb3oBaTenen ansi cryxobi
Kaspersky Security.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oymkeH 30ecb omobpaxambcsi.
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. M3meHeHne — BO3MOXHOCTb npocMaTpmBatb U USMEHATb obwme

nonb3oBaTtenen ansa cnyxbbl Kaspersky Security.

napameTpbl paboTbl U nNpaBa

e WcnonHeHue — BO3MOXHOCTb 3anyckaTb U ocTaHaBnuBaTb paboTy cnyxbbl Kaspersky Security.

Takke Bbl MOXeTe BbINOJHATb pacLlmnpeHHyro HaCTpOVIKy npae Aoctyna: gaBaTtb WM OrpaHun4mMBaTb MNpaBa
Ha ynpaBrneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 (cm. Tabnuuy Huxe).

Ecnu Bbl Bpy4HYt0 HacTpounu npasa AoCTyna ANs Nofb3oBaTtenst Unu rpynnbl, TO Afs 3TOro Nnosfb3oBaTens unm
rpynnel 6yaeTt ycTaHoBNEH ypoBeHb AocTyna Ocobble pa3pelleHus.

Tabnuya 14. PasepaHu4eHue npas 0ocmyna Kk pyHkyusim Kaspersky Industrial CyberSecurity for

Nodes 2.5

PyHKLUMA

OnucaHue

UTeHne HacTpoek crnyx6bl

BoamoHOCTb NpocMaTpuBath 0bLme napameTpbl paboThl 1 NpaBa
nonb3oBatenen ansa cnyxbel Kaspersky Security.

3anpoc crartyca cnyx6bl
y Oucnetuepa
ynpasneHusi cnyxbamum

Bo3moXXHOCTb 3anpaluvBaTh CTaTyC BbINOMHEHUsT CnyxObl Kaspersky Security
y Aucnetyepa ynpasneHus cnyxbamu Microsoft Windows.

3anpoc crartyca y crnyxobl

Bo3moXHOCTb 3anpalumBaTth CTaTyc BbiNOMHEHUS cnyxbbl y Kaspersky
Security.

Mepeuncnenune
3aBMCUMBIX CMyX0

Bo3mOoXXHOCTb NpocMaTpumBaTh CMCOK CYXX0, OT KOTOPbIX 3aBUCUT crnyxba
Kaspersky Security, a Takke crnyx0, 3aBMCUMbIX OT cny0bl Kaspersky
Security.

M3meHeHne napameTpos
CNyx06bl

Bo3MoxHOCTb NpocMaTtpuBaTh M U3MeHATb obLmMe napameTpbl paboTol
1 nNpaea nonb3oBatenen ansa cnyxb Kaspersky Security.

3anyck cnyxobl

Bo3MoXXHOCTb 3anyckaTb BbiNoSiHEHME Crybbl Kaspersky Security.

OcTaHoBKa Crnyxobl

Bo3MOXHOCTb OCTaHaBMMBaTb BbINONHeHUe cnyx6bl Kaspersky Security.

MpunocTtaHoBka /
Boso6HoBneHne cnyx6bl

BoamoXHOCTb NpuocTaHaBnMBaTb U BO3OGHOBISITL BbINONIHEHWNE CRYKObI
Kaspersky Security.

UTteHne npas

Bo3MOXHOCTb NpocMaTpuBaTh CMUCOK Nonb3oBaTenei cnyxobl Kaspersky
Security 1 npaBa AOCTYyna KaX4oro rnonb3oBaTersi.

M3ameHeHune npae

Bo3moxxHOCTU:

o [06aBnATb M yaanaTb nonb3oBaTtenen cnyxbol Kaspersky Security;
e U3MeHATb NpaBa AocTyna nonb3oBartenen k cnyxbe Kaspersky Security.

YpaneHue cnyxobl

Bo3moxxHOCTb paspernctpauum cryxbbl Kaspersky Security B [lucnetyepe
ynpaerneHnusi cnyx6amu Microsoft Windows.

Monb3oBaTtenbckune
3anpocsl k cnyxbe

Bo3amoXHOCTb co3paBaTth U OTNPABASATL NOMb30BaTeNbCKME 3anpockl K cryxbe
Kaspersky Security.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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O npaBax gocTtyna K cnyxbe Kaspersky
Security Management

Bbl MmoxxeTe npocmoTpeTb cnmncok cnyd Kaspersky Industrial CyberSecurity for Nodes 2.5.

Mpwn yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5 peructpupyeT cnyxby ynpaBneHus nporpamMmmon
Kaspersky Security Management (KAVFSGT). Yto6bl ynpaBnsTb nporpammoni Yepes KoHconb Kaspersky Industrial
CyberSecurity for Nodes 2.5, ycTaHOBReHHyl Ha ApyroM KommnbtoTepe, Tpebyetcs, 4yTobbl ydeTHas 3anuchb,
C npaBamu KOTOPOW NPOMCXOAMT noaknoveHne Kk Kaspersky Industrial CyberSecurity for Nodes 2.5, nmena nonHbin
aocTyn kK cnyx6e Kaspersky Security Management Ha 3alluLLaeMOM KOMMbIOTEPE.

Mo ymonuaHuio goctyn K cnyxbe Kaspersky Security Management nmeroT nonb3oBatenu, Bxogdwime B rpynny
"AOMUHUCTPATOpbI" Ha 3awmaemMomM KoMmnbtoTepe, v nonb3oBatenn rpynnbl KICS Administrators, cosgaHHON
Ha 3awuLiaemMom KomnbetoTepe npu yctaHoBke Kaspersky Industrial CyberSecurity for Nodes 2.5.

Bbl moxeTe ynpaensaTb cnyxbon Kaspersky Security Management Tonbko 4epe3 ocHacTky Cnyx6bl
Microsoft Windows.

Bbl He MoxeTe paspelwaTb MNM 3anpellaTb MNorb3oBaTensam [ocTyn kcnyxbe Kaspersky Security
Management, HacTpanBas napameTpbl Kaspersky Industrial CyberSecurity for Nodes 2.5.

Bbl moxeTe coeanHutbes ¢ Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢ nokanbHOW y4e€THOW 3anucbto,
€Cnn Ha 3aluaemMoM KOMMbIOTEPE 3aperucTpyMpoBaHa yvyeTHas 3anncb C TakMM XXe WMEHEM U Takum
Xe naponem.

Hactpouka npaB goctyna ansa Kaspersky Industrial
CyberSecurity for Nodes 2.5 u cnyx6bl Kaspersky Security

Bbl MOXeTe M3MeHATb CMMCOK Mornb3oBaTenen U rpynmn norb3oBaTernen, KoTopbiM paspelleH AOCTYN K YHKUUAM
Kaspersky Industrial CyberSecurity for Nodes 2.5 n ynpaenexuto cnyx6on Kaspersky Security, a Takke N3MeHATb
npasa [OCTyna 3TuX Nonb3oBaTtenen v rpynn nons3oBaTenem.

» 4UYmobbi O0obasumb 8 crniucoK unu ydamume U3 CrIUCKa onb308amersisi unu epynny, 6bInosHUme
cnedyrouwue delicmasus:

1. B pepeBe KoHconu agmunucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, A4S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmmeil.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbl a4MVHUCTPUPOBaHUSI BbIMNOMNHUTE OAHO
13 cnegylowmnx 4encTBuin:

e Ecnu Bbl xoTuUTe HacTpouTb nNapameTpbl MONUTWUKU AMNS rPyMnbl KOMMbIOTEPOB, BbIOEpUTE 3aknagky
Monutukn u otkporite okHo CBomctBa: <Umsa nonutuku> (cm. pasgen "Hactpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TMTe HacTpouTb NapameTpbl Nporpammbl A OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpounctBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponcteo pabotaeT noa ynpaerneHnem akTuBHom nonutuku Kaspersky Security Center
N B 3TOM MONUTUKE HaNOXeH 3anpeT Ha M3MEHEeHWe napameTpoB MporpamMmmbl, 3TM NapameTpbl
HEeZOCTYNHbI ANs1 U3MeHeHUs1 B okHe MapamMeTpbl NporpaMmmeil.

B pa3sgene JlononHUTenbHbie BO3MOXHOCTU BbINOMHATE OAHO M3 CrieayloLmx AeACTBUI:

e Bbibepute nyHKT U3MeHUTBb NpaBa nonb3oBaTesiel Ha ynpaBneHue nporpamMmomn, ecnv Bbl XOTUTE
N3MEHUTb CMMUCOK MoSib30BaTeNnien, KoTopble MMEKT AOCTYN K ynpaBneHuto dyHkumamu Kaspersky
Industrial CyberSecurity for Nodes 2.5.

e Bbibepute nyHkT U3MeHUTBb NpaBa nonb3oBaTenen Ha ynpaBneHue cnyxo6om Kaspersky Security,
€CInn Bbl XOTUTE M3MEHUTb CMMCOK MONb30BaTernen, KoTopble UMEKT AOCTYN K YNpaBneHuo criyxoon
Kaspersky Security.

OTkpoeTcs okHo PaspeweHus ana rpynnbl "Kaspersky Industrial CyberSecurity for Nodes 2.5".
B oTKpbIBLLUEMCS OKHE BbINOMHUTE Criegyrolne AeNcTBus:

e UTOo6bl [06aBMTL nonb3oBaTens WNW rpynny B CMUCOK, HaxmuTe kHomky [lo6aButb U Bbibepute
nonb3oBaTens Unu rpynmny, KOTopbIM Bbl XOTUTE NPeaoCTaBUTbL Npasa.

e YT0ObI yoanutb nonb3oBaTtend unuy rpynny m3 Cnnucka, Bbl6epVITe nonb3oBaTtena unu rpynny, octyn
ONA KOTOPbIX Bbl XOTUTE OrPaHNYnTb, U HAXXMUTE KHOMKY Ypanuto.

Haxmunte kHonky MpumeHUTb.

BbiGpaHHble nonb3oBaTenu (rpynnbsl) 6yayT gobaBneHbl Unu yaaneHso.

» 4Ymobbl uameHums rpasa Monb3ogamernis unu 2pynrel Ha yrnpasneHue Kaspersky Industrial
CyberSecurity for Nodes 2.5 unu cnyx6ot Kaspersky Security, ebimonHume crniedyrouwjue 0elicmaeusi:

1.

B nepese KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoucTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHMS, 1151 KOMMNBIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

B naHenu pe3ynbTaTtoB BblOpaHHOW rpynnbl aAMWHUCTPUpPOBAHUS BbIMNOMNHUTE OfHO
n3 criefyoLmx encTBum:

1. Ecnu Bbl XOTUTE HACTPOWUTbL MapamMeTpbl MONUTUKM O71S rPYNMbl KOMMNLIOTEPOB, BbibepuTe 3aknagky
Monutukn u otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hactpomka nonuTuku'
Ha cTp. 90).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e Ecnu Bbl XO0TMTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbKOTEpa, BbibepuTe 3aknagky
YcTpounctBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnu ycTporictBo paboTaeT nof ynpaBreHMemM akTMBHOM nonutukm Kaspersky Security Center
M B 9TOV MOMUTMKE HANOXeH 3anpeT Ha U3MEHEeHWe napameTpoB MporpamMmbl, 3T NapameTpbl
HeJOCTYMHbI A5 UsMeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B pasgene [JononHUTenbHbIe BO3MOXHOCTHU BbINOMHUTE OOHO U3 CrieayoLWwnx AeNCTBUiA:

e BbibepuTe nyHkT U3MeHUTL NpaBa nonb3oBaTenen Ha ynpaBreHne NporpaMMon, ecrnm Bbl XOTUTE
M3MEHUTb CMMCOK MONb30BaTenen, KoTopble MMEKT AO0CTYyn K ynpasneHuto dyHkumammn Kaspersky
Industrial CyberSecurity for Nodes 2.5.

e Bbibepute nyHkT U3MeHUTBb NpaBa nonb3oBaTenen Ha ynpaBneHue cnyxo6om Kaspersky Security,
€CNnn Bbl XOTUTE U3MEHUTb CMMCOK MOSib30BaTeNen, KOTopble MMEKT OOCTYN K YNpaBreHUo Cnyxoomn
Kaspersky Security.

OTkpoeTcs okHo PaspeweHus ana rpynnbl "Kaspersky Industrial CyberSecurity for Nodes 2.5".

4. B OTKpbIBLLEMCA OKHE B CIMUCKe I'pynnbl Uwnn nonb3oBaTtenu Bbl6€pVITe nonb3oBaTtena unn rpynny
nonb3oBaTenen, npaBa KOTOPbIX Bbl XOTUTE USMEHUTD.

5. B 6noke Pa3spewenunsa ansa rpynnbl "<[onb3oBatensb (Fpynna)>" yctaHosBute cdnaxkmi Paspewntb nnm
3anpeTuTb 4ns cnegyowmx ypoBHen goctyna:

¢ [lonHbIN KOHTPOMb: NOMHLIN HAabop npae Ha ynpaeneHne Kaspersky Industrial CyberSecurity for Nodes
2.5 nnn cnyx6on Kaspersky Security.

e YteHue:

e Cnepywouwune paspelleHus Ha ynpasrneHue Kaspersky Industrial CyberSecurity for Nodes 2.5:
YreHue ctatucTukn, YteHne napametpoB, YteHue xXypHanoB 1 YteHue npas.

e cregywoluMe npaea Ha ynpaerneHue cnyxbon Kaspersky Security: YteHne napameTpoB cnyxoObl,
3anpoc craryca cnyx6bl y [lucneryepa ynpaBneHus cnyx6amm, 3anpoc cratyca y Crnyxobil,
MNepeuncneHue 3aBUCUMBbIX cnyx6, YTeHue npas.

e WN3meHeHwue:

e Bce npaBa HaynpaeneHue Kaspersky Industrial CyberSecurity for Nodes 2.5, kpome
MU3meHeHMe npas,;

e cnegywolwme npasa Ha ynpaBneHue cnyxbon Kaspersky Security: U3ameHeHne napameTpoB
cnyx6bl, YteHne npas.

e WcnonHeHwme: crnepywuwme npasa Ha ynpaeBneHue cnyxbon Kaspersky Security: 3anyck cnyxoObl,
OcTaHoBKa cnyx6bl, [puoctaHoBKa / Bo306HOBNEHNe cnyx6bl, YTeHne npas, OnpeaeneHHble
nonb3oBaTerieM 3anpochbl K cnyxoe.

6. Ecnu Bbl XOTUTE BbINOMHUTL PaCLUMPEHHYIO HACTPOWMKY npaB Ans nonb3oBatens unu rpynnbl (Ocobble
paspeLleHus), HaXXMUTe Ha KHOMKy JlonoNHUTENbHO.

a. B oTkpbiBlEMcHA okHe [lononHuTenbHble napameTpbl 6e3onacHoctu ana Kaspersky Industrial
CyberSecurity for Nodes 2.5 BbIbepuTe HY>XHOro NoNb3oBaTENSA UMK rPynmny.

b. Haxmute Ha kHonky U3MeHUTD.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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c. B packpbiBatowemcs cnvcke B BEpXHeW 4acTn OkHa Bblbepute Tun KOHTponsa gocTtyna (PaspewuTtb
unun 3anpeTuTb).

d. YcrtaHoBWTE (pnaxkn HaNpPOTUB TeX (PyHKLUMNA, KOTOpble Bbl XOTUTE paspelnTb Unu 3anpeTuTb
BbIOpaHHOMY Nonb30BaTENO UNK rpynne.

e. Haxmute Ha kHonky OK.

f. B okHe lononHuTenbHble NapameTpbl 6e3onacHocTu ana Kaspersky Industrial CyberSecurity for
Nodes 2.5 HaxmuTe Ha kHonky OK.

7. B okHe Paspewenusa ansarpynnbl "Kaspersky Industrial CyberSecurity for Nodes" HaxmuTe
Ha kHonky MpumeHnTb.

HacTtpoeHHble npaBa Ha ynpaeneHue Kaspersky Industrial CyberSecurity for Nodes 2.5 unu cnyx6on Kaspersky
Security 6yayT coxpaHeHb!.

3awmTta goctyna K pyHkuusam Kaspersky Industrial
CyberSecurity for Nodes 2.5 ¢ nomowbio napons

Bbl MOXeTe orpaHuuMBaTb LOCTYN K YNpaBieHWO MpPOrpaMMOn U PETMCTPUPYEMBIMU CryX6amMu C MOMOLLBHO
HacTpokK npaB nonb3oBatenen (cm. pasgen "MpaBa goctyna k yHkumaAm Kaspersky Industrial CyberSecurity for
Nodes 2.5" Ha cTp. Owunbka! 3aknagka He onpedenieHa.). Bbl Takke MoXeTe QONONMHUTENBHO 3aLUUTUTL AOCTYN
K BbIMOMHEHMIO KPUTUYHBIX OMNepauui, YCTaHOBMB 3awuTy naponem B napametpax Kaspersky Industrial
CyberSecurity for Nodes 2.5.

Kaspersky Industrial CyberSecurity for Nodes 2.5 3anpaiwuvBaeT naponb npu nonbiTke AOCTyNa K cnegylowum
DYHKUMAM NporpaMmei:

e nogknoyeHune k nokanbHon KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5;
e yaaneHue Kaspersky Industrial CyberSecurity for Nodes 2.5;
e V3MeHeHne KoMnoHeHTHoro coctaBa Kaspersky Industrial CyberSecurity for Nodes 2.5.

Kaspersky Industrial CyberSecurity for Nodes 2.5 He otoOpaxaeT 3afaHHbIA Napoflb B YMTAaeMoOM Buae
B nHTepdence nporpammbl. Kaspersky Industrial CyberSecurity for Nodes 2.5 xpaHUT 3agaHHbI naposb B BuAe
KOHTPOMbHOWM CYMMbI, pacCYMTaHHON NpuX 3a4aHuun Napons.

Bol  MoxeTe  okcnopTupoBaTb M UMMOPTUPOBaTbL  NapaMmeTpbl  Nporpammbl,  3alMLLEHHOW  NaponeMm.
KoHdpurypaumoHHein  canrn, cosgaHHbld Mo pesynbTaTtamM dKcrnopTta napameTpoB  3alUMLLEeHHOW MNporpammebl,
COAEPXUT 3HAYEHMEe KOHTPOSbHOW CYMMbl Maporns u 3HavyeHue mopudukatopa, UCnonb3yemoro Ans yanumHeHus
CTPOKM Naponsi.

He nameHanTe 3HavyeHMe KOHTPOSIbHOW CYyMMbl UM MoAuduKkatopa B KOHUrypaunmoHHoMm darne. Vimnopt
napamMeTpoB napons, W3MEHEHHbIX BPYYHYK, MOXET TMpPUBECTM K NONMHOMY OGroKMpoBaHUio AocTyna
K yripaBreHuo nporpaMmMmon.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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» Umobbl 3awumums docmyn K ¢pyHkyusam Kaspersky Industrial CyberSecurity for Nodes 2.5,
ebinosiHUMe criedyroujue delcmeus:

1. B pepee KoHconu agmunHucTpumpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTponcTBa. Pa3BepHute rpynny agMUHUCTPUPOBAHWS, ANSt KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUpPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTpPOUTb MapamMeTpbl MOMUTUKM ANS rpynnbl KOMMbOTEPOB, BbibepuTe 3aknagky
Monutnkn u oTkporite okHo CBomnctBa: <Umsa nonutuku> (cMm. pasgen "HacTpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbTEpa, BbibepuTe 3aknagky
YcTpownctBa n oTkporiTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

3. B 6noke Be3onacHOCTb HaxxMuTe Ha KHOMKy HacTpoika.
OTkpoeTcsi okHo MapameTpbl 6e3onacHoCcTy.

4. B 6noke MapameTpbl NpMMeHeHUA Napons ycTaHoBUTE (hrnaxok Mcnonb3oBaTb 3awuTy naponem.
Monst Naponb u MoaTBepXxAeHWe NAPONA CTaHYT aKTUBHLIMMU.

5. B none Maponb BBeAMTE 3HAYEHME, KOTOPOE Bbl XOTUTE MCMOMNBL30BATbL 4SS 3alUTbl JOCTYNa K hYHKLMUAM
Kaspersky Industrial CyberSecurity for Nodes 2.5.

6. B none MNoaTtesepxaeHue naponsa BBeAMTE Naporb NOBTOPHO.
7. Haxmute Ha kHorky OK.

HactpoeHHble napameTpbl OyayT coxpaHeHbl. Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
3anpalwuBatb Naposib Npu AOCTyMe K 3aliMLiaemMbiM onepaLusim.

YCTaHOBMEHHbIN Mapofle HEBO3MOXHO BOCCTaHOBWUTL. YTeps Maponsi BeAeT K MOJIHOW MoTepe KOHTPOIs
Hag nporpammoi. Kpome Toro, HEBO3MOXHO ByaeT yaanuTb NporpamMmmy ¢ 3alluLLaemMoro KoMrboTepa.

Bbl MOXXeTe M3MEHWTb UM cOPOCUTL 3adaHHbIA NapOosib B NapaMeTpax NporpaMmmMbl B 060N MOMEHT.
» 4Ymobbi cbpocumb naporib,

CHumunTe d).l'la)KOK Ucnonb3oBaTtb 3aluTy napornem B HaCTpOVIKaX NOSNIUTMKN UMM CBOMCTBAXx nporpamMmmbl.

BawmTa naponem 6yget oTknoyeHa. Kaspersky Industrial CyberSecurity for Nodes 2.5 yganut KOHTPOMbHYHO
CYMMY CTaporo naposns u3 napaMmeTpoB nporpamMmei.

Pa3pelueHune ceTeBbIX COeAUHEHUUN ANA CIYXObI
Kaspersky Security Management

HasBaHus napameTpoB MOryT OTNMYaTbCs B pasHbIX onepaumoHHbIx cuctemax Windows.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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» Umobbl paspewums cemesble coeduHeHUss O criyxbbl Kaspersky Security Management
Ha 3awuuaemMoM KoMibomepe, ebirnosHume credyrouwue 0elicmeusi:

1.

6.
7.

Ha 3sawmwaemom komnbloTepe nof ynpasneHunem Microsoft Windows Boibepute [Myck > [lNaHenb
ynpaBneHus > BesonacHocTb > BpaHgmayap Windows.

B okHe MapameTpbl 6paHamMayapa Windows BeibepuTe NyHKT MU3aMeHUTbL napameTpbl.

Ha 3aknagke MWcknoyeHUs B CNUcke NpeayCTaHOBMEHHbIX UCKMOYEHWUIA  YyCTaHOBUTE  (hraKm
COM + CeTteBom pgoctyn, Windows Management Instrumentation (WMI) u Remote Administration.

HaxmuTe Ha kHonky [lo6aBUTb Nporpammy.

B okHe [lo6aBneHmne nporpammbi Boibepute pann kavfsgt.exe. 3T0T hann xpaHNTCS B nanke, KOTOPYHO Bbl
yKasanu B Ka4yecTBe Nanku HasHadeHusi npu yctaHoBke KoHconu Kaspersky Industrial CyberSecurity for
Nodes 2.5.

HaxxmuTe Ha kHonky OK.

Haxmunte Ha kHonky OK B okHe MapameTpbl 6paHgmayapa Windows.

CeTeBble coeauHeHus ans cnyxObl Kaspersky Security Management Ha 3allMliaeMoM KOMMblOTEpe
OyayT paspeLueHsbl.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omo6bpaxambcsi.
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UHTepdeunucol ynpasneHus
nporpaMmmou

Bbl moxeTe ynpaBnsatb Kaspersky Industrial CyberSecurity for Nodes 2.5 4yepes nokanbHyto KoHconb u NnaruH
ynpasneHuns Kaspersky Industrial CyberSecurity for Nodes 2.5. [denctsus ¢ nokanbHon KOHCONbK onucaHbl
B Pykosodcmee nonb3og8amersi Kaspersky Industrial CyberSecurity for Nodes 2.5. [HewnctBus c [NnarmHom
ynpaBneHus ocywlecTBnsoTcs B MHTepdernice KoHnconm agmuHuctpupoBanms Kaspersky Security Center.
MoppobHas uHdopmauusa o6 uHtepdence Kaspersky Security Center copepxutcs B CripagoyHol cucmeme

Kaspersky Security Center.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Co3paHue n HacTpounkKa NOJSINTUK

B aToMm pasgene copgepxuTcs MHdopMaums o npuMmeHeHun nonutuk Kaspersky Security Center ans ynpasneHust
3apgavamm Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha HECKONbKMX KOMMbIOTEPAX.

B atom pasgene
L@ I T 1 17 1= D 88

HaCTpOVIKa 3anycka no pacnncaHuio JTOKalibHbIX CUCTEMHDBIX 3A08AY ........cccoviiiiiiiiniii e 96

O nonuTukax

Bbl moxeTe cosgaBaTb eauHble nonutukm Kaspersky Security Center ansi ynpaBneHUst 3aliMTON HECKONbKUX
KOMNbIOTEPOB, Ha KOTOpbIX ycTaHoBNeH Kaspersky Industrial CyberSecurity for Nodes 2.5.

MonuTtuka NpUMeHsIET ykasaHHble B HEl 3HaveHust napameTpoB Kaspersky Industrial CyberSecurity for Nodes 2.5,
ero hyHKUMI 1 3afad Ha BCeX 3allmLlaemMblX KOMMIbIOTEPaxX OOHON rpynmnbl a4MUHUCTPUPOBAHNS.

Bbl MOXeTe co3gaTb HECKONbKO MONUTUK ASs1 OAHOWN rpynnbl agMUHNCTPUpOBaHNA U NPUMEHATb UX NonepemMeHHO.
Monutuka, ﬂeﬁCTByl-OlJJ,aﬂ B rpynne B TeKyLLI,VIVI MOMEeHT, B KoHconu AOMUHNCTPUPOBaHUA MMEET CTaTyC aKmueHa.

WHdopMaumsa o NnpuMeHeHMn NONWUTUMKU PEerucTpupyeTcs BIKypHane cuctemHoro ayauTta Kaspersky Industrial
CyberSecurity for Nodes 2.5. Bbl moxeTe npocmoTpeTh ee B KoHconu Kaspersky Industrial CyberSecurity for Nodes
2.5, B yane XXypHan cucteMHoro ayaura.

B Kaspersky Security Center cywecTtByeT eOWHCTBEHHbI CMOCODO MNPUMEHEHUs MNOMWUTUK Ha FoKamnbHbIX
KomnbtoTepax: 3anpemums U3MeHeHue rnapamempos. [locne npumeHeHus nonutukn Kaspersky Industrial
CyberSecurity for Nodes 2.5 npumeHsieT Ha NnokarnbHbIX KOMMbIOTEepax 3HaYeHns napaMeTpoB, PSgoM C KOTOPbIMM
B CBOMCTBaxX MOMUTUKN Bbl YCTAHOBUM 3HAYOK [E, BMECTO 3HA4YeHWU 3TUX NapamMeTpoB, YCTAHOBMEHHbIX SIOKanbHO
0o npumeHeHuns nonutukn. Kaspersky Industrial CyberSecurity for Nodes 2.5 He npuMeHseT 3HayeHuns napameTpoB
aKTUBHOW NOMWUTUKK, PAOOM C KOTOPbIMU B CBOWCTBAX MOMWUTUKM YCTAHOBIEH 3HAYOK [F.

Ecnu nonutuka aktmeHa, To B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 3Ha4yeHus napameTpos,
NMOMeYEHHbIE B NMOMUTUKE 3HAYKOM [, 0TOOpaxkatoTcsl, HO HEAOCTYMHbI AN peaakTUPOBaHUS. 3HAaYeHUS OCTanbHbIX
napaMmeTpoB (KOTOpble B MOMUTMKE NMOMEYEHbl 3HAa4YKOM [E) AOCTYNHbI ANs peaakTupoBaHus B KoHconu Kaspersky
Industrial CyberSecurity for Nodes 2.5.

I'Iapameprl, HaCTpOEeHHble B aKTMBHOW MNOMUTUKE W NMOMEYEHHbIE 3HA4YKOM , TaKxe 6J'IOKI/IpyIOT n3MeHeHne
napamMeTpoB B Kaspersky Security Center gnst ogHOro KoMnboTEpPa U3 OKHa CBouncrTBa: <ums KoMnbloTepa>.

I'Iapameprl, HaAaCTpOeHHble W nepedaHHble Ha JNOKanbHbIN KOMMNbHOTEP C NOMOLUbKO AKTUBHOW MOSNTUKMN,
COXpPaHAKTCA B NapaMeTpax JIoKallbHbIX 3adaY nocrie CHATUA aKTUBHOW MONUTUKN.

Ecnu nonuTtuka onpenensieT napameTpbl Kakon-nmbo 13 3agay NocCTOsIHHOM 3almMThl U 3Ta 3afaya BbINoNHseTcs,
napamMmeTpbl, onpeferieHHble MNOMUTUKON, W3MEHSIDTCA cpasy nocre npuMmeHeHus nonutuki. Ecnn 3apgada
He BbINONHAETCA, NapaMeTpbl 6yayT NpMMEHEHbI Npu ee 3anycke.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Co3pgaHue NonnTUKun

CosgaHne HOBOW NOMUTMKN COCTOUT U3 cneayrwimnx aTanos:

1. CosgaHue NoNUTUKM C MOMOLLILIO MacTepa co3fannst NonuTuk. B okHax MacTtepa ycTaHOBKM Bbl MOXETE
HaCcTPOUTL MOCTOSIHHYHO 3aLLMTY KOMMbOTEPA.

2. Hactpoiika napameTtpoB nonutuku. B okHe CBonctBa: <UMsi NONUTUKU> CO34aHHON MOSNIUTUKM Bbl
MOX€eTe HacCTpOuUTb 3adaun MOCTOSAHHOW 3awmThl, obOwwme napameTpbl Kaspersky Industrial
CyberSecurity for Nodes 2.5, napameTpbl kapaHTUHa U pe3epBHOMO XpPaHUuLLa, ypOBEHb AeTannsaumm
B )XypHanax BbIMOSIHEHWS 3ajadv, YBEAOMIIEHMSI MoNb3oBaTenen W agMmuHucTpaTopa O CobbITUSIX
Kaspersky Industrial CyberSecurity for Nodes 2.5.

» Ymobbl co3zdamb nonumuky O 2pyrrbl KOMIbOMepos, Ha KomopbiX ycmaHosrneH Kaspersky
Industrial CyberSecurity for Nodes 2.5, sbinonHume credyrowue deticmausi:

1. B pepeBe KoHconu Kaspersky Security Center pa3ssepHuTe y3en YnpaBnsiemble YCTPOMCTBA, a 3aTeEM
BbIOepuTe rpynny agMMHUCTPUPOBAHMS, 45151 KOMMNBIOTEPOB KOTOPOW Bbl XOTUTE CO34aTb MOSMUTUIKY.

2. B naHenu pesynbTaToB BbIOpaHHOW TIPynnbl agMUHUCTPUPOBaHWA BbiGepuTe 3aknagky Monutukm
1 OTKPOWMTE OKHO MacTepa Co3daHus NonuTYK no cceinke CosgaTb NOMUTUKY.

OTKpOGTCﬂ OKHO MaCTep CcOo34aHuUA NOJNTIUTUKWN.

3. B okHe BbIGop nporpammbl ANA co3gaHusi rpynnoBOoM NONMUTUKMU, BblibepuTe Kaspersky Industrial
CyberSecurity for Nodes 2.5 n HaxxmuTe Oanee.

4. BBeguTe Ha3BaHMe NONIUTUKK B none Ums.

MMsa nonmTuKM He MOXET cogepxaTb cMMBonbl " * < @ > 2\ |,

5. YT1o6bl NPUMEHUTb HACTPOWKN MNONUTUKK, UCNONb30BaHHbIE B NpeablayLlel BepcuM NporpamMmbl, BbINOMHATE
cregytoLime oencTBus:

a. YcrtaHoBuTe donaxok Ucnonb3oBaTb napameTpbl NONIUTUKU ONs npeabiayLwein
Bepcuu NporpamMmmbi.

b. Haxmute Ha kHonky BblGpaTb 1 BbIbepuTe NONNTUKY, KOTOPYIO Bbl XOTUTE NMPUMEHUTD.
c. HaxmuTe Ha kHonky Oanee.

6. B okHe BblGop TMna onepauunm BoibepuTe oavH 13 criegyLmnx BapMaHToB:
e CospaTtb, 4TOObLI CO34aTb HOBYIO NOIMTUKY C HACTPOMKAMM MO YMOJTYaHWIO.

e WmnoptupoBaTb nonutuKy, cosgaHHyt c nomouwbio Kaspersky Industrial CyberSecurity for
Nodes 2.0, 4To6bl CNonb30BaTh AaHHYH NOMUTUKY B KayecTBe LabnoHa.

e Haxmute Ha kHomky OO630p U BbibepuTe KOHMUIypauUOHHbIV avif, B KOTOPOM Bbl COXpaHWu
napameTpbl paHee co3AaHHON NOSTUTUKN.

7. B okHe MocTosiHHanA 3awmTa KOMNblOTepa HacTponTe napameTpsl 3adad MNoctosHHan sawmrta ¢annos,
Ncnonb3oBaHne KSN 1 goyHKUMOHANBHOCTM 3aliuta OoT 3KCMIOWTOB, COrMacHO BaluMM TpeGoBaHUAM.
PaspelunTe unu sanpetute npuMeHeHUe HacTPOEHHbIX 3aAa4 MONMUTUKM Ha NoKanbHbIX KOMMbIOTEpax CeTu:

e Haxmute Ha KHOMKY [3, 4YTOObI pa36]'IOKVIpOBaTb HaCTPOIZKy napamMmeTpoB 3aa4yn Ha KOMMNbOTEpPAX CETU
N 3anpeTnTb NpuMeHeHne HaCcTpOeHHbIX B NMOJIUTUKE NapaMeTpoB 3adayn.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e Haxmute KHOMKY [, 4YTOObI 3a6ﬂOKMpOBaTb HaCTpOVIKy napamMmeTpoB 3agayn Ha KOMMbKTEpax CeTu
N pa3pewnTb NpMMeHeHne HaCTPpOEHHbIX B NOJINTUKE NapaMeTpoB 3aga4yn.

Bo BHOBb CO30aHHOM MNOMNTUKE napamMmeTpbl 3a4a4 NOCTOSIHHOM 3aLUMThI YCTaHOBJI€HbI MO YMOJTYaHUIO.

e FEcnn Bbl XOTUTE WM3MEHUTb MapameTpbl 3agjaun [locTosiHHas 3awmTta pannoB, HACTPOEHHbIE
Mo yMOMYaHuio, HaxmuTe Ha kHonky Hactpomka BOnoke [locTtosAHHas 3awmTta cpannos.
B oTKpbIBLLEMCS OKHE HacTponTe 3agady B COOTBETCTBUWM C Bawmmu TpeboBaHuamu. Haxmute
Ha kHonky OK.

e Ecnn Bbl XOTUTE U3MEHUTb NapamMeTpbl 3agadn Mcnonb3oBaHne KSN, HAaCTpOEHHbIE MO YMOIYaHUIO,
HaxmuTe Ha kHonky Hactpomka B 6noke Ucnonb3oBaHue KSN. B OTKpbIBLUEMCA OKHE HacTpouTe
3apiayy B COOTBETCTBUM C BalLMMu TpeboBaHnamMu. HaxxmuTte Ha kHonky OK.

Ona 3anycka 3agaunm Mcnonb3oBaHne KSN Heobxogumo npuHATb lMonoxeHne o KSN B okHe
O6paboTka aaHHbIX (cM. Pasgen "HacTtpoiika 06paboTku AaHHbIX" Ha cTp. 186).

e Ecnu Bbl XOTUTE N3MEHUTL NapaMeTpbl 3alUTbl OT IKCMNITONTOBR, HACTPOEHHbIE MO YMOMYaHMUI0, HAXXMUTE
Ha kHonky HacTpowka B Grioke 3awWwmTa OT 3KCMNIOUTOB. B OTKpbIBLUEMCSH OKHE HacTpoiite
(PYHKLMOHANBHOCTL B COOTBETCTBUM C BaWMMU TpeboBaHuamu. Haxkmute Ha kHonky OK.

8. B okHe Co3paHue rpynnoBoM MONMUTUKU AOns nporpaMmm BbibepuTe OOHO M3 CnefyroLmnx
COCTOSIHWI NOSUTUKK:

e AKTMBHasi MONMUTUKA, €CNN Bbl XOTWUTE, YTOObI MONMUTMKA BCTynuna B AEWCTBME cpasy nocrie ee
cosfaHus. Ecnu B rpynne yxe cyllecTBYeT akTUBHas MONNTUKA, OHA CTAHOBUTCSI HEAKTMBHOW, a HoBast
MoNuTMKa NPUMEHSIETCS.

. HeakTnBHas nonuTuka, ecnun Bbl HE XOTUTE Cpasy nNpuMeHATb co3aaBaeMyto NONUTUKY. Bbl cmoxeTe
aKTMBMpoOBaTb 3TY MOJINTUKY MNO3XKeE.

e YcTaHoBuTe (pnaxok OTKPbITL CBOMCTBA NOMIUTUKM Cpa3y nocne co3aaHusa 4Tobbl aBTOMaTU4ecku
3aKpbITb MaCTep co3aaHudA MOJNIUTUKU N HacTpouTb HOBYIO NONMUTUKY fnocne HaXXaTtund
Ha kHonky Oanee.

9. B okHe macTepa 3aBeplieHUe paboTbl HaXMWUTE Ha KHOMKY FoToBO.

CosgaHHaa nonuTuka oToBpasMTCcA B CMMCKE MOMUMTUK Ha 3aknagke [Monutuku BbIGpaHHOW rpynnbl
agMUHUCTpUpoBaHus. B okHe CBoncTBa: <UMSA NONUTUKU> Bbl MOXETE HACTPOUTL APYrue napameTpbl, 3a4a4un
n cpyHkumm Kaspersky Industrial CyberSecurity for Nodes 2.5.

HacTtpouka nonnTuku

B okHe CBoictBa: <MIMsi MONMUTUKU> CYLLECTBYIOLLEN MOSNIUTUKM Bbl MOXETE HacTpouTb 06LiMe napameTpbl
Kaspersky Industrial CyberSecurity for Nodes 2.5, napameTpbl kapaHTMHa 1 PE3EPBHOIO XpaHUnua, napameTpbl
[OBEPEHHOM 30HbI, NapaMeTpbl NOCTOSHHON 3alUMTbI, NapaMeTpbl KOHTPOSIS aKTUBHOCTM Ha KOMMNbIOTEpax, YPOBEHb
AeTanusaummn B KypHanax BbINOSIHEHUSI 3apad, yBeOOMIeHWUsi rnonb3oBaTeneil u agMUHMCTpaTopa O COObITUSX
Kaspersky Industrial CyberSecurity for Nodes 2.5, npaBa goctyna K ynpasfieHuto nporpammon n cnyxoon Kaspersky
Security, napaMeTpbl NPUMeHeEHUsI Npodunet NONUTUKN.

» UYmobbI Hacmpoums napamempbl MOAUMUKU, 8bIMOIHUME criedyroujue 0elicmausi:

1. B pepese KoHconu agmwuHuctpupoBaHusi Kaspersky — Security Center pasBepHute  y3en
YnpaBnsiemble yCTPOMCTBaA.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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2. Pa3sBepHuTe rpynny agMUHUCTPUPOBaHMWS, NapameTpbl NOMUTUKMA KOTOPOW Bbl XOTUTE HAcTpOUTb, 3aTeM
BbiBGepuTe B NaHenu pesynbTaToB 3aknaaky MonuTtuku.

3. Bbibepute nonuTtuky, napameTpbl KOTOPOW Bbl XOTUTE HACTPOUTb U OTKponTe OkHO CBomcTBa: <Ums
MNOJINTUKN> OOHMM M3 CrieaytoLLmx cnocobos:

e BbibepuTe napametp CBOMCTBA B KOHTEKCTHOM MEHIO MOSUTUKM.
e B naHenu pesynbtaToB BbIGpaHHOIO y3na nepenanTe no CCbifike HaCTPOUTL NapameTpbl NOSIUTUKN.
e [IBaxapl LWESKHUTE BbIOPaHHYIO MONUTHUKY.

4. Ha 3aknagke O6bwme B 6roke CocTosiHUE MOSNIUTUKUN BKITHOUUTE UIK BbIKNIOYNTE NPUMEHEHNE NOMUTUKN.
[nsa aToro BbibepuTe OAMH U3 CreayoLNX BApUaHTOB:

e AKTMBHas NONIUTUKA, ECNM XOTUTE, YTOGbLI NMONMUTMKA NPUMEHSAAch Ha BCEX KOMMbIOTEPAaX, BXOAALLMX
B BblGpaHHY'o rpynny agMUHUCTPUPOBAHWS.

e HeakTMBHasA nonuTMKa, ecny He XoTuTe, YTOObl MONMMTMKA MPUMEHSINAcb Ha BCEX KOMMbloTepax,
BXOAALLMX B BbiGpaHHYyto rpynny.

BapuaHT lMonuTuka AN aBTOHOMHbIX MoNb3oBaTernied HedocTyrneH npu pabote c Kaspersky
Industrial CyberSecurity for Nodes 2.5.

5. B pasgenax OnoBelweHue o cobbiTuAX, [MapameTpbl nporpammbl, XXypHanbl W yBegoMJIeHuUS,
[JononHutenbHbIe BO3MOXHOCTU, UcTOpUsa peBm3nm Hactponte obLime napameTpbl paboTbl IporpaMmbl
(cm. Tabnimuy Huxe).

6. B OGnokax MNocTosiHHas 3awmTa KomnblTepa, KOHTponb akTMBHOCTU Ha KoMnbloTepax, KoHTponb
aKkTMBHOCTU B ceTU, MOHMTOPUHI LLEeNOCTHOCTM CUCTEMbI HacTpOMTe napamMeTpbl BbIMOMIHEHWS 3aday
nporpaMmel, a Takke napameTpbl KX 3anycka (cM. Tabnuuy Huxe).

Bbl MOXeTe BKMoYaTb U BbIKMNOYaTh BbINOMHEHWE MoBON 3a0aqv Ha BCeX KOMMblTepax, BXOAALLMX
B rpynny agMUHUCTPUPOBAHNKS, C NoMoLlbio nonutukn Kaspersky Security Center.

Bbl MOXeTe HacTpouUTb NpUMeHeHVe NapamMeTpoB, 3adaHHbIX B MOSMTMKE, HA BCEX KOMMbIOTepax cetu
ANS KaXO0oro oTAeNlbHOro KOMMOHEHTa NporpaMmbl.

7. Haxmute Ha kHorky OK.

HacTpoeHHble napameTpbl 6yayT NPUMEHEHbI B NOMUTYUKE.

Mpouenypa HacTpomkn yHKUMOHanbHbIXx kKomnoHeHToB Kaspersky Industrial CyberSecurity for Nodes 2.5
B Kaspersky Security Center He oTnnyaeTca OT JlOKanbHOW HaCTPOMKM 3TUX KOMMOHEHTOB B KoHconwu
Kaspersky Industrial CyberSecurity for Nodes 2.5. IHCTpyKLMM NO HAacTpoOWMKe napameTpoB 3aday U OyHKLUN
nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 cogepxatcs B COOTBETCTBYHOLLMX
pasgenax Pykoeodcmea ronib3osameris Kaspersky Industrial CyberSecurity for Nodes 2.5.

Paspensl napameTtpos nonutuku Kaspersky Industrial CyberSecurity for Nodes 2.5

Oo6uue

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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B pasgene O6wMme BbI MOXETE HaCcTpouTb clenyuwmne napamMmeTpbl NOJINTUKUL
e YKa3aTb COCTOAHUE NOJINTUKU;
e HACTPOUTb HacnegoBaHme napameTpoB OT POAUTENbCKUX NOJIUTUK N ANA OOYEPHUX NOJTUTUK.

YBegomneHuns o coobITUAX

B pasgene OnoBellieHMe 0 COObITUAX Bbl MOXETE HACTPOUTbL NapameTpbl ANs CrieayoLmx
KaTteropumn cobbITuii:

o Kpumudeckue cobbimusi;

o Omka3s QbyHKYUOHUPOBAHUS;
o [IpedynpexdeHue;

e UHopmayuUoHHbIe cObbIMuUS.

Mo kHonke CBOMCTBA Bbl MOXETE HAaCTPOUTbL criedyloLime napameTpbl 4 BbIGpaHHbIX COBbITUIN:

e yKasaTb MECTO XPaHEHWsI N CPOK XpaHeHMs MHGPOPMaLMN O 3aperncTpMpoBaHHOM COBbITUM;
e BbIGpaTb cNOCO6 yBEAOMMNEHMS O PEMMCTPUPYEMBIX CODBITUSX.

MapameTpbl NporpamMmbl

Tabnuya 15. lNapamempel 8 pa3zdene Napamempebl npoepammel

Bnok [NapameTpsbl
MacwTabupyemocTb B 6noke MacwtabupyemocTtb u nHtepdenc no kHonke Hactponka Bbl
n uHTepdeiic MOXXETE HACTPOUTL CreayroLLme napameTpbl:

e BblOpaTb aBTOMATMYECKYIO UMW PYYHYIO HACTPOWKY
napameTpoB MacLUTabupoBaHus;
e HaACTPOUTb NapameTpbl OTOBpaXeHMs 3Havka NporpaMmbi.

Be3onacHOCTb B 6rnoke BesonacHocTb, HaxxaB Ha kHonky HacTpoika, Bbl MOXeTe HacTpoUTb
cnepyoLwmne napameTpsbl:
e HaACTpOUTb MapameTpbl 3anycka 3agayu;
e yKasaTb AEeCTBUSA NporpaMmmbl NpU NEPEXone Ha UCTOYHUK
0ecnepeborHOro NUTaHus;
e BKIOYUTb UMM BbIKMOYUTL 3aLUMTY PYHKLMIA NporpaMmMbl naponem.

NapameTpbl B 6noke MapameTpbl coeguHeHus Mo kHonke HacTpoika Bbl MoxeTe

coeAuHeHus HacTpouTb crieayloLue napaMeTpbl NPOKCU-CepBepa Ans CoeauHeHMs
C cepBepamMu 0GHOBIEHUIA, cepBepamu akTMBaumum u KSN:

e yKasaTb NapamMeTpbl UCMOMb30BaHUSA NPOKCU-CEPBEPA;

e yKasaTb NapameTpbl ayTeHTUMKaLMUM Ha NPOKCU-CepBeEpE.

3anycx CUCTEeMHbIX B 6noke 3anch CUCTEeMHbIX 3aA4a4, HaXaB Ha KHOIMKY HachoﬁKa, Bbl MOXeTe
3agad pas3pelnTb nnn 3anpeTnuTb 3anyck creyrLwnx CUCTEMHbIX 3adauy
no pacnncaHuno, HaCTpoOeHHOMY Ha JNOoKaJibHbIX KOMMNbOTEPAX:
e 3aJayun NpoBepKu Mno Tpe6OBaHMIO;
e 3apau4n obHOBREHUSA U KonmnpoBaHua OOHOBNEHUI.

JdononHutenbHble BO3MOXHOCTU

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tabnuua 16. lNapamempsi 8 pa3dene [JononHuUmMebHble 803MOXHOCMU

Bbnok

MapameTpbl

ﬂOBepeHHaﬂ 30Ha

B Gnoke [loBepeHHas 30Ha no kHornke HacTpoika Bbl MOXETe HAacTPOUTb
cregyoLime napaMeTpbl NPYUMEHEeHUs] JOBEPEHHON 30HbI:

chopMmnpPOBaThb CMMCOK UCKIMOYEHU JOBEPEHHOW 30HBI;
BKITHOYMTb MIN BBIKMIOYUTL MPOBEPKY Onepaumin pe3epBHOro
KonnposaHus ¢annos;

chopMmnpoBaThb CNMCOK JOBEPEHHbBIX MPOLECCOB.

MpoBepKa CbEMHbIX OUCKOB

B 6noke MeHepxep ycTponcTB Nno kHonke HacTponka Bbl MoXeTe
HacTpPoOUTb NapameTpbl NPOBEPKN CbEMHbIX UCKOB, NOAKNOYAEMbIX
no USB.

MpaBa nonb3oBartenen
Ha ynpaBrieHue nporpaMmmoim

B 6noke NpaBa nonb3oBaTtenen Ha ynpasfieHne NporpamMmmon Bbl
MOXXETE HACTPOUTbL NapameTpbl 4OCTYNa Nosib3oBaTenemn u rpynn
nonb3oBaTtenewn k ynpasneHuto Kaspersky Industrial CyberSecurity for
Nodes 2.5

MpaBa nonb3oBaTenen
Ha ynpaBrieHue crnyxoon

B 6noke MNpaBa nonb3oBaTtenen Ha ynpaBreHue crnyo60m Bbl MOXETE
HacTpPOMTb NapaMeTpbl 4OCTYyNa nonb3oBaTenen 1 rpynn nonb3oBaTtenei
K ynpaeneHuto cnyxbon Kaspersky Security.

XpaHunuuwa

B Gnoke XpaHunuia no kHornke HacTpoika Bbl MOXXeTe HacTpouUTb
creayloLme napaMeTpbl KapaHTYHA U pe3epBHOIo XpaHUnuLa:

yKasaTb MyTb K narnke, B KOTOPYH Bbl XOTUTE MOMeLLaTb 06bEeKTbI

Ha KapaHTUHE VNN B PE3EPBHOM XPaHWUIMLLE;

HacTpOWUTb MakcUMarsbHbIA pa3Mep PE3EePBHOMO XpaHUmLLa 1 KapaHTUHa,
a Takke yka3aTb MOpOr AOCTYMHOrO NPOCTPaHCTBA;

yKasaTb MyTb K narnke, B KOTOPYH Bbl XOTUTE NOMeLLaTb 06bEKTHI,
BOCCTAHOBMEHHbIE U3 PE3EPBHOrO XpPaHWNM1LLA UK KapaHTUHa;
HacTpouTb nepeaadvy MHopmauum 06 06BbEKTax pe3epBHOrO XpaHunuLLa
1 KapaHTMHa Ha CepBep agMUHUCTPUPOBAHMS.

HacTpouTb nepuog 61o0KMPOBaHNS KOMMbIOTEPOB.

MocTosiHHas 3awuTa KOMMNbLOTEpa

Tabnuya 17. lMapamempei e pa3zdene NocmosiHHas 3awuma KoMrbromepa

Bnok

MapameTpbl

MocTosiHHaA 3awuTa annos

B 6noke MNoctosiHHas 3awmTa ¢parmnos no kHonke Hactponka Bbl
MOXETe HaCTpPOUTb CreayLMe napaMmeTpbl BbINOMHEHWS 3a4a4uu:

e yKasaTb PEXUM 3aLnTbl 0O HEKTOB;

e HACTPOUTb NPUMEHEHME 3BPUCTUYECKOTO aHann3aTopa;

e HACTPOUTb NPUMEHEHNE OOBEPEHHOW 30HbI;

e yKasaTb 06nacTb 3allnThI;

e 3aJaTb YpOBEHb 6e3onacHOCTM Ansi BbIbpaHHOM 06nacTy 3awwmThl: Bbl
MoXeTe BblOpaTb NpeayCTaHOBIEHHbIN ypoBeEHb 6e30onacHOCTM unm
HacTpouTb NapameTpbl 6€30MacHOCTM BPYYHYIO;

e HaACTPOUTbL MapameTphbl 3anycka 3agadu.

Ucnonb3oBaHne KSN

B 6roke Ucnonb3oBaHne KSN no kHonke HacTtponka unu O6paboTka
AaHHbIX Bbl MOXXETe HAacCTpOUTL crieayloLlmne napameTpsl
BbIMNOSIHEHNSA 3afa4n:

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.

93



KASPER{KY3

e yKasaTb AencTBuA Hag obbekTamm, HegoBepeHHbIMY B KSN;

e HacTpOUTb NPOM3BOAMUTENBHOCTbL 3a4auu;

e HacTpouTb NapameTpbl ncnonb3oBaHusa Kaspersky Security Center
B KayecTBe npokcu-cepesepa KSN;

e npuHATb MNonoxeHne o KSN;

e HaACTPOUTb NapameTpbl 3anycka 3agadw.

3alwmTa OT IKCNNONTOB B 6roke 3awmTa oT IKCNAOUTOB M0 KHonke HacTpoiika Bbl MoXeTe
HacCTpPOWTb CreayloLime napameTpbl BbINOMHEHUs 3a4a4n:

 BbIGPaTh PEXNM 3aLLMTLI NAMATH NPOLIECCOB;

* yKasaTb [AeVCTBUSA ANSA CHWKEHUS PUCKOB 3KCTyaTaumm ysa3BuMocTeil;

e [OMOMHNTb N 3MEHWUTb CMINCOK 3aLULLIaeMbiX NPOLIECCOB.

KOHTpOnb dKTUBHOCTU Ha KOMMbIOTepax

Tabnuya 18. lNapamempebi 6 pazdernie KOHMpPOosib akmueHOCMU Ha KOMIbomepax
Bnok MapameTpbl
KoHTponb 3anycka nporpamm B 6noke KoHTponb 3anycka nporpamMm C MNOMOLLIbIO KHOMKM

HacTpoiika Bbl MOXXeTe HacTpouTb creayoLme napameTpsbl
BbINOMHEHNS 3a4a4u:
e BbIbpaTh pexxum paboTbl 3agauu;
e HaCTPOUTb MapameTpbl KOHTPOSS MOBTOPHbLIX 3aMyCKOB Nporpamm;
e yKasaTb obnacTb NpMMEHEHWS NPaBui KOHTPOINSA 3amnycka NporpamMmm;
e HacTpouTb ucnosnb3oBaHue KSN;
e HacTpoUTb NapameTpbl 3anycka 3agadu.

KoHTponb Wi-Fi B 6noke KoHTponb Wi-Fi no kHonke HacTpowka Bbl MOXeTe HacTpouUTb
cnepgywoLne napameTpbl BbIMOMHEHUS 3a4a4u:

e YMNpaBnATb peXxmMamm paboTbl KOMMOHEHTA;
e HacTpouTb NpaBuna KoHTponsa Wi-Fi ceTen.

KOHTpOnb dKTUBHOCTU B CeTn

Tabnuua 19. lNapamempsbi 8 pazderie KoHMposrib akmugHocmu 8 cemu
Bnok MapameTpbl
3awmTa oT wundpoBaHus B 6noke 3awmTta ot WncpoBaHMA No kHornke HacTpomrka Bbl MOXeTe

HacTpouTb cneayoLlime napaMeTpbl BbINOMHEHNS 3a4auu:

e BbIbOpaTh pexxum paboTbl 3agauu;

e HacTpouTb 06MnacTb 3aLiMTbl OT BPE4OHOCHOrO LWN(POBaHNS;
e HaCTPOWUTb NapameTpbl 3anycka 3agayu.

OdnarHocTuka cucrembl

Tabnuua 20. lNapamempsi 8 paszdene [QuazHocmuka cucmembi

Brnok MapameTpsbl
MoHuTOpUHr haninoBbIx B 6noke MoHUTOpPUHI hannoBbix onepaumun MOXHO HaCTPOUTb
onepauum KOHTPOIb N3MeHeHu B dharinax, KotTopble MOryT ykasblBaTb

Ha HapyLueHne 6e30MacHOCTM Ha 3aLMLLaeMOM KOMMbOTepe.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbili 0oynKkeH 30ecb omobpaxambcsi.
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AHanus xxypHanos

B 6noke AHanus XXypHanoB MOXHO HAaCTPOWUTb KOHTPOSb LIeNTOCTHOCTH
3aLMLLaeMOro KOMMbloTepa Ha OCHOBE pe3ynbTaToB aHanusa
XypHanos cobbiTuin Windows.

XypHanbi n ysegomneHus

Tabrnuua 21. lMapamempel 8 pazdene XKypHaribi u yeedoMneHus

Bbnok

MapameTpsbl

)KypHaﬂbl BbINOJIHEHNA 3agaY

B 6noke XKypHanbl BbINONHEHUA 3agay Mo kHonke HacTpoiika Bbl
MOXXETE HACTPOMTb creayloLLme napaMeTpsbl:
e yKas3aTb YPOBEHb BaXXHOCTU PErMCTPUPYEMbBIX COBbLITUIA
Ansl BbIOpaHHbIX KOMMOHEHTOB NPOrpaMmbl;
e yKasaTb NapamMeTpbl XpaHeHWs XKypHarioB BbIMOSIHEHUS 3a4au.

YBenomneHuns o coobITUAX

B 6noke YBegomMmneHusi o cobbITUsAX no kHonke HacTponka Bbl
MOXEeTe HacTPOUTb creayoLme napameTpsbl:
e yKasaTb NapaMeTpbl YBeAOMIIEHUS NoNb3oBaTens Ansi cobbiTns
O6HapyxeH 0bbekm;
e yKasaTb NapaMeTpbl YBEAOMIIEHMS aAMUHMCTpaTopa Ans noboro
BblOpaHHOro cobbITus 13 crnncka cobbiTuin B 6roke HacTpowka
yBeAOMITIEHUN.

BsaumopencTtBue ¢ CepBepom

B 6noke UHdopmupoBaTtb CepBep agMUHUCTPUPOBaHUS
no kHonke Hactpomka Bbl MOXeTe BbibpaTb TUMbl 06LEKTOB,

aAMUHUCTPUPOBAHUA
MHdopMauuio o KoTopbix Kaspersky Industrial CyberSecurity for
Nodes 2.5 6ygeT nepegasaTb Ha CepBep agMUHUCTPUPOBAHMS.

NHUMAEHTDI B 6noke UHUMAaeHTbI No kHonke HacTpomka Bbl MOXeTe BblOpaTb

yBeOMJIEHMS, Ha OCHOBE KOTOpLIX Nporpamma 6yaet doopmmnpoBathb
MHUMAEHTBI Ha cTopoHe Kaspersky Security Center.

UcTopus peBusnmn

B pasgene Uctopusa peBu3umn Bbl MOXETE YNPaBnATb PEBU3MAMN: CPABHMBATbL C TEKYLLEN PEBU3UEN UMK OPYrow
MONUTMKON, AO6AaBMATb ONUCAHNA PEBU3NIA, COXPaHATb PEBU3MK B haln Un BbINOMHUTb OTKaT.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HacTpoiika 3anycka no pacnmcaHuio fokanbHbIX
CUCTEeMHbIX 3agday

C nomoLlbio MONUTUK Bbl MOXETE paspellaTb MW 3anpellatb 3anyck NoKanbHbIX CUCTEMHBIX 3adadv NpOBEpPKM
no TpeGoBaHNO 1 OGHOBMEHUSI MO PacrnMCaHWio, YCTAHOBIIEHHOMY  JIOKanbHO  Ha KaXOoM  KOMMbloTepe
rpynnbl aAMUHUCTPUPOBAHUS:

. Ecnn 3anyck rno pacnmcaHuio Ana nokarbHbIX CUCTEMHbIX 3adady yKa3aHHOro Tuna 3anpeLlleH B NnoJinTuke,
Takue 3agayun He 6yﬂ,yT BbIMNONMTHATLCA HA NOKaNbHOM KOMMbOTEPE MO pacrnmcaHuto. Bbl moxeTe 3anyCcTnTb
NoKalibHble CUCTEMHbIE 3aa4y BPY4YHYIO.

e Ecnmn 3anyck no pacnucaHumio Ang nokarnbeHbIX CUCTEMHBIX 3a[a4 yKa3aHHOro Tuna paspeLleH B NOnuTuke,
Takue 3agayun 6ygyT BbIMOMHATLCSA B COOTBETCTBMM C NapamMmeTpamMun pacnmucaHns, HAaCTPOEHHbIMW NIOKarbHO
AN 9TOW 3agauyn.

Mo YMOJI4aHUIO 3anycCK J1oKalribHbIX CUCTEMHbIX 3ada4y 3anpeLuiaeTcd NOSINTUKOMN.

PekomeHOyeTcsi He paspeluatb 3arnyck MOKallbHbIX CUCTEMHbIX 3ajad, ecriv OBGHOBMEHUs UMM NPOBEpKU
no TpeGoBaHNIO PerynmpyroTcs ¢ MOMOLLbIO FPynnoBbIX 3aga4v Kaspersky Security Center.

Ecnu Bbl He ncnonb3yeTte rpynnoBble 3a4ayv OOHOBMEHWS UM MPOBEPKM MO TpeboBaHUIO, paspelunTe 3anyck
noKanbHbIX CUCTEMHbIX 3adad B nonutuke: Kaspersky Industrial CyberSecurity for Nodes 2.5 6ygeT BbINOMHATL
obHoBneHnss 6a3 n mogynen nporpaMmmbl, a Takke 3anyckaTb BCE flOKarnbHblE€ CUCTEMHbIE 3adaynM MPOBEPKM
no TpeboBaHMo B COOTBETCTBMM C NapaMeTpamMm pacnmcaHms no yMOnyaHuio.

C nomMoLLbo NONUTUK Bbl MOXeTe paspewlaTtb 1Unn 3anpellaTtb 3anyck no pacnmcaHuio anga cnegyroumx nokarnbHbIX
CUCTEMHbIX 3aau:

e 3apgaun nposepku no TpeboBaHuto: lNMpoBepka BaxHbIXx obnacten, lNMpoBepka OOBLEKTOB Ha KapaHTUHE,
[MpoBepka npu cTapTe onepaunoHHON cnuctemsl, lNpoBepka LernocTHOCTU MOAYen NporpamMmmel.

e 3agaun obHoBneHwus: O6HoBneHne 6a3 nporpammbl, OO6HOBNEHWE  MoAynen  nporpammbl
n KonnposaHue o6HOBRNEHWNA.

Ecnn Bbl ucknounTe 3almuiaemblit KOMNbOTEP U3 rpynnbl agMUHUCTPUPOBAHUA, pacnncaHne CUCTEMHbIX
3agad 6yp,eT aBTOMaTUYECKN BKITHOYEHO.

» UYmobbl paspewums unu 3anpemums 8 osiuMmuKe 3arycKk o pacrnucaHurw cucmemHbIX 3aday
Kaspersky Industrial CyberSecurity for Nodes 2.5, ebinonHume crnedyrouwjue 0elicmausi:

1. B pepeBe KoHconn agMUHUCTPUPOBaHUS pasBepHUTE y3en YnpaBnseMble YCTPOMCTBA, pas3BepHUTe
HY>KHYIO TPynny 1 B NaHenu pe3ynbTaToB BblbepuTe 3aknagky Monutuku.

2. Ha saknagke MonUTUKM B KOHTEKCTHOM MEHIO MOSIUTUKU, C MOMOLLIbKO KOTOPOW Bbl XOTUTE HACTPOUTbL 3anycK
no pacnucaHunio cuctemHbix 3agad Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha komnbloTepax
rpynnol, Bbibepute komaHay CBomncTBa.

3. B okHe CBownctBa: <ma nonutukm> oTKponTe Onok CBomncTBa nporpammbl. B 6rnoke 3anyck
CUCTEeMHbIX 3aga4 HaXkmnTe KHOMNKy HacTpowka v BbIMONHUTE OOHO M3 CriegyroLnx AeACTBUIA:

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e YcraHoBuTe dnaxku PaspewunTb 3anyck 3aga4q nNpoBepKu no TpeboBaHuto 1 PaspewmTtb 3anyck
3aga4y OOHOBMEHUS W KONUPOBaHUsI OGHOBIIEHUMW, 4YTOObI paspelnTb 3amnyck MO pacnuMcaHuio
nepeyvmcneHHbix 3agay.

e CHumute bnaxkm Paspewmntb 3anyck 3agad npoBepKuM no TpeboBaHuio 1 Paspewntb 3anyck
3agay oOHOBNEeHUs U KONMUPOBaHUA OOHOBMNEHUW, 4YTOObI 3anpeTuTb 3anyck Mo pacnucaHuio
yKa3aHHbIX 3a4ay.

YcTaHoBKa unn cHatue q)ﬂa)KKOB HE BJIMAET Ha napaMeTpbl 3anycka J1oKallbHbIX MOJIb30BaTEJIbCKNX
3a[ay yKka3aHHOro tumna.

4. Y6eputecb, 4To nommtuka (cMm. pasgen "O nonuTukax" Ha cTp. 88), KOTOpY Bbl HAcTpauBaeTe, akTVBHA
M NPUMEHEHA K rpynne KOMMbITEPOB aAMUHUCTPUPOBAHUS.

5. Haxmute Ha kHoMKy OK.

HacTpoeHHble napaMeTpbl 3anycka no pacrnvcaHuio ans BblopaHHbIX 3agay 6yayT npyMeHeHb!.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Co3paHue n HacTpouka 3agau
B Kaspersky Security Center

OT10T pasgen cogepxut nHdopmauuio o 3agadax Kaspersky Industrial CyberSecurity for Nodes 2.5, nx cosgaHum,
HaCTpoVike NnapameTpoB BbIMOMHEHUS, 3aMyCcKe U OCTaHOBKE.

B atom pasgene

O co3paHmm 3a0a4u B Kaspersky SECUIMLY CONLET .....uiiiii it ciieeiiee e e s ettt e e e e s st e e e e e s s st rae e e e e e s s s nnnaenneees 98
Cospanue 3ag0a4mn B Kaspersky SECUNLY CONTET ........ciiuiiiiiiiie ettt 99
HacTpowka nokanbHbIx 3agad B okHe "lNapameTpbl nporpammbl” B Kaspersky Security Center .............. 103
HacTpolika rpynnoBbix 3aga4 B Kaspersky SeCUNtY CENLET .........vvviiieiieiiiieieeeieeeeeveeeeeeeseessesesssesesseseesennne 111
Co3sfgaHune 3a8a4m NPOBEPKMN MO TPEOOBAHMID..........eiiiiiiitiee ittt eetieeeteeesiteesteessteeesnbeeesseeesseeesbeeesneeans 125
HacTpowka napameTpoB gnarHoctTuku cboes B Kaspersky Security Center........coccvvveveiniieieenniieeeenee, 130
Pab0Ta C PACTIMCAHMEM BBI8Y .....coouveeiiiie it iiieesitee et ettt e e st e e sbe e e shbe e e beeeabbeesabe e e ssbeesnneeebneesbneesnneens 132

O co3paHum 3apayd B Kaspersky Security Center

Bbl moxeTe cosfaBaTtb rpynnoBble 3afgayvn gonda rpynn agMMHUCTpUpoOBaHUA U OAnNA Ha6op0|3 KOMMNbKOTEPOB. Bbl
MOXeTe co3aaBaTb 3ajayn cnegyrowmx TUnoB:

e AKTuBaUWA NporpamMmbl

e KonupoBaHne o6HOBEHUN

e OO6HoBneHne 6a3 nporpammbl

e O6HOBNEHME Moaynen NnporpaMmmbi

e OrtkaT 06HOBNEHNs 6a3 nporpaMmbl

e [lpoBepka no TpeboBaHuO

e [lpoBepka LenocTHOCTM NporpamMmsl

e  dopMupoBaHUE NpaBuWIT KOHTPOISI 3anycka Nporpamm

e  dopMMpoBaHME NPaBUIl KOHTPONSA YCTPOWCTB

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Bbl MOXeTe co3gaTth nokanbHble U rPyNMNoBbIE 3a4a4un cneayLwmmmn cnocobamu:
e NS ogHOro koMmnbtotepa: B okHe CBonctBa <Mma komnbloTepa> B 6r1oke 3agaum;

e Ons rpynnbl agMUHUCTPUPOBAHUS: B MaHenu pes3ynbTaToB Yana BblGpaHHOM rpynnbl KOMMbOTEPOB
Ha 3aknagke 3agaum;

e 1na Habopa KOMMbIOTEPOB: B NaHenu pe3ynbTaToB y3na Bbibopku ycTponucTB.

C nomoLLbio MONUTUK MOXHO OTKMYNUTL pacnmcaHnst okanbHbIX CUCTEMHbIX 3agad O6HoBneHne n MNpoeepka
no TpeboBaHuo (cM. pasgen "HacTpoiika 3anycka no pacnmcaHuio fiokanbHbIX CUCTEMHbIX 3aday” Ha cTp. 96)
Ha BCEX 3alyMLlaeMblX KOMMNbOTepax OgHON rpynnbl aAMUHUCTPUPOBAHNS.

O6wasn nHpopmaums o 3agadax B Kaspersky Security Center cogepxutca B cripaske Kaspersky Security Center.

Co3paHue 3agaum B Kaspersky Security Center

MpoLeaypa HacTpovku napamMeTpoB PyHKUMOHanbHbIX KOMMoHeHTOB Kaspersky Industrial CyberSecurity for Nodes
2.5 BKaspersky Security Center He oTnnyaeTcs OT NnokanbHOM HaCTPOWKM napamMeTpoB 3TUX KOMMOHEHTOB
B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. MHcTpyKkummM no HacTpoike napaMeTpoB 3agad
n coyHkLmn nporpammel B KoHconu Kaspersky Industrial CyberSecurity for Nodes cogepxaTtca B COOTBETCTBYHOLLMX
pasgenax Pykogodcmea ronb3oeamerns Kaspersky Industrial CyberSecurity for Nodes.

» 4Ymobbl cozdamb Hosyr 3adady e KoHconu admuHucmpuposaHusi Kaspersky Security Center,
ebinosiHUMe criedyroujue delicmeus:

1. 3anycTtute macTtep co3gaHus 3agavm ogHMM U3 CreayoLmnx cnocobos:
e [lnda cospgaHma nokanbHOM 3aga4u:

a. B pepese KoHconu agmuHucTpmpoBaHua Kaspersky Security Center passepHuUTe Yy3ern
YnpaBnsiemble ycTponcTBa 1 BblbepuTe rpynny, KOTOpOWN npuHagnexT
3almLaemMblil KOMNboTEp.

b. B naHenu pesynbTaToB Ha 3aknagke YCTPOWCTBA OTKPOWTE KOHTEKCTHOE MEHI0 Ha CTpoke
C uHdpopMaLmeit 0 3aluLLaeMoM KomMbloTepe U BbibepuTe NyHKT CBOMCTBA.

c. B oTkpbiBlLIEMCS OKHe B pa3gerne 3aaaqm HaxXMuTe Ha kHornky [lo6aBUTb.
e [lna cosgaHusa rpynnoBon 3agayu:

d. B pepeBe KoHconu agmuHucTpupoBaHusa Kaspersky Security Center pasBepHute y3ern
YnpaBnsiemble YyCTPOMCTBA 1 BbIGepuTe rpynny, Anst KOTOPOW Bbl XOTUTE CO34aTh 3agady.

e. B naHenu pe3ynbTaToB OTKPOWTE KOHTEKCTHOE MEHIK Ha 3aknagke 3apgavu U1 BblOepuTe MyHKT
Cospartb > 3apavy.

e [Ins cosgaHusi 3a4auun Ans Npou3BosibHOro Habopa KoMnboTEPOB B AepeBe KOHCONM agMUHUCTPUPOBaHMS
Kaspersky Security Center B y3rne Bbl6opku ycTporcTB BbibepuTe NyHKT Co3aaTtb 3agavy.

OTKpOETCS OKHO MacTepa Co3aaHus 3agadn.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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2. B okHe OnpepeneHue Ha3BaHMA 3agaum BeBeauTe MmA 3agadm (He 6onee 100 cumBONOB, HE MOXET
coaepxaTtb CMMBOMbI " *<>7? \|: . PekomeHOyeTcs BKNIOYNTL B UMS 3aga4m ee Tmn (Hanpumep, "lNposepka
no TpeboBaHMo Nanok obuiero gocrtyna').

3. B okHe BbI6op TMna 3apauu nog 3aronoBkom Kaspersky Industrial CyberSecurity for Nodes 2.5
BblibepuTe TN co3gaBaemon 3agayn.

Ecnu Bbl Bbibpanu nobon tun 3agayu, kpome trna Otkat obHOBNEeHMN 6a3 unu AkTMBaumMs NporpaMmmel,

oTKpoeTcsl okHO MapameTpbl 3apgayn. B 3aBucumocTn OT TMna co3gaBaemMoWn 3adauyv BbIMOSTHUTE OLHO
13 criefyoLmx encTBum:

e Ecnu ebi cosdaeme 3alayy nposepku rno mpebosaHuio:

a.

B okHe O6nacTb npoBepku chopmupyiiTe 06nacTb NPOBEPKU.

Mo ymonuyaHuio o6nacTbe NPOBEPKN BKIHOYAET Kputnyeckue obnactu komnototepa. lpoeepsiemble
obnacTtn otobpaxatoTcs B Tabnuue noMeyeHHbIMU 3Ha4YKOM

Bbl MoxeTe u3MeHsATb 0GnacTb MPOBEPKU: BKMOYaTb B HEe OTAErNbHble npegonpeneneHHble
obnactu, OWCKM, Nanku, ceTeBble 0OBLEKTbI W alnbl U ycTaHaBnMBaTb 0OCOOble NapameTpsi
BesonacHoCTV Anga Kaxaon u3 gobaBneHHbIX obnacre.

YTobbl MCKNIOUNTE U3 MPOBEPKM BCe 0ONacTy NpPOBEpPKU, OTKPOWTE KOHTEKCTHOE MEHIO Ha Kaxaow
13 CTPOK 1 BblbepuTe Yaanutb o6nacTb.

Y7061 BKMIOUMTL B 06NacTb NpoBEPKN NpegonpeaeneHHyo obnacTb, AUCK, Nanky, ceTeBo 06bekT
unu davin, HaxmuTe npaBoX Knasuwew Mbllwn B Tabnuue O6GnacTb npoBepku u Bbibepute
Hobasutb obnacte. B okHe [lobaBneHue B o6nacTb npoBepKu BbibepuTe npeaonpeseneHHyo
obnactb B cnucke lMpeponpeneneHHasa obnacTb, ykaXxute AWCK KOMMbiOTepa, Mnanky, ceTeBou
06bekT unu an Ha sawuaemMoM KOMMNbioTepe Unu ApYroM KOMMbioTepe B CETU W HaXMuTe
Ha kHonky OK.

YUT06bl MCKMNIOUYNTL M3 NPOBEPKU BIOXEHHbIE Manku Unu daiinel, BoibepuTe O06aBNEeHHY nanky
(auck) B okHe OBnacTb NpPoBEPKU MacTepa, OTKPONTE KOHTEKCTHOE MeHIo U BbibepuTe HacTpouTs,
3aTeM B OkHe YpoBeHb 6e30MnacHOCTM HaxmnTe kHorky HacTpoika n B okHe HacTpoiika npoBepku
no Tpe6oBaHMIO Ha 3aknagke O6wme cHUMUTe hnaxok BrnoxeHHble nanku u gpannbl.

YTtobbl M3MeHUTb MapameTpbl 6e3omacHOCTM 06nacTu NPOBEPKU, OTKPOWTE KOHTEKCTHOE MEHH0
Ha obnactu, napameTpbl KOTOPOW Bbl XOTUTE W3MeHWTb, W BblbepuTe HacTpouTb. B okHe
Hactpoinka npoBepku no TpeboBaHuMIO BbIbepuTe OAWMH W3 NPeAYyCTaHOBMIEHHbIX YPOBHEW
BesonacHOCTW UM HaXMUTe Ha KHOMKY HacTpoinka, 4Tobbl HacTpouTb NapameTpbl 6Ge3onacHOCTU
BPY4YHYl0. HacTpoiika napameTpoB 6e30nacHOCTU BbIMOMNHSAETCH Tak Xe, kak B KoHconu Kaspersky
Industrial CyberSecurity for Nodes 2.5.

YT1o6bl MCKNOUNTL K3 JobaBneHHOW o6nacT NpOBEPKM BMOXEHHble OObLEKTbI, OTKpOUTE
KOHTEKCTHOE MeHIo B Tabnuue O6nactb npoBepku, Boibepnte [l06aBUTb UCKITHOYEHUE U YKaXKUTE
0ObeKTbl, KOTOPble Bbl XOTUTE WCKMIOYUTL: BblOepuTe npegonpeaeneHHyio obnactb B crnucke
MpeponpeneneHHass obnactb, yKaxuTe OWCK KOMMbioTepa, Mmanky, ceTeBow oObekT wunu dawn
Ha 3alMLLaeMoM KOMMbITEPE UN APYroM KOMMbIOTEPE B CETU, @ 3aTeM HaxkmuTe kHornky OK.

O6nacTi, SABRSAIOLMECH UCKIIOYEHWSIMI W3 NPOBEPKU, OTOBpaxaloTcst B TabnuLe noMeyveHHbIMM
3HauKkoMm L=

B okHe MapameTpbl BbINOMAHUTE crieaylowme AencTBuS.

YcTaHoBuTe naxok MNMpuUMeHATb OOBepeHHyK 30HY, ecni B 3ajaye Bbl XOTUTE WCKMIOYUTL
13 obnacTtu npoBepkn 00BEKTLI, ONUCaHHbIE B A0BEpeHHOM 30He Kaspersky Industrial CyberSecurity
for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxxambcsi.
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Ecnu Bbl nnaHupyeTe MCNOMNb30BaTh CO34aBaeMyto 3aady B Ka4ecTBe 3a4ayn NPOBEPKM BaXKHbIX
obnactern komnbioTepa, B oOkHe [lapameTpbl ycTtaHOBUTE dnaxok BbInonHATb 3apavy
B poHoBOM pexume. [lporpamma Kaspersky Security Center ©ygeT oueHuBaTb COCTOSIHME
f6e3onacHoCTU KOMMbiOTEepa (KOMMbIOTEPOB) MO pe3ynbTaTtaM BbIMNOMHEHUS 3aday CoO CTaTycom
Badaua nposepku BaxHbix obrnacmedl, a He TONMbKO MO pe3ynbTaTaM BbINOMHEHNS CUCTEMHOMN
3agaun [lpoBepka BaXHbIXx obnacter. [lpucos3gaHun nokanbHOM 3a4ayn  MPOBEPKM
no TpeboBaHmo bnaxok HeJOCTYMEH.

Uto6bl npucsBonTb pabodemy npoueccy, B KOTOPOM OyaeT BbINONHATLCA 3ajava, 6GasoBbin
npuoputeT Huskun, B okHe MapameTpbl yctaHoBUTE hnaxok BeinonHATb 3agavy B hoHOBOM
pexume. [lo ymonuaHuio paboyme npouecchl, B KOTOPbIX BbIMNOMHAKTCA 3ajaun Kaspersky
Industrial CyberSecurity for Nodes 2.5, nmetot npuoputet CpeaHui. lNoHmwkeHne npuoputeTa
npoLiecca yBenmunBaeT BpeMsi BbINOMHEHWS 3a4a4n, HO OHO TaKKe MOXET MONOXUTENbHO NOBMUATL
Ha CKOPOCTb BbIMOMHEHNSA NPOLECCOB APYrMX aKTUBHbIX NPOrpamm.

Ecnu ebi cozdaeme 00Hy u3 3aday 0ObHO8/1€HUS, YCTAaHOBUTE MapameTpbl 3agaqn B COOTBETCTBUM
C BalWMmu TpeboBaHUAMU:

a. Bbibepute ncToyHUK 0OHOBNEHUI B OkHE MCTOYHUK OBGHOBEHUNA.

b. Haxmute Ha kHonky HacTpoitka napameTpoB nokanbHou ceTu. OTkpoeTcss okHo Hactpoiika
napameTpoB COeANHEHUS.

c. Ha saknagke HacTpoiika napameTpoB coeaMHEHUSA BbINONHUTE crieaytowmne 4encTBus:
Ykaxute pexxum FTP-cepBepa ANnsi CoeAMHEHUS € 3alLULLAEMbIM KOMMbIOTEPOM.
Ecnu TpebyeTcs, nsmeHuTe Bpemst OXXnaaHust Npu COeAMHEHUN C UCTOYHUKOM OBHOBMEHMS.
HacTpovite napameTpbl 4OCTyMNa K NPOKCU-CepBepY Npu COeAUHEHMN C UCTOYHUKOM OBHOBNEHWIA.

YKaxute MecTOMOMOXEHNE 3allMLLIaeMOro KOMIbloTepa (KOMMbIOTEPOB), YTOBbLI ONTUMU3NPOBATbL
nony4eHne oGHOBMEHWIA.

Ecnu ebi co3ddaeme 3adauy O6HoereHue modynel rnpoepamMmbl, B okHe HacTponka napameTpoB
obHoBneHus Mopaynewn nporpamMmmbl HacTpouTe HYXHble napamMmeTpbl oBHOBREHNSA
NporpamMmmHbIX MOZYNEeNn:

a. Bbl6€pI/ITe, KonmnpoBaTb U yCTaHaBIMBaTb KPpUTUYECKNE 0OHOBNEHUS nporpamMMHbIX Mo,qyne|7| mnnm
TOJIbKO NPOBEPATb UX Hanun4vune.

b. Ecnn Bbl Bbibpanu KonupoBaTb M ycTaHaBNMBaTb KpUTUYECKME OOGHOBIEHMSA Moaynewn
nporpamMmbl, A58 MPUMEHEHUSA YCTAHOBIEHHbIX MPOrpaMMHbIX MOAYNEW MOXeT notpeboBaTbes
nepesarpyska KomnbtoTepa. YTo6bl Kaspersky Industrial CyberSecurity for Nodes 2.5
aBTOMAaTUYeCKM 3amnyckan nepesarpy3ky KOMMbOTepa Mocfe 3aBeplueHust 3afaudun, ycTaHoBUTE
dnaxok PaspelwaTtb nepe3sarpy3ky onepaumoHHOW cucTeMbl. YTo6bl OTMEHUTL aBTOMAaTUYECKYHO
nepesarpysky Mocne 3aBeplleHus 3ajauyun, cHuMuTe dnaxok Paspewartb nepesarpysky
onepauvoHHOW CUCTEMBbI.

c. Ecnu Bbl xoTuTe nony4yaTb MHOPMaUUO O BbiXxode NnaHoBbIX 06HOBReHun Moaynen Kaspersky
Industrial CyberSecurity for Nodes 2.5, ycrtaHoBuTe dnaxok [Mony4yatb wuHboOpMauuo
O AOCTYMHbIX NNIaHOBbLIX OGHOBMEHUAX MOoAYyel NpPorpamMMmbil.

"INNabopaTopus Kacnepckoro" He nyonukyeT nnaHoBble MakeTbl OOHOBMEHUA Ha cepBepax
OGHOBIEHNI ANS aBTOMAaTUYECKOro ODHOBMEHUS; Bbl MOXETEe caMu 3arpyxaTb Mx C Beb-canTa
"NabopaTtopun Kacnepckoro". YBegomneHve agmuHucTpaTopa O cobbiTM [OCTYNHbl HOBblE
nnaHoBble OOHOBIEHUA MOAYIEeN NPOrpaMmMbl MOXHO HacTpoutb. OHO ByaeT BknoyaTb agpec
Haluero Beb-cainTa, Ha KOTOPOM MOXHO 3arpy3uTb 3anfiaHMpPOBaHHblE OOHOBEHUS.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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Ecnu ebi co3daeme 3adayy KonuposaHue obHoesseHul, B okHe HacTponka napameTpoB KONMpPOBaHUA
OOHOBIEHUN YyKaxmTe cocTaB OOHOBMEHWUA U Nanky NOKarbHOro UCTOYHWKA OBHOBIEHWUN, B KOTOPYHO
0o0OHoBNeHunss ByayT COXpaHeHbI.

Ecnu ebi co3daeme 3adaqy Akmueayusi npoepammbi, B okHe NMapameTpbl akTuBauum npumeHute dann
KMova, CMOMOLLbI KOTOPOro Bbl  XOTUTE  aKTMBMPOBATb Mporpammy. YcTaHoBuTe  dnaxok
Ucnonb3oBaTthb B KayecTBe AOMNOJIHUTENIbHOIO Knk4a, ecln XoTuTe co3aaTtb 3afadvy and npoaneHuna
Ccpoka AeNCTBUSI NIULIEH3NM.

Ecnu ebi cozdaeme 3adayy @opmuposaHue npasusi KOHMposs ycmpolicme unu 3adavy @opmuposaHue
rpasusi KOHMPOJIsl 3arycka rpozpamMmM, B okHe HacTpomka ykaxuTe napameTpbl, Ha OCHOBE KOTOPbIX
OyneTt cchopMmpoBaH CNMCOK paspeLuaroLmx npasun:

a. Ykaxvte npedukc Ansg HasBaHWW npasun (TOMbKO AN 3agayn OPMUPOBAHUS NPaBui KOHTPOS
3anycka nporpamm).

b. Hactponte napameTpbl 06nacTM NPUMEHEHUS paspeluarlwmx npaBun (TONbko ANS 3agayun
dhopmMUpoBaHMa NpaBu KOHTPOMSA 3amnycka nporpamm). Haxxmute Ha kHonky danee.

c. YkaxuTe OeicTBUs, KOTopble 3agada byaeT BbINOMHATL BO BpeMsi (DOPMUPOBaHNA paspeLuatoLimx
npaBun  (TONMbKO  ANsi 3agayn  (pOpMMpOBaHMS  MpaBUN  KOHTPOMS  3amnycka nporpamm)
1 MO 3aBepLUEHNMN.

5. Hactpovite napameTpbl pacnucaHus 3agauv (Bbl MOXETe HacTpauBaTb pacnucaHve 3agady Bcex TUMoB
Kpome 3agaum OTtkat obHoBneHus 6a3). B okHe PacnucaHue BbiNnonHUTE criegyowme AencTBus:

a.

b.

UTO6bI BKMIOYNTL pacnvcaHue, ycTaHoBuTe naxok 3anyckaTb 3agadvy no pacnycaHuio.

YKaxuTe 4acToTy 3anycka 3agauu: Bblbepute OOHO W3 credylowmx 3HayeHun 13 cnucka YactoTa
3anycka: ExxevacHo, ExxecyTtouHo, ExxeHegenbHo, MNpu 3anycke nporpammsl, Nocne o6HoBneHusA
6a3 nporpammbl (B rpynnoBbix 3agadax OOHoBneHwve 6Ga3 nporpammbl, OBHOBNeHWe moaynen
nporpamMmbl Bbl TaKkke MoXeTe yka3aTb YacToTy 3anycka lNocne nony4yeHus o6HoBneHnn Cepsepom
agMuHucTpupoBaHua): O6HosneHve 6a3 nporpammbl 1 OB6HOBNEHME MOAYNEN NPOrpaMmbl):

e ecnu Bbl BbIGpanu ExxevacHo, ykaxute KOnNnyYecTBo Yacos B rnone Pa3 B <konu4ecTBO> 4 B rpynne
napameTpoB MapameTpbl 3anycka 3agayu;

e ecnu Bbl Bbibpanu ExxecyTO4HO, ykaxuTe KONMMYECTBO OHel B rnone Pa3 B <konu4yecTtBO> CyT
B rpynne napameTtpos MapamMeTpbl 3anycka 3agaum;

e ecnu Bbl Bbibpanu ExxeHegenbHO, yKaXxuTe KONMYECTBO Heaerb B none Pa3 B <konuyecTBO> Hep.
B rpynne napameTtpoB [MapameTpbl 3anycka 3agauu. YKaxuTte, No KakuM OHAM Hepenwu Oynet
3anyckatbcs 3ajadva (No ymon4yaHuio 3agava 6yaeT 3anyckaTbCsl No NoHeAeNbHUKaM).

B none Bpems 3anycka ykaxute BpeMsi NMepBOro 3anycka 3agayu; B none HavaTtb c ykaxuTe gaty
Hayana JelCcTBUSA pacnucaHus.

Ecnu Tpe6yeTc;|, 3aJanTe ocTarnbHble napameTpbl pacnmcaHuna: HAXXMUTE Ha KHOMKY HononHutensbHoO
1 B okHe [lononHUTenbHbIe napameTpbl pacnucaHunsa BbINONTHUTE cneayuine DencTems:

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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o YKaxuTe MaKkCMMarnbHYO NPOAOJIKUTENIbHOCTb BbINOJIHEHUA 3adadn: B rpynne I'Iapameprl
OCTaHOBKMW 3aAayum, B none HHMTeanOCTb BBeOguUTEe KONnM4ecTBoO YacoB U MUHYT.

o YKaxuTe NPOMEXXYTOK BpeMeHU B nNpeaesiax CyTokK, B TE4YEHNE KOTOPOIro BbINMOJIHEHNE 3aa4vdn 6yp,eT
NPMOCTaHOBIEHO: B rpynne I'Iapameprl OCTaHOBKM 3apaydn BBeOguTe Ha4dalbHOE€ W KOHe4YyHoe
3Ha4YeHne NpoMeXxyTKa B none anOCTaHOBVITb C ... Ao.

e YKaxuTe gaTy, HauMHas C KOTOPOW pacnucaHue nepecTaHeT LENCTBOBATb: YCTAHOBUTE (OIaXOK
OTMeHUTbL pacnucaHue ¢ U c nomollblo okHa KaneHpapb BbibepuTe gaTy, HauMHasi ¢ KOTOPOM
pacnucaHue nepectaHeT AEeNCTBOBATb.

e BknoumTe 3anyck NponyLLeHHbIX 3a4a4y: ycTaHoBUTE (hnaxok 3anyckaTb NponyLlieHHble 3a4ayum.

. Bkniounte mcnonb3oBaHue napamMmeTpa pacnpegeneHma BpeMeHu 3anycka: ycTaHOBUTE cbna>+<0|<
Pacnpep.enﬂTb BpeMsA 3anycCKa 3agay B UHTepBare 1 yKkaxxnute 3Ha4vyeHne napameTpa B MUHYTaxX.

e. Haxmute Ha kHonky OK.

6. Ecnu cospgaBaemas 3agaya sBRsieTCa 3agadvent Ans NpouM3BONbHOrO Habopa KoMnbloTepoB, BbibepuTe
KOMMbIOTEPbI CeTH (TPyMnbl), HA KOTOPbIX OHA ByaeT BbIMONHATLCS.

7. B okHe BbiGop yyeTHOI 3anucuy Ans 3anycka 3agadm yKaxkuTe yY4eTHYH 3anucb, C NpaBaMu KOTOPOM Bbl
XOTWUTE BbIMNOMHATL 3a4a4y.

8. B okHe 3aBepLueHV|e co3gaHnA 3agadm yCctaHoOBUTE d).l'la)KOK 3a|1y0TVITb 3apgady nocrne 3aBepLlieHuns
paGOTbI mMacTepa, eclim XoTuTte, 4yTOObI 334a4a 6bina 3anyujeHa no co3gaHun. HaxxmuTte Ha KHOMKY FotoBo.

Cos3pgaHHas 3agava otobpasntcs B cnvcke 3agavm.

HacTtpounka nokanbHbIX 3aga4 B okHe lNapameTpbl
nporpamMmsbl B Kaspersky Security Center

» Umobbl Hacmpoumb riOKasbHble 3adadyu unu  obwue napamempbl pozpamMmMbl 05 00HO20
KoMrblomepa 8 okHe [Napamempbi npoepamMmbl, 8bInosIHUMEe credyrwue delicmeus:

1. B pepee KoHconu agmunHmucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny, KOTOPOW NPUHAANEXNUT 3allmLLaeMblil KOMMNbIOTEP.
2. B naHenu pesynbTtatoB BbibepuTe 3aknagky YcTponcTsa.
3. Ortkpowite okHo CBoMcTBa: <UMs KOMNbIOTEpPa> OOHUM U3 CReayLWnX CrnocoboB:
e  [BOWMHbIM LLEMYKOM MbILIM HA MMEHW 3aLLULLIAEMOTO KOMMbIOTEPA;
e  OTKPOMWTE KOHTEKCTHOE MEHI0 Ha UMEHM 3aLLMLLAeMOro KomMnbloTepa u Bolbepute nyHKT CBOMCTBA.
OTkpoeTca okHo CBomncTBa: <Umsa KoMmnbloTepa>.
4. YT0Obl HACTPOUTL MapameTpbl NIOKANbHOWM 3afa4u, BbINOMHUTE cneayoLlime 0eNcTBus:
a. [llepengute B pasgen 3agaum.
b. B cnucke 3agay BbiGepuTe nokanbHyo 3agadvy, napaMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTbL:
e [1Baxapbl LLEeNKHUTE Ha UMEHU 3a[layn B CMUCKe 3a4au.

e BbibepuTe nms 3agaum n HaxmuTe Ha KHonky CBoMcTBa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0oskeH 30ecb omobpaxambcsi.
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e 3ateM BbIbepuTte NyHKT CBOMCTBA B KOHTEKCTHOM MEHIO BblIGpaHHOM 3agaun.
5. UYt06bl HacTpoMTbL NapaMeTpbl NPOrpaMMmel, BbIMOMHUTE creayolne 4encTBUs:
c. [lepengute B 6rok MporpamMmmsbl.
d. B cnucke yCTaHOBMEHHbIX NporpaMm Bbibepute nporpammy, KOTOPYH XOTUTE HAaCTPOUT:
e  [OBOWMHbIM LLEMYKOM MbILLM HA HA3BaHUN NPOrpamMMbl B CINCKE YCTAHOBMEHHbIX MPOrpamMm;

e BblAeNMTEe HasBaHWe MNporpamMMbl B CMWCKE  YCTAHOBMEHHBLIX  MPOrpaMM U HaXXMuUTe
Ha kHonky CBOMCTBa,;

e OTKPOMTE KOHTEKCTHOE MEHI0 Ha Ha3BaHWM MPOrpaMmbl B CMIUCKE YCTAHOBMEHHbLIX MNpPOrpaMm
1 BblbepuTe NyHKT CBOMCTBA.

Ecnun nporpamma pa6otaeT nog ynpaeneHvem nonutuku Kaspersky Security Center, u B 3101
NOSNIUTUKE HaMOXeH 3anpeT Ha U3MEHEHNe NapaMeTPOB NpPorpamMmbl, 3TU NapameTpbl HEAOCTYMHbI
AN n3aMeHeHus B okHe MapameTpbl NporpaMmmb.

Mpoueaypa HacTporkn napameTpoB PyHKUMOHaNbHbIX KOMNOHEHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 BKaspersky Security Center He oTnMyaeTcd OT JlOKanbHOM HaCTPOMKU MapamMeTpoB 3TUX
komnoHeHToB B KoHconm Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpyKuum no HacTpouke
napameTpoB 3agay u pyHkunn nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes
cofepxaTtca B COOTBETCTBYOLLMX padgenax Pykosodcmea nonb3osamers Kaspersky Industrial CyberSecurity
for Nodes 2.5.

KoHTponb npoekroB MNJIK

OTOT pasgen coaepXnT MHopMaLmio 0 TOM, Kak HACTPOUTb Y BbIMOMHUTL 3a4a4M NOSTyYEeHUst AaHHbBIX O MPOEKTaxX
NPOrpaMMmpPyeMbIX JTOTMYECKUX KOHTPOJSIIIEPOB 1 MPOBEPKM LIENMTOCTHOCTM NPOEKTOB NPOrpaMmMmnpyeMbIX TOrMYeCcKnX
KOHTpornnepos (aanee Takxe "npoektos MJ1K").

B aTtom pasgene

O npoBepke LenoCTHOCTU MPOEKTOB THTK ... ..iiii it 105
O Peectpe KOHDUMYPALMIA THTK ..ttt e e e e e e bbb e e e e e e e e e sanbreeeeas 106
HaCTPOMKA PEECTPA THTK ...ttt e e e s e et e e e s e e e e e e e e s e s e e e eas 106
HacTtpoiika nposepkn LenoCTHOCTU MPOEKTA THTK ...coii e 108
HacTtpolika npoBepkn LenoCTHOCTM MPOEKTA TITK ....ooiiiiiiiiiiiiiieiiieeeeeeeeeeeeeeeeee et eeeereseserennees 109
BknitoueHue 1 BbikNtoYeHne NPoBePKM LLENOCTHOCTU MK ... i ereaeees 110
MMnNopT 1 SKCnopT AaHHbIX Ansa 3agayuv MNonyyeHne aaHHbIX 0 npoekTax MITK. ..., 111

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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O lMpoBepke yenoctHocTn npoektoB MIK

dyHKUMA NpeaHa3HaveHa Anst NpoBepkun uenoctHocTy npoektos MNMJ1K, ncnone3yemMbix B NPOMbILLSIEHHON CETU.

Mpoekt MJIK — mukponporpamma, HanucaHHaa ans MJIK. Mpoekt MJIK xpaHutca B namaTtu MJK 1 BbinonHseTca
B paMKax TEXHOMOrM4eckoro npouecca, ncnonesaytowero MJK.

Onsa npoeepkn uenoctHocTn npoekToB MJK TpebyeTcs 4OCTYN MO CETU KOMMbIOTEPA C YCTAHOBMEHHOW NPOrpamMmoi
Kaspersky Industrial CyberSecurity for Nodes 2.5 k INMJIK.

» [leped Ha4yasiom ucriosnib3o8aHusi yHKUUU mpebyemcs 8bIMOSTHUMb cnedyrnujue
rnodzomosumersibHble Oelicmausi:

1. TonyunTtb nHdopmaumo o npoektax MJIK ¢ nomowwbto nokaneHon 3agaym KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5 Nony4yeHue aaHHbIx o npoektax MJIK.

2. B napameTtpax nokanoHon 3agadn KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 MNpoBepka
uenoctHoctn npoektoB [JIK ykasatb atanoHHble npoekTbl IMJIK 13 cnncka npoekToB, MNOMyYeHHbIX
Ha npeablayLiem Lware.

Mocne 3anycka nokaneHow 3agayn MNpoeepka LenoctHocTy npoektos MNMJTIK nporpamMa BbIBOAUT NpefynpexaeHust
B crnyvyae nameHeHus npoektos NJIK B cpaBHeHMM ¢ aTanoHHbIiMK npoektamu MJIK.

Mo ymonyanuto MNpoeepka uenoctHocTu npoekToB 1K BbIkMOUYeHa.

OTyeThl

OT4yeTHOCTb BXOAUT B Yncro 6asoBbix yHkUM CepBepa agMuHucTpupoBaHus Kaspersky Security Center.
Bocnonb3oBaTtbest 3TOM yHKUMEN MOXHO ToNbKo Yepe3 KoHcornb Kaspersky Security Center.

Mocne ycnewHoro 3aseplleHus 3agadm Nposepka LenoctHocTu NpoekTos MJ1K Bbl MOXeTe co3gaTth M NPOCMOTPETb
OTYeT COo criefytoLen nHdopmaumnen:

e UMS KOMMNblOTEPA, HA KOTOPOM 3aBepLUeHa 3agada lNposepka LenoctHocTn npoektos MIIK;
e [UJIK, LenocTHOCTb KOTOPbIX KOHTPONUpPYyeTCs;

e [aTa nocnegHen npoBepku;

e pesynbTaTbl NPOBEPKU LEENOCTHOCTH.

» 4Ymobsi cozdamb omyem Ha Cepsepe aOmuHucmpuposaHusi Kaspersky Security Center, ebinonHume
cnedyrouwjue delicmeusi:

Otkponte 3aknagky OTyeTbl U Bbibepute OTYET O NpPoOBepKe UENIOCTHOCTM NpOorpaMMupyemMoro
noruyeckoro koHTponnepa (MNK).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MogpoGHee o co3gaHmm oTyeToB cM. B Cripaske Kaspersky Security Center.

O Peectpe KoHdurypauumm MK

Peectp koHdpurypaumn MJIK (ganee takke "Peectp") 310 eguHbIn cnucok Bcex koHdwurypauun [MJ1K, koTopble
ucnonb3yotca nporpammamu  PeweHns Kaspersky Industrial CyberSecurity. KoHdurypaumsa TJIK - 3To
COBOKYMHOCTb 4acTHbIXx napameTpos [MJIK, koTopble Bbl MOXeTe yka3aTb B HacTponkax (IP-agpec, HoMep cnoTa,
mogenb u T.4.). Bl MmoxeTe gobaBnaTe, usMeHaTb 1 yaanatb koHdurypaumm MNJIK yepes Peectp.

Peectp koHdurypauun MJIK moxeT ObiTb HanomnHeH BPYYHYD MMM C MOMOLLLIO MMMopTa KOHMUrypaLMoOHHOro
danna, cogepxawlero gaHHble o koHdurypauusax MIIK.

Cnmcok koHdurypaumm MJIK B Peectpe ncnoneb3yetca ansa popmmupoBaHms obnacty 3awmtbl 3agayn posepka
uenocTtHoctn npoektoB [MJIK, HacTpanBaemon vepes KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.
Bo Bpemsi HanonHeHns cnucka koHdurypauun 3agaym MNonyyeHne gaHHbIX o npoektax MK Bbl MoxeTe AobaBnsaTb
n yaansate koHdurypauum MK, cogepxawumeca B Peectpe. Npu aTom, koHurypauum MNIK He 6yayT yaaneHsl
n3 PeecTpa, Tak Kak BHeCeHne n3MeHeHun B PeecTp BO3MOXHO TOSMbKO Yepes napameTpbl xpaHunuu, Kaspersky
Security Center.

Kaxxgasa koHdurypaums T[JIK pobaeneHHass B PeecTp wumeeT YHUMKaNbHbI  MOEHTUUKALMOHHBLIA  HOMEp.
Mpun BHeCeHUM nameHeHun B koHurypauumto MK, ngeHtudmkaumonHsin Homep nameHsietcs. Kondurypaumm MJIK,
AobaBneHHble yepes 3agadvy [lonyyeHne gaHHbIX 0 npoekTtax IMJIK B nokanbHon KoHconu Kaspersky Industrial
CyberSecurity for Nodes 2.5 He nmetoT nageHTudmkaumoHHbIx HomepoB. Takne koHgurypauum MJK moxxHo go6aBuTb
B PeecTp Bpy4Hyto npu co3gaHum obnacTtu 3awuTbl B 3agadve lNonyveHme gaHHbix o npoektax MJIK B Kaspersky
Security Center.

Cnuncok koHdurypaumn [TJIK B 3agade [llonyuyeHne panHbix o npoektax [MJIK B Kaspersky Security Center
chopmmpyeTcst U3 ABYX NCTOYHUKOB!

o KoHdwurypauun TJIK 6e3 naeHTMdOUKaUNOHHBIX HOMepoB, AobOaBneHHble B CMMCOK foKarnbHOW 3agaqu
B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 (Cnncok CUHXpOHM3NPpYeTCs aBTOMaTUYECKM).

o Kondwrypauun MNJIK ¢ ngeHtudmkaumoHHsiMm HoMepamu, gobaBneHHble agMuHUCTpaTopoM u3 Peectpa
KoHdurypaumm MK,

Ecnu koHdwurypauusa [MIK, pobaBneHHas B cnucok 3agadu [lonydeHue panHbix o npoektax MK, ypaneHa
n3 Peectpa, Kaspersky Industrial CyberSecurity for Nodes 2.5 ysegomngeTt Bac 0 TOM, 4YTO pe3ynbTaTbl NPOBEPKU
LenocTHocTu ByayT uckaxetsol. lNMepesanyctute 3agady lNonyyeHne gaHHbix o npoektax MJIK, ybeamnsLince, 4To BCE
koHGurypauum MNMJIK B cnncke 3agadn B Kaspersky Security Center cywiectBytoT B PeecTpe.

HacTponka peectpa MNJIK
» Ymobsl Hacmpoums peecmp [1JIK, ebinosiHume credyrouwiue delicmeusi:

1. B okHe Kaspersky Security Center Boibepute CepBep agMUHUCTPUPOBAHUA <UMS cepBepa>.
2. Ortkpowite goyepHui y3en JononHUTENbHO.

3. B nanke XpaHunuwa pepeBa koHconu Kaspersky Security Center BbiGepUTE  BMNOXEHHYHO
nanky O6opynoBaHue.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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4. B pabouyen obnactu nanku O6opyaoBaHMe HaXXMUTe Ha KHOMKY [lononHuTenbHble 4eNcTBUA 1 Bbibepute
PeecTtp koHdurypaumm MJIK 13 packpbiBatoLerocs cnmcka.

OTKpoeTcHa OkHO YnpaBreHue cnuckom koHdurypauum MIK.
5. Ytobbl 406aBUTL HOBYIO KOHGMUIYPaLMIO BPYYHYH, HAXXMUTE Ha KHOMKY [Jo6aBuTb.
OTtkpoeTca okHo MapameTpsbl MJIK (no6aBneH vyepes Peectp MIIK).
6. B 6noke O6wme napameTpbl:
a. Beegute Uma MNNK.
b. Bbibepute Tun MJIK 13 packpbiBatowierocsa cnmcka.

PackpbiBatowmmncsa cnncok goctynHeix tunos 1K, gaHHble 0 npoekTax KOTOPbIX MOXHO
nonyunte. Twn TUJIK npegctaBnser cobo Mogenb U CEPU0  KOHKPETHOrO
nsrotosutens MNJIK.

c. Beeaute Onucanue.

lMone pansaBBoga onNucaHus AOns Kaxgoro BblbpaHHoro Tuna [JK.  TNporpamma
npuBA3bIBaeT 3aaHHOEe OnucaHue K Kaxaowm HoBow Bepcun npowwmskm MIK, nonydeHHon
B XO4e BblNonHeHus 3agayu lNonyyeHve gaHHbIx o npoektax MIK.

d. BepguTe 3HayeHue BpeMeHU B cekyHaax Ansa napameTtpa OxunpaTb coeavHeHue.
7. B 6noke MNapameTpbl coeaMHEeHUs1 BBeAMTE CNeayoLyo MHPopMaumio;
a. Ykaxwute IP-agpec, MopT, Homep ctonkmn n Homep cnota MNJIK.

b. [Ona sawwutbl coegnHenuns c MJIK ycraHoBuTe dnaxok Acnonb3oBaTb naponb v BBeAWTE MNaposib
B MOMe HUXe.

dnaxkoK BKIOYaET UNu BbIKIKOYaeT NpUMEHeHne napons npu nogknwoyeHum k MNIK.

Ecnu cbnaxok ycTaHOBNEH, MporpamMmmMa UCMnonb3yeT ykasdaHHbI Naposb NPU NOAKMI0YEHUN
k MJIK ana ero onpoca.

Ecnun donaxok cHAT, nporpamma nogkniovaetcs k MJ1K 6e3 ncnons3osaHust naponsi.
Mo ymonyaHuio oraxokK CHAT.

dnaxoKk He 3agaeT HOBbIM Naponb Aansa nogkntodeHns K IJIK. YctaHoBka napons
BbINONHAeTCA Ha ctopoHe IMJIK.

c. CHumuTe nnu yctaHoBute riaxxok YutaTb 6G10KM AaHHbIX.
dnaxok BKMOYAET UMK BbIKINIOYAET cYnThbiBaHWe 6NoKoB AaHHbIX npoekTa MJIK.

Ecnn dnaxok yctaHoBneH, nporpaMma y4duTbiBaeT ONOKM [AaHHbIX Npu pacyeTte
KOHTponbHoW cymmbl npoekTta MIK. PekomeHnayeTcst ycTaHOBUTL chrnaxok, ecnu B 6noke
AaHHbIX codepXaTcA TOMbKO CTaTUYeCKMe BeNWYUHbI, YTOObl MOBBLICUTb YPOBEHb
©e3onacHOCTH NMPOBEPKMY.

Ecnn dnaxok cHAT, nporpamMma He yuuTbiBaeT OnokM p[paHHbiXx. PekomeHayeTcs
He ycTaHaBnuBaTb (pnaxok, ecnm B ONoke [AaHHbIX codepxaTcs AMHaMU4eckue
BEMWYMHbI, YTOObI M3bexaTb MNOXHbIX cpabaTbiBaHMM 3agadyv [MpoBepka LEenoCTHOCTM
npoekTtoB MJIK npu cpaBHeHuM Bbi6paHHoro npoekTa MJIK ¢ aTanoHHbIM.

Mo ymonyaHuio naxok CHAT.

d. Haxmute Ha kHonKy OK.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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8. Bbl Takke MmoxeTe UmnoptupoBatb U1 dkcnoptupoBaTtb xml-panin ¢ koHpurypaumen [MJIK, Haxas
Ha COOTBETCTBYHIOLLYIO KHOMKY B okHe PeecTp koHdurypauum npoekrtos MIIK.

9. Yt06bl N3MeHNTb NapameTpbl KoHurypauum MK, HaxmuTe Ha kKHoNKy U3MEHUTD.

N3meHeHne koHdurypauum [1JIK B peectpe [IK BnuaeT Ha pesdynbTaThbl 3agadn [lpoBepka
uenocTtHoctn npoektoB [MJ1K. Bam notpebyeTtca 3anyctuTb 3agady [lonydeHne AaHHbIX O NpoekTax
MJIK, 4tobbl nony4ntb OOGHOBMEHHLIE [OaHHble, W 3aTEM CHOBa 3anycTuTb 3agady [lpoBepka
uenocTtHocTtu npoekToB MJIK, 4ToObI NONY4YMTL akTyanbHble pe3ynbTaThbl.

10. Haxxmute Ha KHOMKy YaanuTb, ecnu 6onblue He ucnonb3yeTte koHdurypaumio MJIK.

Mocne ypanenusa un3 peectpa MNJIK npoekT IMJIK cTaHOBUTCS HELOCTYNHbLIM ANA NOSyYEHUs OaHHbIX
N NPOBEPKN LIENTOCTHOCTM.

11. Ncnonb3ynTe none ®unbTp, 4T0ObLI YBMAETL BCEe KOHUrypaumm MNJK ¢ TpebyembiMn 3Ha4eHUSIMN.

Bbl He MmoxeTe ncnonb3oBaTb GunbTp no ID Peectpa MJIK.

12. Bl Takke MoXeTe YycTaHOoBUTb pnaxok [MokasbiBaTb Tosibko KoHdurypauum [JIK, pocTtynHbie
ANA ynpaBneHus ¢ nomowbio nporpammbl Kaspersky Industrial CyberSecurity for Nodes, ecnu Bam
He TpebyeTtca  obwwmin  cnucok  KoHdwurypaumn  TJIK  gng nporpamm  pelweHust  Kaspersky
Industrial CyberSecurity.

13. HaxmuTte Ha KHOMKy 3aKpbIThb.

PeecTtp MJIK 6ygeT coxpaHeH.

HacTtpowka lNpoBepku uenoctHoctu npoektos MNJ1K

Mepen nposepkon uenoctHocTn npoektoB MNJIK Heobxognmo nonyyuntb uHdopmaumo o npoektax MK, koTopble
NCMNOMb3YTCS B MPOMBILLNEHHON CEeTU B HacTosilee Bpems. NonydyeHne nHopMaummn BbINMOMHAETCS C MOMOLLbIO
nokaneHon 3agauu MNMonydeHne aaHHbIX 0 npoekTax MK,

» Hacmpolika lNonyyeHus daHHbIx 0 npoekmax 1K

1. Otkponte KoHconb agMuHucTpupoBaHus Kaspersky Security Center.

2. B yane YnpaBnsiemble ycTpoucTBa BbibepuTe 3aknagky YCTPOUCTBa U OTKPOWTE CBOWCTBA BblIOPAHHOIO
KOMMblOTEpAa.

3. B paspgene 3apgaum BoibepuTe NMonyyeHne paHHbIx o npoekTtax MJIK > ConcrBa.
OTtkpoeTca okHo CBoncTBa: NonyyeHune gaHHbIX o npoektax MIK.
4. Ortkponte 6nok KoHdurypauum MIK.

B cnucke koHdurypaumn MIK otobpaxatoTca koHdurypaumm, nobaenerHHble yepe3d KoHconb Kaspersky
Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HobaBneHHble yepe3 KoHconb Kaspersky Industrial CyberSecurity for Nodes 2.5 koHdurypauum
nosiBNsitOTCA B cnucke 3apady Kaspersky Security Center Tonmbko nocrne 3aBeplleHusi 3agaudu
"Mony4eHne pgaHHbIx o npoektax MJIK" Ha nokanbHOM KomnbtoTepe ¢ KoHconbio Kaspersky Industrial
CyberSecurity for Nodes 2.5.

5. Haxmute Ha kHonky [lo6aBuTb MJIK n3 peectpa, 4to6bl 4O6aBUTL HEOOXOANMbIE KOHGUIYpaLMK MPOEKTOB
MJIK n3 peectpa MNMJIK (cm.pasgen "Hactpoiika peectpa MNJIK" Ha cTp. 106).

OTkpoeTcs okHo Peectp koHdurypauun MIK.
6. Bblbepute koHpurypaumto MNIK n HaxxmuTe Ha kHonky [lo6aBUTL B CNMCOK 3aAav.
7. [HobasbTe Bce HyxHble koHpurypaumm MJIK 1 3akponte okHo Peectp koHdurypaumm MIK.

8. UTtobbl fo6GaBuTb KoHgUrypauuto MIIK, nonyyeHHylo 13 3agayn Ha JlokanbHOM KOMMbHOTEPE, BbIMOSHUTE
creayloLime oencTBus:

a. B cnucke koHdurypauui MNIIK Beibepute Ty, koTOpyto xoTnte gobasute B peectp MIK.

b. HaxmuTe Ha kHonky MogknounTb K peectpy MJIK.

Y kaxgou koHdurypaumm MNIK n3 peectpa ecTb yHUKanbHbIM MAEHTUMUKALMOHHBIA HOMEpP, YKa3aHHbIN
B nocrnegHem crtonbue. [locne pobaeBnenna koHdurypaumm TJIK 13 3agaynm  Ha fokanbHOM
komnbtoTepe B peectp MK aTon koHdUrypauum npnuceamBaeTcs aeHTUMOUKaALNOHHBIA HOMED.

9. Yto6bl yoanutb koHdurypauuto MNMJIK n3 cnmncka 3agad, BbINONMHUTE cnegyowmne oencTBus:
a. Boibepute koHdpurypauuio MJIK.

b. Haxmute Ha kHOMKY YaanuTb.

MNJK He yoanseTcsa U3 peecTpa, U ero MoXHO 406aBuTb CHOBA B 1060 MOMEHT.

10. B okHe CBonuctBa: [onyvyeHune paHHbIx o npoektax [MMJIK Haxmute HakHonky OK, 4TOOBI
COXPaHUTb N3MEHEHNS.

MHdopmaumsa, nonyvyeHHas B pesynbTaTe BbINOfAHeHUs 3afavu [lonyyeHne pAaHHbIX o npoektax [1JIK|
ucnonb3dyetcs And Bblbopa aTanoHHbix npoektoB [MJIK v HacTporikm 3agaunm [lpoBepka LENOCTHOCTU
npoekrtos MJIK.

HacTtponka lNpoBepku uenoctHoctu npoektos MNJ1K
» Umobbi Hacmpoume posepky uenocmHocmu npoekmos 1K, ebinonHume credyrouwue delicmeus:

1. Ortkponte KoHconb agMuHucTpupoBaHus Kaspersky Security Center.

2. B yane YnpaBnsiemble ycTpoucTBa BbibepuTe 3aknagky YCTPOUCTBa U OTKPOWTE CBOWCTBA BblIOPAHHOIO
KomnbloTepa. B pasgene 3agaum Buibepute MpoBepka uenoctHocTn npoektos MJIK > CBoncTBa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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OTkpoeTcsa okHo CBoncTBa: NMpoBepka LenoctHocTu npoekTtoB MJIK.

B pasgene Hactpowka okHa cBoncTB 3agaum [lpoBepka uenoctHoctn npoektoB [1JIK Haxmute
Ha kHonky [lo6aBUTL.

OTkpoeTcs okHO [laHHble ansA npoBepku uenoctHocTu npoekTa MNIK. Bce aaHHbIe B 3TOM OKHe nonyyeHb!
B pesynbTaTe BbiNOMHeHns nokanbHow 3agavm Kaspersky Security Center lNMonyyeHve gaHHbIX O npoekTax
MiK.

Ona kaxpgoro tuna MJIK B Tabnuue npy He06X0AMMOCTU HACTPOWTe MapamMeTpbl NMPOBEPKU LENTOCTHOCTU
npoektoB MNJIK. [1ns 3TOro BbINONHWUTE cneayoLlne 4encTBUs:

a. Bbibepute B Tabnumue 3annch ¢ gaHHbiMu MNJ1K 1 HaxxMUTe Ha KHONKy U3MeHUTD.
OTtkpoeTca okHo MapameTpbl NpoBepku LenocTHocTu npoekrta MIK.

b. YcraHoBuTe 3HaueHue napameTtpa UHTepBan onpoca MK, ytobbl yka3aTe MHTEpBaN BpeMeHu, Yepes
KOTOPbLIV NporpaMmma 3anpatuveaeTt nHgopmaLmio o napameTpax npoekta MNJIK.

c. Bbibepute oatanoHHeim npoekt [MK un3 cnucka. [lo pesynbTatam CpaBHEHUS C napameTpamu
3TanoHHOro NPoeKTa nporpaMmma genaet BbiBoA O uenoctHocTu npoekta MJIK.

d. B okHe MapameTpbl npoBepku UenocTtHocTy npoekTa MJIK HaxxmuTe Ha kHonky OK.

B rpace Tun INJIK okHa [aHHble Ans npoBepku uenoctHoctu npoekrta MJIK yctaHoBuTe dbnaxku
HanpoTmB Tex TunoB. MJIK, LenocTHOCTb NPOEKTOB KOTOPbIX Bbl XOTUTE NPOBEPSITh.

B okHe [laHHbIe ans npoBepku uenoctHocTn npoekra MJIK HaxmuTe Ha kHonky OK.

B okHe CBownctBa: lNposepka uenoctHoctn npoektoB MK Haxmute Ha kHonky OK, 4ToBbl coxpaHuTb
BHECEHHbIE N3MEHEHWS.

BknroyeHue n BbikntoyeHue lNMpoBepku uenoctHoctu npoekroB MNJIK

3apgava lNposepka uenoctHocTn npoektoB [MJIK BbinonHaeTca Tonbko nocrne Toro, kak Kaspersky Industrial
CyberSecurity for Nodes 2.5 nonyuut gaHHble o npoekte [MJIK ¢ nomowbio 3agayvm MonyyvyeHne AaHHbIX
o npoektax MJIK.

» Umobbi eknoYumb unu  ebikYumb [posepky uernocmHocmu rnpoekmoes [1JIK, ebinonHume
cnedyrouwjue delicmeusi:

1.
2.

OTtkponTte KoHconb agMmuHncTpupoBaHus Kaspersky Security Center.

B yane YnpaBnsiemble ycTponcTBa BbibepuTe 3aknaaky YCTpoMcTBa M OTKPOWTE CBOMCTBA BbiOpaHHOro
KomnbloTepa. B paspene 3apgaum Boidepute MpoBepka uenoctHocTu npoektoB MJIK > CBoncTBa.

OTtkpoeTca okHo CBoncTBa: NMpoBepka LenoctHocTu npoekToB MJIK.

B pasgene OO6Owue okHa cBolcTB 3agaun [lpoBepka uUenocTHocTu npoektoB [JIK BbinonHuTe
cnegywolwmve gencTesuns:

e Haxmute Ha kHOMKy 3anycTUTb, YTOObLI BKMNOYNTL MpoBepky LienocTHocTy npoekTos MJIK.

¢ Haxmute Ha kHonky OcTaHOBUTb, YTOObI BbIKNOUNTL MpoBepKy LenoctHocTu npoekta MIK.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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4. B okHe CBowncTtBa: lNMpoBepka venoctHoctu npoekToB MJIK HaxmuTe Ha kHonky OK, 4ToGbl coxpaHuTb
BHECEHHbIE N3MEHEHNSI.

UmnopT u akcnopT AaHHbIX AnAa 3apaayu lNonyyeHne aaHHbIX o npoektax MJK

» Umobbl umrnopmuposame UU  3Kcriopmuposamb OaHHble O 3adaqu  [lonydeHue OaHHbIX
o npoekmax lJIK, ebinonHume credyrowue delicmeus:

1. Ortkpoute KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

2. B yane YnpaBnsiemble ycTpoucTBa BbibepuTe 3aknagky YCTPOMUCTBa U OTKPOWTE CBOWCTBA BblIOPaHHOIO
komnbloTepa. B pasgene 3apgaum Buibepute Mony4veHne gaHHbIX o npoekTax MJIK > CeoncTea.

OTkpoeTcsa okHo CBowncTBa: NMonyuyeHne gaHHbIX o npoektax MJIK.
3. B pasgene HacTtpoika BbINOMHUTE OAHO M3 CeAyoLnX AeNCTBUNA;

e Haxmute Ha kHonky MMnopT, 4Tobbl MMNopTUpoBaTh B Tabnuuy MonydeHne aaHHbIX 0 npoekTte MK
AaHHble o MK, nHopmaumio 0 NpoeKkTe KOTOPOro Bbl XOTUTE NOMAYYUTb.

OTtkpoeTca ctaHgapTHoe okHo Microsoft Windows OTKpbITh dann. BeinonHuTte crneayowme AencTBms:
a. B okHe Microsoft Windows OTkpbITb hann Bbibepute XML-cpann ¢ napametpamu MK,
b. Haxmute Ha kHOMKy OTKPbITb.
OTtkpoeTcsa okHO UMnopT napamMeTpoB.
c. Bbibepute metoa nmnoptupoBaHusi napameTpos MJ1K:
e 3amMeHuTb TekyLme napameTpbl.
e [obaBuTb B TEKyLLME NapameTpsbl.
3anuvcun otobpaxatoTcs B cnucke YKkaszaHHble gaHHble npoekTta MIIK.

e Haxmute Ha kHoOnKy 3KCnopT, 4TOObLI 3KCNOpPTMPOBaTb codepxumoe Tabnuubl lMonydeHne AaHHbIX
o npoekte MJIK B XML-dawn.

4. B okHe CBoucTBa: lNMonyyeHne paHHbix o npoektax MINK HaxmuTe Ha kHonky OK, 4Tobbl coOxpaHuTb
BHECEHHbIE N3MEHEHWS.

HacTtpouka rpynnoBbix 3apgayd B Kaspersky Security Center

Mpouenypa HacTponKmn napameTpoB (PyHKLMOHamNbHbLIX KOMNoHeHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 B Kaspersky Security Center He oTnnyaeTca OT NlOKalbHOW HACTPOWKM MapamMeTpoB 3ITUX
komnoHeHToB B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpykumMm no HacTporike
napameTpoB 3agay u yHkunn nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes
cogepxaTtcsa B COOTBETCTBYHOLLMX pasgenax Pykosodcmea nonb3osamens Kaspersky Industrial CyberSecurity
for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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» Umobbl Hacmpoums epynnosyto  3adady  Osfisl HECKOJIbKUX — KOMIMbOMEPOS,  8bINOSIHUME
cnedyrouwjue Oelicmeusi:

1.

B pepese KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en Ynpasnsiembie
ycTpouncTBa. PassepHuTe rpynny agMMHUCTPUPOBaHNS, ANA KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTpPOUTb
napameTpbl 3a4au.

B naHenu pesynbTaToB BbIGPaHHON Fpynmbl agMUHUCTPUPOBAHNUSA OTKPOITE 3aKnaaky 3agayu.

B cnucke paHee cosaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napaMeTpbl KOTOPOW XOTUTE HAacTpPOUTb.
OTtkpowite okHO CBoncTBa: <UMA 3agaun> OgHUM U3 CreayoLnX CnocoboB:

OBOWMHbBIM LLEMYKOM MbILLM Ha MMEHM 3a4a4yum B CINCKE CO34aHHbIX 3agav;

BblaennMTte wuMd 3agadn B CNUCKE CO34aHHbIX 3adady wu I'IepeVIﬂ,MTe no ccoinike  U3mMeHUTb
napamMeTpbl 3aaayu,

OTKPOMTE KOHTEKCTHOE MEHI0 Ha UMEeHM 3adayn B CMWCKe CO3AdaHHbIX 3adady U Bblbepute
nyHKT CBOMCTBA.

B pasgene YBegoMneHust HacTpoiiTe NapaMeTpbl yBeAOMIIEHUI O CODLITUSIX 3aaui.

MogpobHasi MHdOopMauusi O HacTpoMKe MNapaMeTpoB B 3TOM pasferie COAEPXWUTCS B cripaske
Kaspersky Security Center.

B 3aBMcMMOCTM OT TMNa HacTpanBaeMoKn 3a4a4un BbINOMHUTE O4HO M3 CneayroLnx 4eNCTBUR:

Ecnu Bbl HacTpavBaeTe 3agady NPoBEPKU MO TpeboBaHMIO:
a. B paspene Hactpowmka cdhopmumpyiiTe o6nactb NpoBEPKM.

b. B pasgene MapameTpbl HacTpoiTe UHTErpaLMIO C APYTMMU KOMMNOHEHTaMU NPOrpaMmMbl U YPOBEHb
npuopuTeTa 3agauu.

Ecnu BbI HacTpaunBaeTe OAHY U3 3adad 0OHOBNEHNS, YCTaHOBUTE NapamMeTpbl 3afayvyn B COOTBETCTBUN
C Bawnmmm Tpe6OBaHMF|MI/IZ

a. B paspene MWcTouyHMK OOHOBRMEHWM HacTpomTe napamMeTpbl WCTOYHMKA OBHOBNEHMN
1 ONTMMU3aLMIO UCMONb30BaHWSA AMCKOBOW NOACUCTEMBI.

b. Mo kHonke HacTponka nmapameTpoB coeaAuHEHUsi HacTpowTe oblime napameTpbl coeguHeHus
¥ napameTpbl COeANHEHNS C UCTOYHUKOM OBHOBMNEHUIA.

Ecnu Bbl HacTpauBaeTe 3apady OOHoOBneHve wmoaynen nporpammbl, B pasgerne Hactpoiika
napaMmeTpoB OOGHOBIIEHMA MoAynen nporpaMmmbl BblbepuTe JencTBue, koTopoe TpebyeTcs
BbIMOSIHUTL: KOMUPOBATb W YCTaHaBNMBATb KPUTUYECKME OOHOBMEHMSI MPOrpaMMHbIX MOAYNen wnm
TONbKO MPOBEPSTb UX HANU4me.

Ecnn Bbl HacTpavmBaeTe 3agayy KonupoBaHue oGHOBneHwi, B pasgene HacTtponka nmapameTpoB
KOMUPOBaHMsI OOHOBNMEHUN YKaXwWTe COCTaB OOHOBMEHMM U Manky noKanbHOrO WCTOYHUKA
0BHOBMEHNI, B KOTOPYIO OGHOBEHNSI ByAYT COXpaHeHbI.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxamabcsi.
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e FEcnn Bbl HacTpauBaeTe 3agady AKTMBauusa nporpammbl, B 6noke [MapameTpbl akTuBauum
npuMeHnTe dann Kr4ya, C NOMOLLbH KOTOPOro Bbl XOTUTE akTUBMPOBaTb NMporpamMmMy. YCTaHOBUTE
dnaxok Ucnonb3oBaTb B Ka4ecTBe AOMNOSIHUTENILHOrO KOoAa akTMBaLMM UMK KNrYa, ecnu xotuTte
[00aBuTb KoA akTUBaLMKN UKW KN4 A58 NPOANEHNst CPOKa AeNCTBUS NINLEH3UN.

e Ecnu Bbl HacTpamBaeTe ofHy M3 3agay aBTOMaTMYECKOro (hOpMUPOBaHWA paspeluarolmnx MnpaBusl
KOHTpOns koMmnbloTepa, B 6noke HacTpomka ykaxuTe napamMeTpbl, Ha OCHOBE KOTOpbIX OyaeT
chOpMMPOBaH CMUCOK paspeLuaroLmnx npasus.

6. B pasgene PacnucaHue HacTpolTe napameTpbl pacnucaHna 3agaym (Bel MOXeTe HacTpanBaTb pacnucaHme
3agay Bcex TMnoB kpome 3agadn OTkat obHoBreHuns 6a3).

7. B pasgene YyeTHas 3anucCb YKaXXUTE YYETHYIO 3anuCb, C MpaBaMu KOTOPOW Bbl XOTUTE BbINOMHATE 3a4aqvy.
MogpobHasa nHpopmauns 0 HacTponke napameTpoB B 3TOM pasferie COAepXMTCH B cripaske Kaspersky
Security Center.

8. Ecnu Ttpebyetcs, B pasgene WUcknouyeHus vs obnactm AenctBus 3agjadv ykaxute OObeKTbl, KOTOpble
XOTUTE MWCKMIYNTL U3 obnactn gencrema 3agayn. NogpobHas mMHbopMauus O HacTponke napameTpoB
B 3TOM pasgene cogepxutcs B cripaske Kaspersky Security Center.

9. B okHe CBoucTtBa: <Mmsa 3apgaun> Haxxmute kHomnky OK.
HacTpoeHHble napameTpbl rpynnoBbIX 3agad 6yAyT CoOXpaHeHsbl.
MapameTpbl rpynnoBbIX 3a4adv, AOCTYMNHbIE ANsi HACTPOWKK, ONMcaHbl B Tabnuue HUXe.

Tabrnuya 22. lMapamempei epynnoesix 3aday Kaspersky Industrial CyberSecurity for Nodes 2.5

Tunbl 3apgay Kaspersky Pasgen B okHe MapameTpbl 3aaaumn

Industrial CyberSecurity CBonctBa: <Umsna

for Nodes 2.5 3agaun>

ABTOMaTMyeckoe HacTpoika [Npun HacTporke napameTpoB 3agaun
hopmrpoBaHve npasumn dopmrpoBaHmne NpaBum KOHTPONS 3anycka
(3agaya PopmmpoBaHue nporpamm Bbl MOXeTe:

MpaBnn KOHTPONs 3anycka  U3MEHWUTb 06nacTb 3aLmnThl, A06aBNss UK

nporpaMm 1 3agada
dopmMupoBaHue nNpasun
KOHTPOIS YCTPOMWCTB).

yaansas nyTv K nankam v ykasbiBasi TUMbI
dhaiinos, 3anyck KOTOPbIX paspeLleH
aBTOMaTUYECKU
chopMMpOBaHHBLIMU NpaBuNamMu;

e YYNTbIBATb UMW HE YYUTbIBATL 3aMNyLLEHHbIE
nporpammei.

NapameTpbl Bbl MOXeTe ykasaTb AeicTBus
npy (hOpMMPOBAHUM paspeLLaloLLyX npasun
KOHTPOMS 3anycka nporpaMm:

e WUcnonb3oBartb uudpoBon ceptudumkar

Ecnu BbIGpaH 3TOT BapuaHT, TO

B NapameTpax hopMMpyeMbIX paspeLuaroLLmx
npaBun KOHTPOIIA 3anycka nporpaMm

B Ka4yecTBe KpuTepusi cpabaTbiBaHNs
npasurna ykasbiBaeTcs Hanuvme LmdpoBoro
ceptudukarta. B gansHenwem nporpamma
OyneT paspeluatb 3anyck nporpaMmm

C MOMOLLbIO (palinos., Yy KOTOPbIX eCTb
undpoBon cepTudmkaT. ATOT BapmnaHT

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tunbl 3apgay Kaspersky
Industrial CyberSecurity
for Nodes 2.5

Pasgen B okHe
CBomnctBa: <Umsa
3agaun>

MapameTpbl 3agauun

pekoMeHOyeTCs, ecrn Bbl XOTUTE paspeluaTb
3anyck NtobbIx NporpaMm, 40BEePEHHbIX
B OMepauyVoHHON cucTeme.

e WUcnonb3oBaTb 3arosioBoOK U oTne4yaTok
umncppoBoro ceptudukarta

dnaxok BKMoYaeT Unu BblknovaeT
MCNomnb30BaHVeE 3arofoBka 1 oTnevyaTka
umdpoBoro ceptudurkaTta cdarna B KayecTse
KpuTepus cpabaTbiBaHUsI pa3peLuatoLmx
npaBun KOHTPOISA 3anycka nporpamm.
BkntoyeHmne aToro dnaxka no3sonseT 3agatb
Gonee cTporve ycnoBsus NpoBepKM
uncpoBoro ceptudumkara.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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o Ecnu ceptucdumkar orcyrcreyer

PackpbiBalOLMNCS CNNCOK, NO3BOSIAOLLMIA
BblOpaTb KpuTepun cpabaTbiBaHUs
paspeLuarLLmMX NpaBun KOHTPONs 3anycka
nporpaMmm gns cny4vasi, ecnv cgann,

Ha OCHOBE KOTOPOro oopMUpyeTCs NPaBuIio,
He MMeeT LndpoBoro ceptudurkaTa.

¢ WUcnonb3oBartb xew SHA256

Ecnu BbIGpaH aTOT BapmaHT, TO

B napameTpax popMupyembIx paspeLuaroLmnx
npaBui KOHTPOISA 3anycka nporpaMmm

B KayecTBe Kputepusi cpabaTtbiBaHUst
npaBuna ykasblBaeTcs 3HayeHue
KOHTPOJSIbHOW CyMMbI (hbaina, Ha OCHoBE
KOTOpOro hopmMmpyeTcs npasusio.

B panbHeriwem nporpamma 6yget
paspeLuaTb 3anyck nporpamMmm, 3anyckaembix
dannamm ¢ ykasaHHbIM 3Ha4YeHNnemM
KOHTPOIbHOW CYMMbI.

OTOT BapuaHT pekoMeHJ0BaH Ansi Cry4Yaes,
Korga popMupoBaHune npasun obsisatensHO
nns obecnevyeHns COOTBETCTBUS
MaKCuUManbHOMY YPOBHIO 6e3onacHOCTH:

B KA4YeCTBE YHMKaNbHOro naeHTudgukaropa
darina MoXxeT UCMONb30BaTbCA KOHTPOJSIbHAsA
cymma SHA256. Vicnonb3oBaHue
NMofy4eHHOro 3Ha4YeHUs Xella B Ka4ecTBe
KpuTepusa cpabaTtbiBaHUsi NpaBuna cyxaet
obnacTb NpYMeHeHusi Nnpaeuna

0o ogHoro hanna.

[ aHHbI BapuaHT BbIGpaH Mo yMonyaHuio.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tunbl 3apgay Kaspersky Pasgen B okHe MapameTpbl 3aaaumn
Industrial CyberSecurity CBoucTtBa: <Umsa
for Nodes 2.5 3agauun>

] q)OpMVIpOBaTb npasuna Ans nonb3oBaTtens
UWnv rpynnbl nonb3oBartenen

Mone, B KOTOpOoM oTOGpaxatoTcs
nonb3oBaTtenb 1 / UnK rpynna nonb3oBaTenen.
Mporpamma ByaeT KOHTPONMPOBATbL 3anyCcku
nporpamMm ykasaHHbIM nofb3oBatenem u /
WAn rpynnon.

Mo ymon4yaHuto BbibpaHa rpynna Bcee.

Bbl MOXeTe HacTpOUTb NapamMeTpbl

05 KOHUTYPaLNOHHBIX OaNoB CO CMMCKOM
CchopMMpPOBaHHLIX paspeLLarLmx npasun
KOHTPOIS YCTPOMCTB U KOHTPONSA 3anycka
nporpamm, kotopble Kaspersky Industrial
CyberSecurity for Nodes 2.5 cosgaet

no 3aBepLUEeHUN 3a4au.

PacnucaHue Bbl MOXeTe HacTpanBaTb NapaMeTpbl 3anycka
3aJayu Nno pacnucaHmio.

AKTMBaLMS NporpaMMbl NapameTpbl Bbl MoxeTe 006aBUTb KItoY AJ1s akTMBaumm
aKTMBauum nporpamMmbl UMK ANA NPOASIEHNs CpoKa
nporpaMmmbi OeNCTBUSA NULIEH3UN.

PacnucaHue Bbl MOXeTe HacTpauBaTb NapameTpbl 3anycka

3aga4un no pacnmcaHuto.

KonunpoBaHue o6HOBRNEHUI UcTouHukK Bbl MOXeTe yka3aTb cepBep

ob6HoBNEeHUn agMuHucTpupoBaHus Kaspersky Security Center
unu Cepepbl 06HOBMNeHU "labopatopun
Kacnepckoro" B kauectse UCTOYHUKA
OBHOBMNEHWI NporpamMmebl. Takke Bbl MOXeTe
chopMupoBaTh NONb30BaTENbCKUIA CMUCOK
NCTOYHMKOB OOHOBIEHNs: [obaBuTh apyrue
HTTP-, FTP-cepBepbl Unu cetesble pecypchl
BPYYHYIO 1 yKa3aTb UX B Ka4ecTBe

NCTOYHMKA OOHOBMNEHWNA.

Bbl MOXXeTe HacTpouTb UCMONb30BaHUe
cepBepoB 06HoBNeHu "flabopaTopumn
Kacnepckoro", ecnu ykasaHHble BPYYHYHO
cepBepbl HeOOCTYMHbI.

OkHo HacTpouka B 6noke NapameTpbl coeanHeHNA
napamMmeTpoB coeAunHe C UCTOYHMKaMM OOHOBIEHUMN Bbl MOXETE
HUA HaCTpOUTb NapamMeTpbl UCMOJ1Ib30BaAHUA NMPOKCKU-

cepBepa ANnd COeAMHEHMs C cepBepamu
o6HoeneHnn "lMabopaTopun Kacnepckoro"
W OpyrumMu cepsepamu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tunbl 3apgay Kaspersky
Industrial CyberSecurity

Pasgen B okHe
CBomnctBa: <Umsa

MapameTpbl 3agauun

for Nodes 2.5 3apaun>
HacTtpomnka Bbl MOXeTe ykasaTb cocTaB OOHOBEHUN
napameTpoB ONS KOMMPOBaHUS.
KonupoBaHus B none Manka gns nokanbHOro xpaHeHus
OGHoBReHUM CKOMUPOBaHHLIX OGHOBIIEHUIA YKaXNUTE MyThb
K nanke, B kotopon Kaspersky Industrial
CyberSecurity for Nodes 2.5 6yget coxpaHaTb
CKOMMPOBaHHbLIE OOHOBMEHMSI.
PacnucaHue Bbl MOXXeTe HacTpauBaTb NapameTpbl 3anycka
3a/ja4un No pacnucaHmio.
O6HoeneHne 6a3 nporpamMmbl UcTouHuK B 6noke UcTOYHUK OGHOBNEHUI Bbl MOXETE
ob6HoBNEeHUn ykasaTb CepBep agMmuHncTpmpoBaHusa Kaspersky

Security Center nnm cepsepbl 06HOBNEHUN
"NabopaTtopumn Kacnepckoro" B kayecTse
NCTOYHMKA OOHOBMEHUI NporpaMmbl. Takxke Bbl
MOXeTe chopMMPOBaTL NOMNb30BATENBCKUN
CMUCOK UCTOYHUKOB OOHOBNEHUA: 406aBUTb
apyrve HTTP-, FTP-cepBepbl nnu cetesble
pecypcbl BPY4HYIO 1 yKasaTb UX B Ka4ecTBe
NCTOYHMKA OOHOBMEHWIA.

Bbl MOXeTe HacTpoWTb UCMONb30BaHNe
cepBepoB 06HoBNeHu "flabopaTopumn
Kacnepckoro", ecnu ykasaHHble BPYYHYHO
cepBepbl HeOOCTYMHbI.

B 6noke OnTMmmsauust UCnonb30BaHUs
[ONCKOBOW NOACUCTEMbI Bbl MOXETE HaCTPOUTb
napameTpbl (PYHKLNW, CHIKAIOLLEN Harpy3Ky
Ha OUCKOBYIO MOACUCTEMY:

e CHM3UTb HarpysKy Ha AUCKOBYH CUCTEMY

dnaxok BKMYaeT Unn BbIKMOYaeT PyHKLNIO
oNTUMU3aLnM OUCKOBOM NOACUCTEMBI 3a CYET
pa3melleHns dannoB 0OHOBNEHNUS

Ha BMPTyanbHOM MCKE B ONEpaTUBHOM NamMaTU.

Ecnu donaxok yctaHoBMNeH, yHKUUSA akTUBHA.
Mo ymonuaHuio naxok CHAT.

¢ O6BbeM onepaTMBHOM NaMATH,
ucnonb3yemMbii Ana ontummusauum (MB).

O6bem onepaTUBHOM NamMATH
(B merabantax), KOTOpbIN
nporpamma ucnonb3yeT

Ons pasmeLleHmst

annoB 0O6HOBMEHUNA.

OkHo HacTpouka
napameTpoB coeAuHe
HUA

B 6noke NapameTpbl coeanHeHUsA

C UICTOYHMKaAMU OOHOBIEHUMN Bbl MOXETE
HaCTPOUTb NapameTpbl UCMOSTb30BAHUSA MPOKCK-
cepBepa 4N1s coeMHEHNS C cepBepamm
o6HoBneHunn "lMabopaTtopun Kacnepckoro"”

N OpyrumMu cepsepamu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Tunbl 3apgay Kaspersky
Industrial CyberSecurity

Pasgen B okHe
CBomnctBa: <Umsa

MapameTpbl 3agauun

for Nodes 2.5 3apaun>
Mo ymonyaHuio ycTaHosrneH PacnucaHue Bbl MOXeTe HacTpanBaTb napaMeTphbl 3anycka
o6bem onepaTMBHON NamsiT1 3a4a4u Mo pacnmcaHmio.
512 MB.

O6HoBneHue UcTouHukK Bbl MmoXeTe ykasaTb cepBep

MoAynewn nporpamMmbi oGHoBNEeHUN agMuHucTpupoBaHus Kaspersky Security Center

unu Cepepbl 00HOBMEeHUN "Jlabopatopun
Kacnepckoro" B kayectBe UCTOYHMKA
O0BHOBRNEHWI NporpamMmebl. Takke Bbl MOXeETe
chopMupoBaTh NOMb30BaTENbCKUI CANCOK
NCTOYHMKOB OBHOBMEHNs: gobasuTe gpyrue
HTTP-, FTP-cepBepbl unu cetesble pecypchl
BPYYHYIO U yKasaTb X B KayecTBe
NCTOYHUKA OBHOBNEHUN.

Bbl MOXeTe HacTpoUTb UCMONb30BaHWE
cepBepoB 06HoBReHW "fllabopaTopum
Kacnepckoro", ecnu ykasaHHbI€ BPY4YHYIO
cepBepbl HEAOCTYMHbI.

OkHo HacTtpowka
napameTpoB coeauHe
HUA

B 6roke NapameTpbl coegnHeHUs

C UCTOYHMKaMM OOGHOBINEHUN Bbl MOXETE
HaCTpPOUTb NapameTpbl UCMOSb30BaHUSA MPOKCK-
cepBepa ANa COeAMHEHMS C cepBepamu
o6HoBneHunn "MabopaTopun Kacnepckoro"

W Opyrumu cepesepamu.

HacTtpowka
napameTpoB
OOGHOBNEHUA
Moaynen nporpaMmmbl

Bbl MOXeTe ykasaTb AelCTBUS, KOTOpble
Kaspersky Industrial CyberSecurity for Nodes 2.5
OyaeT coBepluaTb NPW HANMYMN KPUTUYECKNX
OoBHOBREHW MOAyNen NporpaMmel, NPY HaIU4Mm
nHdopmaLmm 0 JOCTYMHBIX NINaHOBbLIX
0BHOBMEHWAX, a TakKe HAaCTPOUTb AeNCTBUA
nporpaMmsl o 3aBepLUEHNN YCTaHOBKU
KPUTNYECKNX OBHOBMEHUI.

PacnucaHue Bbl MOXeTe HacTpanBaTb NapameTpbl 3anycka
3aaun No pacnucaHmio.
lMpoBepka no TpeboBaHuto HacTpownka Bbl MOxxeTe cdhopmmnpoBaTb 06MacTb NPOBEPKM

Ans 3a4a4un NpoBepku Nno TpeGoBaHuio, a Takke
nepenTn K HacTpoiike ypoBHS Ge30MacHOCTH.

OkHo HacTpouka
NpoBepKU
no Tpe6oBaHuIo

Bbl MOXeTe BbIGpaTb OfMH

U3 NpeayCcTaHOBIEHHbIX YPOBHE 6e3onacHocTU
UM HacTPOMTb NapameTpbl NMoNb30BaTENbCKOrO
YPOBHSi 6830MacHOCTH BPYYHYIO.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.

118




KASPER{KY3

Tunbl 3apgay Kaspersky Pasgen B okHe MapameTpbl 3aaaumn
Industrial CyberSecurity CBoucTtBa: <Umsa
for Nodes 2.5 3apaun>
MapameTpbl B 6roke 3BpUCTUYECKUI aHanNU3aTop Bbl

MOXXeTe BKITHOYUTb UMW BbIKIIOYUTb NPUMEHEHNE
3BPUCTUYHECKOrO aHanu3aTopa B 3ajadve
npoBepku No TpeboBaHMIO U HACTPOUTb YPOBEHb
aHanusa c NOMOLLbIO MOM3YHKa.
B 6roke [lononHuTenbHbIe NapaMeTpbl Bbl
MOXXeTe HaCTpOWTb creaytoLme napameTpsbil:
e MpUMEHEHNE JOBEPEHHON 30HbI B 3a4a4e
npoBepKn No TpeboBaHuto;
e npumeHeHue cnyx6 KSN B 3agaye npoBepku
no TpeboBaHuto;
e yKasaTb NPMOPUTET 3aa4un NPOBEPKK
no TpeboBaHuto: BbIMOMHATL 3a4avy
B ()OHOBOM pexvMe (HU3KuUA NPUOPUTET) UNn
cyMTaTb BbINOMHEHWE 3a4a4v NPOBEPKON
Ba>KHbIX obracTen.

PacnucaHue Bbl MOXeTe HacTpanBaTb NapamMmeTpbl 3anycka
3afayun no pacnmncaHuio.

3apava lNposepka PacnucaHue Bbl MOXXeTe HacTpavBaTb NapameTpbl 3anycka
LlenoCTHOCTN Mogynen 3aaun No pacnucaHmio.
nporpammbi

Onsa 3agaum tuna OTkaT obHOBREHMsA 6a3 nporpaMMbl Bbl MOXETe HacTpOUTb TOMbKO CTaHAApPTHbIE NMapameTpbl
3agaymn, perynupyemble Kaspersky Security Center, B pasgenax YBegomneHusi v UcknioyeHnsa u3 obnactm
Aencteua 3agaum. [NogpobHas nHdopmaumsa 0 HacTporKe NapaMeTpoB B 3TUX pasfenax COAepXUTCHA B cripaske
Kaspersky Security Center.

B atom pasgene

3agaym AsToMaTuyeckoe hopMrpoBaHue paspeLuarowyx npasun u GopmrpoBaHme nNpasusl KOHTPoOnNs

3AMYCKA MPOTPEAMM ....iiiiiiiiii e e et e e s e s e e s e e e aa b s e e e s ee s b s b s s e e s et e e e b s s s e e e s ee s bbb s e e e s aseaa b e s e eeseneaaes 120
3a0a4a AKTUBALNS NMPOTPAMMDI ......uuuururunnnnnnnnnnnnnnnnnnssnnnnsnnnnnssnnnsnnnnnnannnn.n.nn..an..——.—————————————————————————ooo———————— 122
3a084N OOHOBITEHUS TPOTP@MMAI ....cietiteetiititeeesuteeeessuteeeeaaabeeeeaaabeeeeassbeeeeaasbseeeeasbeeeeeanbeeeeeanbeeeeeanbneeeeanrnas 123
[MpoBepka LIeNOCTHOCTU MOLYITEM MPOTPAMMBDBI .....eeteetieiiirereeeteeasaaeirereeeeeeesassnrrreeereeesaanerrnrreeaeesaasnrreneees 124

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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3apaum dhopMupoBaHUsA NpPaBUN KOHTPOJISA YCTPOUCTB U KOHTPONS
3anycka nporpamm

» Umobbl Hacmpoumb 3adady Q@opmuposaHue rpasusl KoOHmMposs ycmpoutcme unu  3adadvy
dopmuposaHue rnpasusi KOHMPOIs 3arlycka rnpoepamMm, 8binosHume credyrouwue dedcmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTponcTBa. Pa3sepHute rpynny agMUHUCTPUPOBAHWS, ANsi KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTL
napameTpbl 3a4au.

2. B naHenu pesynbTaToB BIGpaHHONM rpynmnbl agMUHUCTPUPOBAHNSA OTKPOITE 3aKnaaky 3agayu.

3. B cnucke paHee cosgaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napaMmeTpbl KOTOPON XOTUTE HAaCTPOUTb.
OTKpOWTE KOHTEKCTHOE MEHIO 3adayun 1 Bbibepute nyHKT CBOMCTBA.

OTkpoeTcs okHo CBoncTBa: <Um#A 3agaun>.
4. B pasgene YBegoMieHUs HAacTpoviTe napaMeTpbl yBEAOMIIEHMI O COOLITUSIX 3adauu.

5. TlMogpobHas MHdopMaLmMsa O HAacTpoKrKe nNapaMeTpoB B 3TOM pasferne coaepxutcs B cripaske Kaspersky
Security Center.

6. B pasgene Hactpomka Bbl MOXeTe HaCTPOUTb Criegyrolume napameTpbl:

e  N3MEHUTb obnacTb 3aWwunTbl, 40OaBNAS Unn yoandaa nytu K nankam 1 ykasbiBaa TUMbl cpaﬁnoa, 3anyck
KOTOpPbIX pa3peleH aBToMmaTUu4eCkn CCbOpMVIpOBaHHbIMI/I npasunnamu;

®  Y4YUTbIBaTb U HE YHNUTbIBATb 3anyulwleHHble NporpamMmmbl.

7. B paspene MapameTpbl Bbl MOXeTe YyKasaTb OENCTBUS Npu OpMMPOBaHUKM paspeluarowmx npasun
KOHTpOMs 3arnycka nporpamm:

e Wcnonb3oBsatb undcdposon cepTudukar

Ecnu BbibpaH aTOT BapmaHT, TO B NapameTpax (POPMMPYEMbIX paspeLuarolumx MnpaBus
KOHTPOIS 3anycka nporpamMmm B Ka4ecTBe Kputepus cpabaTtbiBaHUS NpaBuria yka3blBaeTcs
Hanu4yme uudposoro cepTudmkarta. B ganbHeliwem nporpamma 6yaeT pa3peluaTb 3anyck
nporpamMm C NoMoLLblo PannoB, Y KOTOPbIX €CTb LUMdPOoBON cepTudumkar. STOT BapuaHT
pekomMeHOyeTCsl, eCnn Bbl XOTUTE paspelaTtb 3anyck Nobbix NporpamMm, AOBEPEHHbIX
B OnepaLnoHHON cucteme.

e Wcnonb3oBaTb 3arofoBOK U OTNEYaToK LlMCprBOFO cepmqleaTa

®naxKoK BKMYaeT MU BbIKMOYaeT MCNOMb30BaHWe 3arofioBka M oTrneyaTtka LmndpoBoro
cepTudmkata pavna B KayecTBe KpuTepus cpabaTbiBaHusS paspeluarowmnx npasun
KOHTpONsi 3anycka nporpamm. BknioyeHne aTtoro dnaxka nosBonseT 3agatb OGonee
CcTporue ycrnosusi NpoBepKn LINpoBOro ceptudukara.

Ecnu cnaxok ycTaHOBMEH, TO B KayecTBe Kputepusi cpabaTbiBaHMS paspeLuaroLmx
npaBu1I KOHTPOISA 3anycka nporpamMmm ycTaHaBNMBaOTCH 3HAaUYEHWs 3aronoBka 1 oTneyaTka
umdposoro ceptudmkaTa hannos, 4Ns KOTopbiX hopmMupytoTcs Npasuna. B ganeHenwem
nporpamma OyneT paspellatb 3anyck MporpaMm, KOTOpble 3anycKalTcs C MOMOLLbLHO
dannos ¢ ykazaHHbIMU B NpaBurie 3arofoBKOM M OTNeYaTKoOM LngpoBoro ceptudukaTa.

Mcnonb3oBaHne aToro drnaxka Havmbonee CTporo orpaHuymMBaeT cpabartbiBaHve
paspeluarlmx npaBun 3anycka nporpamMm no unudpoBoMy cepTudmkaTy, Tak Kak
OTMNeYaTok SBMAETCA YHUKamnbHbIM  WMAEHTUMKATOPOM LMdpPOBOro ceptudmkaTa
M HEe MOoXeT ObITb NoaaenaH.

Ecnn dnaxok CHAT, TO B KayecTBe KpuUTepus cpabaTbiBaHMs paspeluarolmx npasun

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oskeH 30ecb omobpaxxambcsi.
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KOHTpOMsi 3anycka nporpaMMm YyCTaHaBnMBaeTcs Hanunyune noboro  uMdpoBoro
cepTudmkaTa, LOBEPEHHOIO B ONEPALMOHHON CUCTEME.

dnaxok 4ocTyneH, ecnu BblbpaH BapnaHT Ucnonb3oBatb uucpoBon cepTudukar.
Mo ymonyaHuio naxxok yCTaHOBMEH.
e Ecnu ceptudmkar otcyrcTeyer

PackpbiBatowimiica  cnucok, no3songwowmn  BblibpaTe  KpuTepuin  cpabaTbiBaHMSA
paspeLualrLLnxX NpaBu KOHTPOMS 3anycka nporpamMmm Ang criyvas, ecnuv gann, Ha oCHoBe
KOTOpPOro hopmMmpyeTcs NpaBuiio, He MMeeT LMdPOBOro cepTudukara.

e Xew SHA256. B kauyectBe KpuTepusa paspelualollero npaBunia KOHTPOMS 3anycka nporpaMmm
yCTaHaBnMBaeTCa 3HayYeHWe KOHTPOSibHOW CyMMbl pawnrna, Ha OCHOBE KOToporo dopmMupyeTcs
npaswno. B ganeHenwem nporpamma OyaeT paspeluaTb 3anyck nporpamMM, 3anyckaembix darnamm
C YKa3aHHOW KOHTPOJSIbHON CYMMOMW.

e [Mytb K channy. B kayecTBe KpuTepus paspeluarollero npasuna KOHTPOMS 3anycka nporpaMmm
ycTaHaBnmMBaeTcs NyTb K dpanny, Ha OCHOBE KOTOporo copmMmupyeTcs npaswuno. B ganbHeriwem
nporpamma 6ygeTt paspeliaTb 3anyck NnporpaMMm Temu dannamu, KoTopble HaxOAATCA B nankax,
yKasaHHbIx B Tabnuue CosgaBaTh paspeLuatolime npasuna ansg nporpaMm M3 nanok.

e WcnonbsoBartb xew SHA256

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax PopMUMpPYEMbIX paspeLlatolmx npaBun
KOHTPONS 3anycka nporpamm B KayecTBe Kputepus cpabaTtbiBaHWsA NpaBunia yka3blBaeTcs
3Ha4YeHVe KOHTPOMbHOW CyMMbl dhanina, Ha OCHOBE KOTOPOro dopMupyeTcs npasuiio.
B panbHeriwem nporpamma 6yaeT paspeluatb 3anyck nporpaMmm, 3anyckaemMbix dannamm
C yKa3aHHbIM 3Ha4eHNeM KOHTPOSIbHON CYyMMBI.

OTOT BapuaHT pekOMeHA0BaH Ans criyvyaes, korga opMupoBaHue npasun obsizaTensHo
Ansi obecrneyeHnsi COOTBETCTBUSI MakCUMarbHOMY YPOBHIO 6e30MacHOCTW: B KadecTBe
YHUKaNbHOro uaeHTUgukaTopa darnna MOXeT WUCMOoNb30BaTbCs KOHTPOINbHas Cymma
SHA256. Mcnonb3oBaHMe MOMYYEHHOrO 3HAYEHUsI Xella B KayecTBe KpuTepwus
cpabaTbiBaHus NpaBuna cy>xaet obrnacTb NpMMEHeHUs Npaeuna 4o ofgHoro dainna.

[aHHbIN BapuaHT BbIGpaH No yMOnyaHuto.
e Co3paBaTb npaBuna Ans nonb3oBaTens Uy rpynnbl Nnonb3oBaTenen

Mone, B KoTOpoM oOTOOpaxalTcA nofnb3oBatene W/ unNu rpynna nofb3oBaTenen.
Mporpamma 6ygeT KOHTpONMpoBaThb 3anyCcku NporpamMM yKasaHHbIM nonb3oBaTtenem u/
U rpynnowu.

Mo ymon4yaHuio BbibpaHa rpynna Bee.

Bbl MoxeTe HacTpouTb napameTpbl Ans KOHUrypaumoHHbIX annoB €O CNUCKOM COPMUPOBAHHBIX
paspeLualrLLnX NpaBu KOHTPONSA YCTPONCTB U KOHTPONS 3anycka nporpamm, kotopble Kaspersky Industrial
CyberSecurity for Nodes 2.5 cosgaeTt no 3aBepLUeHUN 3aaau.

8. B pasgene PacnucaHue HacTponTe NnapaMeTpbl pacnucaHus 3agaydm (Bbl MOXETE HacTpauBaTth pacnmcaHme
3ajad Bcex TUNoB kpome 3agaum OTkat o6HoBneHust 6as).

9. B pasgene Y4yeTHas 3anucb YKaXute y4eTHYo 3anncb, C NnpaBsamMu KOTOpOﬁ Bbl XOTUTE BbINOJTHATL 3a4a4vy.

10. Ecnm TpebyeTtcs, B pasgene UcknroveHus 13 obnactv OencTBUSA 3agayn yKaxuTe OObekTbl, KOTopble
XOTUTE UCKIIOUNTL M3 0BnacTu AeicTBKSA 3agayuu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MogpobHas uvHdOopMauusa O HacTpOWKe MnapaMeTpoB B 3TOM pasfene COAEpPXUTCS B cripaske
Kaspersky Security Center.

B okHe CBomcTBa: <Umsa 3agaun> HaxxmuTe kHornky OK.

HacTtpoeHHble napaMeTpbl rpynnoBbix 3a4ad GyayT CoOXpaHeHbI.

3apgaya AKTMBaUMA NporpamMmbil

» UYmobbl Hacmpoume 3alavy AKkKmusauusi npozapammsl, ebirnonHume credyruwue delicmeus:

1.

10.

B pnepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpouncTBa. PassepHute rpynny agMUHUCTPMPOBAHWS, ANS KOMMbIOTEPOB KOTOPOWN Bbl XOTUTE HAaCTPOUTb
napameTpbl 3agau.

B naHenu pesynbTaToB BbIGpaHHON rpynmbl agMUHUCTPUPOBAHNSA OTKPOITe 3aKknaaky 3agayw.

B cnucke paHee cosgaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napaMeTpbl KOTOPOM XOTUTE HAaCTPOUTb.
OTKpOWTE KOHTEKCTHOE MEHIO 3agaun 1 Bblibepute nyHKT CBOMCTBA.

OTtkpoeTca okHo CBoncTBa: <Ums 3apgaun>.
B pasgene YBegomneHua HacTpoiiTe napaMeTpbl YBEAOMIEHMIN O COOLITUSIX 3adaun.

MoppobHasa MHopMaumsa O HAacTpoKrKe NapaMeTpoB B 3TOM pasfene coaepxutcs B cripaske Kaspersky
Security Center.

B pasgene MapameTpbl akTUBaUUKM NporpamMmmbl NpuUMeHWUTe ain Krkoya, € NMoMoLbl0 KOTOPOro Bbl
XOTWUTE aKTMBMPOBaTb NporpamMmy. YcTaHoBuTe criaxkok Mcnonb3oBaTbh B KauyecTBe AOMONHUTENBLHOIO
KIKoYa, ecnv xoTute o6aBuTb KoY A5 NPOANEHUs cpoka AeUCTBUS TNULEH3NN.

B pasgene PacnucaHue HacTponTe napameTpbl pacnucaHus 3agaydm (Bbl MOXeTe HacTpanBaTb pacnucaHme
3agad Bcex TMNoB kpome 3agayn OTkaT obHoBneHus 6as).

B pasgene YyeTHasi 3anucChb yKaXute y4eTHYH 3an1cb, C NpaBaMu KOTOPOW Bbl XOTUTE BbIMOSHATL 3agauvy.

Ecnn Tpebyetcs, B pasgene UcknroveHua 13 obracty OeWCTBMS 3adaudn yKaxkute OObekTbl, KoTopble
XOTUTE UCKMIOYUTL U3 0bnacTu AencTBus 3agadun.

MogpobHaa uHGopMauus O HacTpoMKe napaMeTpoB B 3TOM pasfernie COAEPXKUTCA B cripaske
Kaspersky Security Center.

B okHe CBouncTtBa: <Umsa 3apgaumn> HaxxmuTe kHornky OK.

HaCTpoeHHbIe napamMeTpbl rpynnoBbiX 3a4a4y 6y,EI,YT COXpaHeHbI.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3apgaum obHOBNEeHUuNA

YTtob6bl HacTpoutb 3agavy KonmpoBaHune obHoBneHuin, O6HoBneHne 6a3 nporpammbl unu OBGHOBREHME Moaynen
nporpaMmel, BeINOSHMUTE cneayowme encTBUS:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTponcTBa. PassepHute rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOWM Bbl XOTUTE HACTPOUTL
napameTpbl 3a4au.

2. B naHenu pesynbTaToB BIGpaHHONM rpynmbl agMUHUCTPUPOBAHNSA OTKPOITE 3aKnaaky 3agayu.

3. B cnucke paHee co3gaHHbIX rpynnoBbiX 3agay BelbepuTe 3agady, napameTpbl KOTOPOM XOTUTE HACTPOUTb.
OTKpoOWTE KOHTEKCTHOE MEHIO 3agayn 1 Bbibepute nyHKT CBOMCTBA.

OTkpoeTcsa okHo CBoncTBa: <Um#A 3agaun>.

4. B pasgene YBefoMIieHUs1 HAcTpoiTe napameTpbl YBeAOMIIEHUA O COBLITUAX 3adaun.

MogpobHaa uHGopMauus O HacTpoWKe napaMeTpoB B 3TOM pasfgernie COAEPXKUTCA B cripaske
Kaspersky Security Center.

5. B 3aBMCUMOCTM OT TUMNa HacTpamMBaemMow 3agayu BbINONHUTE OOHO U3 CrieayloLwmx eNCTBUN:

. B pasgene UcTouyHUK O0GHOBRNEHUM HaCTpOVITe napamMmeTpbl NCTOYHUKa O0BGHOBNEHU N ONTUMU3ALINIO
NCMonb30BaHMsA OUCKOBOW NOACUCTEMbI.

a. B 6noke UcTtouyHuk oGHOBRNEeHUN Bbl MoxeTe yka3aTb Cepsep agmuHucTpupoBaHua Kaspersky
Security Center unun cepsepbl obHoBneHun «Jlabopatopum Kacnepckoro» B KayeCTBe MCTOYHUKa
OGHOBrEHWM nporpammbl. Takke Bbl MoOXeTe CcOPMUPOBATL MOMb30BATENbLCKAM  CMIUCOK
WCTOYHMKOB OGHOBMEHUs: fobaBuTb apyrme HTTP-, FTP-cepBepbl unun ceTeBble PECYPChbl BPYYHYHO
W yKkasaTb UX B Ka4eCTBe UCTOYHMKa OOHOBNEHWA.

Bbl MOXeTe HacTponTb UCNONb30BaHNe cepBepoB obHoBMNeHuN "NlabopaTopum Kacnepckoro", ecnu
yKa3aHHbIE BPYYHYHO cepBepbl HE4OCTYMHbI.

b. B 6noke OnTMMM3auMA NCMOMbL3OBaAHMA AUCKOBOM noacucTeMbl Ans 3agadn O6HoBneHve 6a3
nporpammbl  Bbl  MOXETE  HacTpoUTb  MapaMeTpbl  (OYHKUMKW,  CHWXAalOWeNn  Harpysky
Ha OUCKOBYIO MOACUCTEMY:

e CHU3UTb HarpysKy Ha QUCKOBYIO CUCTEMY

®dnaxoK BKMOYaeT UMM BbIKMOYaeT QYHKUMIO ONTMMU3aLMU [OUCKOBOW MNOACUCTEMBI
3a cyet pasmeLlleHus dannos o6HOBNEHUS Ha BUPTyanbHOM aucke
B ornepaTUBHOW NamMsaTK.

Ecnu gnaxok ycTaHoBMNEH, (PYHKLMSA aKTUBHA.
Mo ymonyaHuio onaxokK CHAT.
e OO6Bem onepaTMBHOM NaMsATU, UCNONb3yeMbiln Ansa onTummnsauum (MB).

O6bem onepatMBHOM namdATM (B Merabawtax), KOTOpbIM MNporpamma UCMnosnb3yeT
ansa pasmelleHus dannos obHOBIEHUI. [10 yMOn4aHuio ycTaHOBIEH 06beM onepaTUBHON
namstn 512 MB. MuHumanbsHo gonyctumeli oo6bem onepatneHon namsaty 400 MB.

c. Haxmute Ha kHonKy HacTponka napameTpoB coeaMHEHUA 1 B OTKpbiBLLEMCS okHe MapameTpbl
COeOQMHEHUA HacTpoWTe napamMeTpbl UCMOMb30BaHWA MNPOKCU-cepBepa  ANsi COeAMHEHUS
¢ cepBepamu obHoBNeHun «Jlabopatopun Kacnepckoro» n gpyrumm cepepamu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e B pasgene Hactponka napameTpoB OOHOBNeHUs moaynen nporpammbl ans 3agadn O6HoBneHne
MoZyrnen nporpammbl Bbl MOXETE yKasaTb OeNcTBus, kotopble Kaspersky Industrial CyberSecurity for
Nodes 2.5 6ymeT coBepwartb MpU HANMMYMKM KPUTUYECKUX OOHOBMEHUI MOAyMen nporpammel,
npu HaNU4YMM UHGOPMaLMM O AOCTYMHbLIX MMAHOBLIX OOHOBMEHMSIX, a TakkKe HaCTPOWUTb AENCTBUSA
nporpammsl Mo 3aBepLUEHNN YCTaHOBKM KPUTUYECKNX OOHOBIEHWIA.

e B Onoke HacTtpoMka napameTpoB KonupoBaHusi OOHoBneHWM And 3agadv KonupoBaHue
OOHOBIEHUN YyKaxmTe cocTaB OOHOBMEHWUA U Nanky NoKarbHOro UCTOYHWKA OBHOBEHWUN, B KOTOPYHO
obHoBNeHns ByayT COXpaHeHbI.

6. B pasgene PacnucaHue HacTpolrTe napameTpbl pacnncaHns 3agaym (Bel MOXeTe HacTpanBaTb pacnucaHune
3agay Bcex TMnoB kpome 3agayn Otkat obHoBneHns 6a3).

7. B pasgene Y4yeTHasi 3anucb yKaxuTe YYETHYIO 3annch, C npaBamMv KOTOPOW Bbl XOTUTE BbINOMHATL 3a4aqy.

MogpobHasa uWHOpPMauWs O HACTpPOWKe MnapamMeTpoB B 3TOM pasfgerfie COOEPXUTCS B cripaske
Kaspersky Security Center.

8. B okHe CBounctBa: <UMsA 3agaumn> Haxmute kHonky OK.
HacTtpoeHHble napameTpbl rpynnoBbIX 3a4ay 6yayT coxpaHeHsl.

Ons 3agaym OTkat 06HOBRNEHUS 6a3 nporpammbl Bbl MOXETE HAaCTPOUTb TONbKO CTaHAAPTHbIE NapaMeTpbl 3agayun,
perynupyemble Kaspersky Security Center, B 6nokax YBegomneHus u UcknroyeHuss us obnactm [encTBuA
3apaum. lMogpobHas nHdopMaums o HacTpoWke NapaMeTpoB B 3TOM pasgene coaepxutcs B cripaske Kaspersky
Security Center.

3apaua lNpoBepka LeNnoCTHOCTU MoAayreun nporpaMmmsbl

» Umobbi Hacmpoums epyrnnosyto 3adady [Nposepka uenocmHocmu Modynel rpoepamMmel, 8bIMOSIHUME
cnedyrouwjue delicmeusi:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTponcTBa. Pa3BepHuTe rpynny agMUHUCTPUPOBAHWS, ANst KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl 3agau.

2. B naHenu pe3ynbTaTtoB BbIGpaHHOM rpynmnbl aaAMUHUCTPUPOBaHMSA OTKPOWTE 3aknagky 3apayu.

3. B cnucke paHee co3gaHHbIX rpynnoBbIX 3agad BbibepuTe 3agadvy, napameTpbl KOTOPOW XOTUTE HaCTPOUTb.
OTKponTe KOHTEKCTHOE MEHI0 3adauun v Bblibepute nyHKT CBOMCTBA.

OTkpoeTca okHo CBomncTBa: <Umsa 3apgaumn>.

4. B pasgene YBegoMreHusi HACTpoONTE NapaMeTpbl YBEOOMIIEHMI O COObITUSAX 3agaun.

MogpobHas uvHdOpMauusa O HacTpoWKe MnapaMeTpoB B 3TOM pasfdene COAEPXUTCS B cripaske
Kaspersky Security Center.

5. B pasgene YctpoucTBa, BbibepuTe YCTpPONCTBa AN KOTOPbIX Bbl XOTUTE HACTPOWUTb 3agady MpPoOBepKu
LerToCTHOCTM MOAynen nporpaMmei.

6. B pasgene PacnucaHue HacTpoKTe napameTpbl pacnncanns 3agaym (Bel MOXETE HacTpanBaTb pacnucaHune
3aay Bcex TMMNoB kpoMe 3agaym OTkat 06HoBneHust 6a3).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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7. B pasgene Y4yeTHas 3anucb YKaXuTte y4eTHYI 3anncb, C npaBavun KOTOpOVI Bbl XOTUTE BbINOJIHATb 3a4auvy.

8. Ecnu Tpebyetcs, B pasgene McknioueHus v3 obrnactv OenCTBMS 3agayn ykakuTe O0ObekTbl, KOTopble
XOTWUTE UCKIMIOYNUTL 13 06nacTu AeiicTBUS 3aauu.

MogpobHas uHdOpMauus O HacTpPoWKe napamMeTpoB B 3TOM pasdernie COAEPXKUTCS B Cripaske
Kaspersky Security Center.

9. B okHe CBomnctBa: <Umsa 3agaumn> Haxmute kHonky OK.

HacTpoeHHble napaMeTpbl rpynnoBbix 3a4ay 6yayT CoOXpaHeHbI.

Co3aaHue 3agayum NpoBepPKU NO TpPe6oBaHUIO

» Umobbl coszdamb Hosyro 3adady e KoHcosnu admuHucmpuposaHus Kaspersky Security Center,
ebinoniHuUmMe credyruwue delicmeus:

1. 3anyctuTe macTep co3gaHusa 3agavv OOHUM M3 CneayloLmux cnocobos:
e [1na co3pgaHns nokanbHOW 3aa4n:

a. B pepese KoHconu agmuHuncTpupoBaHua Kaspersky Security Center passepHute y3en
YnpaBnsiemble YCTpoOMCTBa W BbiGepuTe Trpynny, KOTOPOW MPUHAANEXUT 3awuaeMblii
KOoMNbOTEP.

b. B naHenn pesynbTaToB Ha 3aknagke YCTPOMCTBA OTKPOWTE KOHTEKCTHOE MEHK Ha CTpoke
C MHpopMauuen o 3awmaeMomM KoMnbioTepe 1 Bolbepute NyHKT CBOMCTBA.

Cc. B oTkpbiBLIEMCS OKHE B pasaene 3agayum HaOXMuUTe Ha kHonky lo6aBuTh.
e [lna cosgaHusa rpynnoBon 3agayu:

a. B pepese KoHconu agmuHucTpmpoBaHua Kaspersky Security Center passepHuUTe Yy3ern
YnpaBnsiemble yCTPOMCTBA 1 BbIGepuTe rpynny, Anst KOTOPOW Bbl XOTUTE CO34aTh 3agady.

b. B naHenu pe3ynbTaTOB OTKPOMTE KOHTEKCTHOE MEHHK Ha 3aknagke 3agauvm U BbiGepute NyHKT
Cos3patb > 3apauyy.

e [lna cos3gaHuMa  3agadn  ONns Npov3BONbHOrO  Habopa  koMmnbioTepoB B gepeBe  KoHconu
agMmuHucTpupoBaHunst Kaspersky Security Center B y3ne BblIGOpku YCTPOMCTB BbiGEpUTE MYHKT
CozpaTb 3agauvy.

OTKpOGTCﬂ OKHO MacTepa co3aaHuA 3agadn.

2. B okHe OnpepeneHwe Ha3BaHMA 3agaum BeBeuTe ums 3agaum (He 6onee 100 cMMBONOB, HE MOXET
cogepxatb cumBonbl | * <> ?\/| : ). PekomeHayeTcs BKNoUMTbL B UMK 3aa4um ee Tun (Hanpumep, "lNposepka
no TpeboBaHMo Nanok obuero gocrtyna').

3. B okHe BbIGop TMna 3apaum nog 3aronoBkom Kaspersky Industrial CyberSecurity for Nodes 2.5
BblbepuTe 3apavy NpoBepka no TpeboBaHUIO N HaXXMKUTE KHONKY [anee.

4. B okHe O6nacTtb npoBepku chopmMmpyinTe o06r1acTb NPOBEPKU:

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mo ymonuaHuio o6riacTb NMPOBEpPKM BKIOYAET KpuTUYeckue obnactu komnbioTepa. lNposepsiemble
obnactn nomeyeHbl BTa6J'II/ILI,er“3Hal-IKOM =, O6nacTn, SBRALWMECH UCKMTIOYEHUSMN U3 NpPOBEPKMY,
noMeyeHbl B Tabnuue 3Haukom =,
Bbl MOXeTe n3MeHaTb 00nacTb NPOBEPKU: BKITHOYAThL B HEE OTAENbHbIE NpeaonpeaesnieHHbie 06nacTy,
ONCKN, Manku, ceTeBble 00BbEKTbl M dhalnbl U ycTaHaBNMBaTb OCOObLIE MNapameTpbl Ge3onacHOCTU
ONS Kaxkaon n3 gobasrneHHbIX obnacTten.

e YT0bObl UCKNIOYMTL U3 NPOBEPKM BCe 0BNacTu NPOBEPKWU, OTKPOMTE KOHTEKCTHOE MEHI0 Ha KaXaon
13 CTPOK 1 BbibepnTe YaanuTtb obnactb.

e YT0ObI BKMNIOYMTL NPeayCcTaHOBMEHHYIO O0DNacTb MPOBEPKW, OMCK, Manky, ceTeBor ob6beKT nnn gann
B 06nacTb NpoBepKU, BLINOMHUTE criegyolime AeNCcTBuS:

a. LllenkHnTte npaBoK knaeuwen Mbilwy no Tabnuue O6nacTb NpoBepku M Bbibepute [o6aBUTb
obnacTtb 1nu HaxxmuTe kHonky [lo6aBUTb.

b. B okHe [Jo6aBneHue B obnacTb npoBepku Bbibepute npegonpeneneHHylo obnactb B CAMCKe
MNMpeponpepeneHHas obnacTb, yKkaxute OUCK KOMMbIOTEpa, nanky, ceteBon obbekT unu chann
Ha 3alMLLaeMoM KOMMbIOTEPEe N ApyroM KOMMboTEPe B CETU N HaxkmuTe kHonky OK.

e  YTOObl UCKMOYNTL BMOXEHHbIE Nanku unu cannel 13 obrnactTn NpoBepku, BbibepuTe gobaBneHHy
nanky (ouck) B okHe macTtepa ObnacTb NPoBEpPKU:

a. OTKkpowTe KOHTEKCTHOE MeHI0 1 BbibepuTe napameTp HactpouTb.
b. Haxmwute Ha kHonky HacTpouka B okHe YpoBeHb 6e3onacHOCTU.

c. Ha 3zaknagke OO6wme B okHe napameTpoB [poBepka no TpeGoBaHMIO CHUMUTE NAXKKK
BnoxeHHble nanku u ¢pannbl.

e  YTOObI M3MEHUTb NapameTpbl 6e3onacHOCTU 06nacTy NPOBEPKU, BLIMONHUTE CreayoLlmne AeNCTBUS:

a. OTkponTe KOHTEKCTHOE MEHI0 Ha obnacTu, napameTpbl KOTOPOW Bbl XOTUTE U3MEHUTb, U BbibepuTe
HacTtpouTb.

b. B okHe HacTpoiika npoBepku No Tpe6oBaHMUIO BbIGEPUTE OAUH U3 NPeayCTaHOBIEHHbIX YPOBHEN
6e30MacHOCTM N HaxkmMuTe Ha kHorky HacTpoika, yto6bl HacTpouTb NapaMeTpbl 6e3onacHoOCTH

BPYUHYIO.

MapameTpbl ©6e30nacHOCTM HacTpauBaloTCsA Takum Xe obpasom, kak 1 ans 3agaym NMocTtosiHHas
3awmTa dannos (cMm. pasgen "HacTtporika napameTpoB 6e3omacHOCTM Bpy4YHY" Ha cTp. 173).

e UTOoGblI nponyckaTb BrOXeHHble O0ObeKkTbl B AobGaBneHHOW obracTu npoBEpKW,  BbINOMAHUTE
cnegywouwine OencTBns:

a. OTKpoiiTe KOHTEKCTHOE MeHIo Tabnuubl O6nacTb NnpoBepku 1 BbibepuTe lo6aBUTL UCKIIOYEHUE.

b. Ykaxute 0b6beKTbl, KOTOpble Bbl XOTUTE WCKMIOYUTL: BbibepuTe npedycTaHOBMNEHHYI 06nacTb
B cnucke MMpeponpepneneHHas obnacTb, YKaXWTe [OMCK, MNanky, ceTeBol obbekT wunu dann
Ha KOMMNblOTEPE UNKU APYroM KOMMbloTepe ceTu.

c. Haxmute Ha kHonky OK.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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5. B okHe MapameTpbl HACTpPoONTE IBPUCTUYECKUI aHANM3aTop U AONONHUTENbHbIE NapaMeTpbl:

e Hactpowite wucnonb3oBaHWe  3BPUCTUYECKOrO  aHanu3atopa  (cm. pasgen  "Mcnonb3oBaHue
3BPUCTMYECKOrO aHanmaaTopa" Ha cTp. 168).

e YcraHoBuTe drnaxok lMpuMeHATbL AOBEpPeHHYK 30HY, €CnvM B 3ajaye Bbl XOTUTE WCKMOYUTL
13 obnacTtu npoBepkM 06bEKTLI, ONMCaHHbIE B AoBepeHHOM 3oHe Kaspersky Industrial CyberSecurity for
Nodes 2.5.

draxkok BKMOYAET UNM BbIKMIOYAET NPUMEHEHNE OOBEPEHHOW 30HbI B paboTe 3agaun.

Ecnun dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes pgobasnset
K UCKIIOYEHNAM 13 NMPOBEPKM, YCTAHOBIIEHHLIM TMpU HAacTpOMKe MapamMeTpoB 3a4auu,
dhannoBble onepauuy OBEPEHHBIX NPOLLECCOB.

Ecnn dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes He yyuTbiBaet
channosble onepauuy LOBEPEHHbIX MPOLEeCccCoB npu hopMUpOBaHUKM 06nacTu 3almTbl
B 3agadve lNocTosiHHaA 3awuTa gannos.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.

e YcraHoBuTe naxok Ucnonb3oBatb KSN Ans npoBepKu, ecnu Bbl XOTUTE UCNONb30BaTh obnayvHblie
cnyx6bl Kaspersky Security Network ons sagauw.

dnaxok BKMOYaeT UK BbIKIIOYAET Ucnonb3oBaHue obnayvHbix cnyx6 Kaspersky Security
Network (KSN) B 3agaude.

Ecnu donaxok ycTaHoBMeH, Nporpamma Ucnonb3yeT AaHHble, NosyYeHHble OT crnyx6 KSN,
yTO obecneynBaeT Gornee BbICOKYD CKOPOCTb peakuuu Nporpammbl Ha HOBblE Yrpo3bl
N CHKaeT BEPOATHOCTb JTOXKHbIX cpabaTbiBaHW.

Ecnu conaxok cHAT, 3agadva NoCcTOAHHON 3awuThl hainoB He ucnonbayet cnyxobl KSN.

Mo ymon4aHmio oriaXkok yCTaHOBIIEH.

e YTOGbI NpYcBOUTL pabodemMy npoleccy, B KOTOPOM OyaeT BbINOMHATLCA 3adada, 06a30BbIN NpuopuTeT
Hu3kunn, B okHe MapameTpbl ycTaHoBUTE hriakok BbinonHATb 3agadvy B (p)OHOBOM pexume.

dnaxok U3MEHSET NPUOPUTET 3agauun.

Ecnu cnaxok yctaHoBneH, npuoputeT 3agady B ONepaLyOHHOW CUCTEME CHUXaeTCs.
OnepaumnoHHass cucTtema MpefocTaBnsieT  pPecypcbl AN BbIMOMHEHUA  3agayuv
B 3@aBMCUMOCTU  OT Harpy3ku Ha UeHTparnbHbI  npoueccop U pannoByld CUCTEMY
KOMMbloTepa co CTOPOHbI Apyrux 3agad Kaspersky Industrial CyberSecurity for Nodes 2.5
unporpamMm. Kak cnegctsme, CKOPOCTb  BbIMNOMIHEHMS  3ajaduM  3amennsieTcs
npv yBENNUYEHUN HArpy3kn U yBENUUNBAETCS NPU YMEHBLUEHUN HArpysku.

Ecnu cdnaxok cHAT, 3agadya BbINOMHAETCA C TeM XXe MPUOPUTETOM, YTO U OCTalbHble
3apayn Kaspersky Industrial CyberSecurity for Nodes 2.5 n gpyrne nporpammbl. B aTom
Crny4yae CKOPOCTb BbINOMHEHNS 3a4a4un YBeNMYnBaeTCs.

Mo ymonyaHuio oraxokK CHAT.

Mo ymonuyaHuio paboume npoLecchbl, B KOTOPbIX BbIMOMHANTCA 3agaum Kaspersky Industrial
CyberSecurity for Nodes 2.5, nmetot nproputet CpeaHun.

e UYrobbl MCMOMb30BaTb CO34aBaeMyld 3afadvy B Ka4yecTBe 3ajayuy MpPOBEpPKU BaXkHbIX obnacTen
KoMMbloTepa, B okHe MapameTpbl ycTaHoBUTE hriakok CuuTaTb BbIMNOSIHEHME 3aAayv NMPOBEPKOW
BaXXHbIX obnacTtei.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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dPraxxok M3MeHsIeT NPUOPUTET 3aaun: BKIOYAET MUIK BbIKMIOYAET perncrTpauunio cobbitus
BbinonHeHa nposepka saxHbix obracmeli n o6HOBNEHME cTaTyca 3allnThbl KOMMbOTEpPA.
Kaspersky Security Center oueHuBaeT 0e30nacHOCTb KoMMbloTepa (KOMMbLIOTEPOB)
Mo nokasaTtensm Npov3BOAMTENBHOCTM 3a4a4uM U NpucBamBaeT cTaTtyc [Iposepka 8aXxHbIX
obnacmed. dnaxok HeJoCTyneH B CBOMCTBAXx noKanbHbIX CUCTEMHbIX
1 nonb3oBartenbckmx 3agayv Kaspersky Industrial CyberSecurity for Nodes 2.5. Bbl moxeTe
U3MeHATb 3HayYeHne 3Toro napameTpa Tonbko Ha ctopoHe Kaspersky Security Center.

Ecnn dnaxok ycrtaHoBneH, CepBep agMUHUCTPUMPOBaHWS perucTpupyeTr cobbiTve
BbinonHeHa npoBepka BaXHbIX obnacten u oOHOBMSET cTaTyCc 3awuMTbl KOMMNblOTEpPa
no pesynbTaTaMm BbINONHEHWS 3ada4qn. 3a4ada NPOBEPKU UMEET BbICOKMIA NPUOPUTET.

Ecnu conaxok cHAT, 3agadva NpoBePKN BbIMONHAETCA C HU3KUM NPUOPUTETOM.
®naxoK yCTaHOBMEH N0 yMOnyaHuio and 3agaym [Nposepka BaxHbIX obnacTen.
6. Haxmute Ha kHOMKy Oanee.

7. B okHe PacnucaHue HacTponTe pacnucaHue 3agaudu (cm. pa3gen "HacTponka napameTpoB pacnucaHus
3anycka 3agay" Ha cTp. 133).

8. VYkaxute YY4ETHYIO 3anncCb noJib3oBaTtend, noa KOTOpOVI Bbl XOTUTE BbINOJIHATL 3aAavy, W yKaxuTe
M4 3agavdn.

9. Haxmute Ha kHOMKy MoTOBO.

Bynetr cosmaHa HoBas 3agjava  NpoBepku Mo TpebGoBaHM A4S BelOpaHHOrO  KOMMblOTEpa  Mnu
rpynnbl KOMMBLIOTEPOB.

HacTpounka 3agay npoBepKu no TpedboBaHUo
» Umobsi Hacmpoume 3adady Nposepka o mpebosaHuro, 8binonHUMe credyrujue delicmeus:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTponcTBa. PassepHuTe rpynny agMUHUCTPUPOBAHUS, Arsi KOMNbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl 3a4au.

2. B naHenu pe3ynbTaTtoB BbIGpaHHOM rpynmnbl aaAMUHUCTPUPOBaHMSA OTKPOMTE 3aknagky 3apayu.

3. B cnucke paHee co3gaHHbIX rpynnoBbIX 3adad BbibepuTe 3agadvy, napameTpbl KOTOPOW XOTUTE HaCTPOUTb.
OTKponTe KOHTEKCTHOE MEHI0 3adauun v Bblibepute nyHKT CBOMCTBA.

OTkpoeTca okHo CBoncTBa: <Umsa 3apgaun>.

4. B pasgerne YBegomneHusi HaCTponTe napameTpbl yBe4OMIIEHNI O COBbITUAX 3adaun.

MogpobHasa uHOpMaunMs O HaCcTpPoViKke MapamMeTpoB B 3TOM pasfgerne COOEepPXWUTCA B cripaske
Kaspersky Security Center.

5. B 6noke MapameTpbl Bbl MOXETE BbINOMHUTL Ceaylowme OencTBUs:

a. B 6noke ObnacTb npoBepKn ycTaHOBUTE (DriaXKKM HaMpoOTMB TeX, PalrioBblX PECYPCOB, KOTOPbIE Bbl
XOTWTE BKIMOYUTL B 06N1acTb NPOBEPKU.

b. Haxmute kHonky HacTpouTb 1 BeibepuTe ypoBeHb Ge3onacHoOCTH.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
128



10.

KASPER{KY3

Bbl MoxeTte YCTaHOBUTb OAWMH U3 NnpeayCTaHOBIEeHHbIX ypOBHeI7I ©e3onacHocTM wnun HaCTpOUTb
napamMeTpbl NOJ1Ib30BATEJIbCKOIo ypOBHA ©es3onacHocTK BPY4YHYIO.

c. UYtob6bl HacTpouTb ypoBeHb Ge30MacHOCTU BPyYHYHO, B OkHe HacTpoika npoBepku no TpeboBaHuIO
HaXMuTe Ha kHonky HacTpowka.

B 6noke MapameTpbl Bbl MOXETE BbINOMHUTL Criefytolme AenCTBIS:

a. B 6noke OBpucTMYECKMM aHANU3aTOp BKIIOYUTL UNKN BbIKMOYUTL UCMOMb30BaHME 3BPUCTUYECKOIO
aHanusaTopa U HaCcTPOUTb YPOBEHb aHamnm3a Cc NOMOLLbIO MON3yHKa.

b. Hactpoiite JononHuTtenbHble napameTpbl (cM. pasgen "CosgaHue 3agayv npoBepku no TpebosaHmio”
Ha cTp. 125).

B pasgene PacnucaHue HacTponTe napameTpbl pacnucaH1s 3agayn (Bbl MOXeTe HacTpavBaTh pacrnvcaHue
3agay Bcex TMnoB kpome 3agaum OTtkat o6HoBneHns 6a3).

B pasgene Y4yeTHas 3anucb YKaXuTte y4eTHYI 3anuncb, C npaBavun KOTOpOVI Bbl XOTUTE BbINOJIHATb 3aaauvy.

Ecnn TpebyeTcs, B pasgene UcknrouyeHus 13 obnactn OeWCTBUS 3adayn yKakute O0OBbeKTbl, KOTopble
XOTUTE UCKITIOYNTL N3 obnacTtu AencTBusA 3agadu.

MogpobHasi MHdopMauusi O HacTporKe MNapaMeTpoB B 3TOM pasferie COAEpPXWUTCS B cripaske
Kaspersky Security Center.

B okHe CBomcTBa: <Mmsa 3agaun> HaxxmuTe kHomnky OK.

HacTpoeHHble napaMeTpbl rpynnoBbix 3aAad 6yayT CoXpaHeHbI.

MNpucBoeHue 3apaye npoBepKU nNo TpedbosBaHuUio ctatyca 3agaya
NpoBepPKM BaXHbIX obnacren

Mo ymonuaHuto Kaspersky Security Center npucBamBaeT komnbioTepy crtaTtyc [IpedynpexdeHue, ecnu 3agjava
"lMpoBepka BakHbIX 0bnacTen” BbINOMHAETCS pexe, YeM ykasaHo napametpoM Kaspersky Industrial CyberSecurity
for Nodes 2.5 NMopor hopmmpoBaHus cobbiTua "lMpoBepka BaxHbIX obnacrten He npoBoaunachb gaBHo".

» Umobbi Hacmpoume MPOBEPKY 8CEX KOMIMbIOMEPO8, 8X00SWUX 8 OOHY epyriny aOMUHUCMPUPOBAHUS,
ebinonHuUmMe credyrouue delicmeus:

1.
2.

Cospavite rpynnoByto 3agavy NpoBepku no TpeboBaHuio.

B okHe MapameTpbl MacTepa co3gaHusi 3agayn ycTaHoBUTE oriakok CuUMTaTb BbIMONHEHUe 3adauun
npoBepKoi BaXHbIX o6nacTelt KOMNbIOTepa. YkasaHHble BamMy NapaMeTpbl 3aa4aqv — 06nacTb NpoBepKu
1 napameTpbl 6e3onacHocT — 6GyaoyT eauMHbIMKM AN BCEX  KOMMbIOTEpoB  rpynnbl.  HacTpoite
pacnvcaHue 3agadu.

Bbl MOXeTe ycTaHOBUTb Goriaxxok CuMTaTh BbINOJIHEHME 3a4a4M NPOBEPKON BaXXHbIX 06nacTen kak
npv co3gaHnyM 3afadnM MpPOBEpPKM Mo TpeboBaHMIO ANs rpynnbl  KOMMbIOTEPOB wUNU  Ans Habopa
KOMMNbIOTEPOB, TaK 1 No3xe, B okHe CBoncTBa: <Umsa 3agaumn>.

C noMOLLbI0 HOBOW UMW CYLLECTBYIOLLEN MOMUTMKMA OTKIIOYUTE 3amnycK no pacnucaHuio CUCTEMHbIX 3adad
npoBepkn no TpeboBaHUIO Ha rpynne KOMMbITEPOB (CM. pasgen "HacTponka 3amycka Mo pacnucaHuio
noKanbHbIX CUCTEMHBbIX 3agdadq” Ha cTp. 96).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.

129




KASPER{KY3

C oatoro mMomeHTa CepBep agmuHucTpupoBaHus Kaspersky Security Center OyaeT oueHMBaTb COCTOsIHUE
6Ge3onacHOCTM 3alLMLLIaeMOro KoMmnbloTepa U yBeAOMMATb Bac O HEM MO pe3ynbTaTtamM MOCMeAHEro BbIMOSIHEHMS
3apaum co ctatycom 3adava rnposepku 8axkHbix obriacmel, a He NO pe3ynbTaTaM BbINOMHEHWUS CUCTEMHOW 3adayuun
MpoBepka BaxHbIX obracTen.

Bbl mMoxeTe npucBauBaTb craTyc 3adadya MposepKu eaxKHbix obrnacmell Kak rpyrnnoBbiM 3agadvaM NpoBepKu
no TpeGoBaHuio, Tak 1 3adavam AN HaGopPoB KOMMbIOTEPOB.

B KoHconn Kaspersky Industrial CyberSecurity for Nodes 2.5 Bbl MOXeTe NpOCMOTPETb, SBNSETCA Nu 3agaya
npoBepkun no TpeboBaHWMIO 3agaven NPOBepPKM BaxkHbIX obnacTeln komnbloTepa.

B Konconu Kaspersky Industrial CyberSecurity for Nodes 2.5 ¢naxok CuuTaTh BbINOSIHEHME 3agauu
NpoBepPKOM BaXHbIX obnacTen oTobpaxkaeTcsi B CBONCTBaX 3af4ay, HO OH He JOCTYNeH AN pefaKTMpOoBaHuS.

Hactpounka napameTpoB AnarHoCcTuKn cboeB B Kaspersky
Security Center

Ecnu B pabote Kaspersky Industrial CyberSecurity for Nodes 2.5 BosHukna npobnema (Hanpumep, Kaspersky
Industrial CyberSecurity for Nodes 2.5 3aBepluaeTcs aBapuiiHO) W Bbl XOTUTE OUArHOCTUPOBAaTL €€, Bbl MOXEeTe
BKIMIOUNTE co3aHune dhannoB TpaccupoBku u harina gamna npoueccoB Kaspersky Industrial CyberSecurity for
Nodes 2.5 1 oTnpaBuTb 3T halnbl Ha aHanu3 B Cryxby TexHu4eckon nogaepxku "labopatopun Kacnepckoro".

Kaspersky Industrial CyberSecurity for Nodes 2.5 He oTtnpaBnseT dainbl TpacCUpOBKM U AaMMOB
aBToMaTuyecku. [MarHocTMyeckme [OaHHble MOryT ObiTb  OTNpaeBreHbl  TOMbKO — MoNib3oBaTenem
C COOTBETCTBYIOLLMMU NpaBamu.

Kaspersky Industrial CyberSecurity for Nodes 2.5 3anucbiBaeT nHgopmauuto B caiinbl TpacCUpOBKM 1M gamna
B HesawmncpoBaHHOM Buae. [lanka, B KOTOPYH COXpaHAKTCA annbl, BbiOMpaeTca nofb3oBaTenem
N KOHTPONMpYeTCsl NapaMeTpamMu onepawmoHHon cuctembl n Kaspersky Industrial CyberSecurity for Nodes 2.5.
Bbl moxeTe HacTpouTb npaBa fgoctyna (cMm. pasgen "lMpaBa poctyna K pyHkumam Kaspersky Industrial
CyberSecurity for Nodes 2.5" Ha cTp. Owunbka! 3aknagka He onpegesieHa.) 1 paspeLunTb JOCTYN K XXypHanam,
darinam TpaccupoBKM 1 Jamna TONbKO AN BblIOpaHHbIX Nofb30BaTeNEN.

» UYmobbi Hacmpoumsb napamempsl duasHocmuku cboes e Kaspersky Security Center, 8binosHume
cnedyrouwjue delicmeusi:

1. B KoHconu agmununctpupoBaHus Kaspersky Security Center oTkpowte okHO lMapameTpbl nporpammbi
(cm. paspgen "HacTpowka nokanbHbIX 3agad B okHe lMapameTpbl nporpammbl B Kaspersky Security
Center" Ha cTp. 103).

2. OrtkpoviTe pasgen inarHocTuka c60eB U BLINOMHUTE Criegylolme JENCTBUS:

e Ecnu Bbl XO0TUTE 3anMcbiBaTb OTNaA0YHY0 MHOPMaLUmio B dhain, yctaHoBuTe brakok 3anucbiBaThb
OoTNnagoyHyro nHdopmaumio B chann TpacCUpPOBKU.

e B none Huxe ykaxnte nanky, B kotopyto Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
COXpaHATb hansbl TPAaCCUPOBKM.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e HacTtpoinTe ypoBeHb AeTanunsaunmn oTnagoqHon HopmMaunu.

B packpbiBatoLLieMcsa cnucke Bbl MOXEeTe BblOpaTb ypoBeHb AeTanusauumy OTnagoyHown
uHpopmaumm, kotopyto Kaspersky Industrial CyberSecurity for Nodes 2.5 coxpaHsieT
B (painie TpacCMpoBKM.

Bbl MoxeTe BbIGpaTh OAMH U3 CrieAyoLLMX YPOBHEN AeTanu3aumu:

e Kputunueckme cobbitna — Kaspersky Industrial CyberSecurity for Nodes 2.5
coxpaHsieT B dhanne TpacCMpPOBKM TONbKO MHPOPMAaLMIO O KPUTUYECKUX CODbLITUSAX.

e Ownbkm — Kaspersky Industrial CyberSecurity for Nodes 2.5 coxpaHsieT B chaiine
TpacCUpPOBKM MHAOPMALIMIO O KPUTUHECKMX COOLITUAX N OLLIMOKaXx.

e BaxHble cobbiTusa — Kaspersky Industrial CyberSecurity for Nodes 2.5 coxpaHnsiet
B (havne TpaccupoBKM MHPOPMALINIO O KPUTUHECKUX COBBITUAX, owmnbkax
N BaXHbIX COObLITUSX.

e  WHdopmaumoHHbIe cobbiTus — Kaspersky Industrial CyberSecurity for Nodes 2.5
COXpaHsieT B dpawirie TpacCUpOBKM MHpOpMaLIMIO O KpUTUYECKUX COBBITUSIX, OLumnbKax,
BaXXHbIX COBBITUSIX U MHDOPMALIMOHHBIX CODBLITUSIX.

e Bcsa otnagouyHasa uHdopmaumsa — Kaspersky Industrial CyberSecurity for Nodes 2.5
COXpaHsieT B dpawirie TpPacCUPOBKM BCIO OTNAg0YHYI0 HOopMaLKIO.

YpoBeHb AeTtanusauun, KOTOpbIN TpebyeTcda yCTaHOBWUTb AN peleHus BO3HUKLLEN
npobnemel, onpegenset cneunanmcTt Cnyxbbl TEXHUYECKON NOSOEPKKM.

Mo ymon4yaHuio yCTaHOBIEH YpOBEHb AeTanu3auun Bea otnagoyHas nHdpopmauums.

PaCKprBaIOU.J,MVICFI CNMCOK OO0CTyneH, ecnnm YCTaHOBJIEH 3anucbiBaTb

OTNagouHyto MHcpopmaumio B haiin TPacCUpPOBKM.

dnaxok

e YKaxuTe MakcumarbHbI pasMmep hannosB TpacCUpPOBKMU.

o YKaxute oTnaxuBaemMble KOMMNOHEHTbI. KOD,I:I KOMMOHEHTOB Tpe6yeTc;| BBOOUTb 4epes 3anATyro
n c cobnogeHmem permctpa (CM. Tabnuuy Huxe).

Tabnuua 23. Koabl noacuctem Kaspersky Industrial CyberSecurity for Nodes 2.5

Kon HasBaHue noacucremsbl

noacucTeMbl

* Bce KOMMNOHEHTHI.

gui MNogcnctema nonb3oBaTensCKoro nHTepdenca, ocHactka Kaspersky Industrial
CyberSecurity for Nodes 2.5 B Microsoft Management Console.

ak_conn MNogcuctema nHterpauumn ¢ AreHToMm agmMmuHucTpupoBaHusa Kaspersky Security
Center.

bl Ynpasnsowmi npouecc, peanuayeT 3agadn ynpasneHus Kaspersky Industrial
CyberSecurity for Nodes 2.5.

wp Pabounii npouecc; peanuayeT 3agayn aHTUBMPYCHON 3aLLuThl.

blgate Mpouecc ynaneHHoro ynpasneHus Kaspersky Industrial CyberSecurity for
Nodes 2.5.

ods Moacuctema npoBepkn No TpeboBaHuio.

oas lNogcmncTtema NOCTOAHHON 3aLuUTLI hansos.

gb Moacuctema KapaHTMHA U Pe3epBHOIo XpaHunmLLa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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scandll BcnomoraTenbHbI MOAYb @HTUBMPYCHOW MPOBEPKN.
core Moacuctema 6a30BOM aHTUBUPYCHOM (PYHKLIMOHANBbHOCTH.
avscan Mogcuctema aHTMBMPYCHOM 06paboTKK.

avserv Moacuctema ynpaBneHns aHTUBUPYCHBIM S4POM.

prague Moacucrtema 6a3oBo PYHKLUNOHANBHOCTMW.

updater Moacuctema o6HoBNEHNS 6a3 1 Moaynen NporpaMmmeil.
snmp Moacucrema nogaepxkn SNMP npoTokona.

perfcount Mogcmctema cHETYMKOB NPOM3BOANTENBHOCTMY.

MapameTpbl TpaccupoBku ocHacTkm Kaspersky Industrial CyberSecurity for Nodes 2.5 (gui)
n nnarnHa ynpaeneHuns Kaspersky Industrial CyberSecurity for Nodes 2.5 gns Kaspersky Security
Center (ak_conn) npumeHA0TCA NOCNe nepesanycka 3TMX KOMMOHEHTOB. [lapamMeTpbl TpaccupoBKU
noacuctembl nogaepxkn SNMP-npoTokona (Shnmp) NpMMEHSATCS Nocne nepesanycka Cryxobl
SNMP. TlapameTpbl TpaccuMpOBKM MNOACUCTEMbI CYETYMKOB npou3BoguTensHocTy (perfcount)
NPUMEHSATCA nocne nepesarnycka BCEX  MpPOLIECCOB, UCMNOMb3YIOLWMX  CYETYUKM
npomnssoauTensHoCTU. [lapameTpbl TpacCcMpoBKM oOCTanbHbIX noacucteM Kaspersky Industrial
CyberSecurity for Nodes 2.5 npumeHsitoTCA cpasy Mnocfe COXpaHeHus napamMeTpoB
AnarHocTukmn cboes.

Mo ymonuaHuio Kaspersky Industrial CyberSecurity for Nodes 2.5 coxpaHseT oTnagouHyto
uHpopmaumo o pabote Bcex nogcuctem Kaspersky Industrial CyberSecurity for Nodes 2.5
(pekomeHpyeTcs).

Mone BBOAA AOCTYMHO, €CMM YCTaHOBMeH hnaxok 3anucbiBaTb OTNagdoO4YHYK WHdOpMaLUIo
B ¢haiin TpacCMpPOBKM.

e Ecnn Bbl xoTuTe co3gaeatb hann gamna, yctaHoBute dnaxok CospaBaTb BO Bpemsi c6os
c¢havn gamna.

e B none Hwxke ykaxuTe nanky, B kotopyto Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
COXpaHATbL ann gamna.

3. Haxmute Ha kHonky OK.

HacTtpoeHHble napameTpbl NporpaMmmbl 6y4yT NPUMEHEHb! Ha 3aLlULLLaeMOM KOMMNbIOTEPE.

Pabota c pacnmcaHnemM 3agay

Bbl MoxeTe HacTpamBaTb 3anyck 3agad Kaspersky Industrial CyberSecurity for Nodes 2.5 no pacnucaHuio, a Takke
HacTpauBaTb NapamMeTpbl 3anycka no pacnMcaHuio.

B aTtom pasgene

HacTpolika napaMmeTpoB PaCMUCAHUS 3AMYCKA 3ALAY «..evvveerreeeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeeeeeeeeeseesesnsesnsnsssnssnnssnnnes 133

BkntoyeHue 1 BbIKNOYEHNE 3anyCKa MO PACMMNCAHUED ... 134

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oynKkeH 30ecb omobpaxambcsi.
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HacTpoiika napameTpoB pacnucaHus 3anycka 3agay

B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 Bbl MOXeTe HaCTpoOMTb pacnucaHue 3arnycka
NOKalibHbIX CUCTEMHbIX W« NONb30BaTENIbCKUX 3adad. Bbl He moxeTe HacTpauBaTb pacnncaHne 3anycka
rpynnoBbIX 3agad.

» UYmobbl Hacmpoume napamempsbl pacrucaHus 3arycka 3ada4qu, ebinosiHume criedyrowue oelicmaeus:

1. B pepese KoHconu Kaspersky Security Center passepHute y3en YnpaBnsieMble YCTPOMCTBA U BbINONHUTE
cnegywowmve OencTBUS:

Ecnu Bbl XOoTWTe HacTpouTb MapameTpbl MOMMTUKK, B rpynne KomnbioTepoB Bbibepute MNMonutuka >
<Umsa nonutukn> > <Pasgen> > HactpouTb > YnpaBneHue 3agayen.

Ecnu Bbl XO0TUTE HacTpoUTb NapameTpbl 3a4ayvn Ans O4HOro KoMmnbtoTepa vepes3 Kaspersky Security
Center, otkponte okHO MapameTpbl 3agaum (cM. pasgen "HacTpowka nokanbHbIX 3agay B OKHe
MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103) B Kaspersky Security Center.

OTtkpoeTcsa okHo MapameTpbil.

2. B oTkpblBLUEMCS OKHE Ha 3aknagke PacnucaHue BKMuMTe 3amnyck 3agady Nno pacnvcaHuto, ycTaHOBUB
dnaxok 3anyckaTb 3agayy no pacnmcaHuio.

Mons c napameTpamu pacnucaHusa 3agjadv npoBepku Mo TpeboBaHWo 1 3agayvn OOHOBMEHUS
HeJOCTYMNHbI, €CNu 3anyck 3ajady Mo pacnuMcaHuio 3anpelleH aenctememM nonutukm Kaspersky
Security Center.

3. Hactpoiite napameTpbl pacnucaHus B COOTBETCTBMM C BalwuMMu TpeboBaHusMU. [N 3TOro BbINOMHUTE
cnepyowuve gencTens:

C.

B crnncke YacTtoTa 3anycka BbibepuTe O4HO U3 CreayoLLmMX 3HaYeHNI:

ExeuacHo, ecnu Bbl XOTUTe, YTOOLI 3agadya 3anyckanacb nepuognyeckn 4yepes 3agaHHoe BaMiu
KOJTNM4eCTBO 4YacoB, N YKaXXunte Konnm4ecTBo HacoB B Mnole Pa3 B <konn4ecTtBO> \u.;

ExxecyTou4HO, ecnu Bbl XOTUTE, YTOOLI 3a4a4a 3anyckanacb NepuognMyeckn Yepes 3agaHHoe BaMu
KONMYEeCTBO AHEN, N YKaXXUTe KONNM4eCcTBO AHen B nosie Pa3 B <KONM4eCcTBO> CYT.;

ExxeHegenbHO, ecrnv XoTuTe, YTOObI 3aa4a 3anyckanacb ¢ NepUOANYHOCTLIO HECKOIbKO Heaenb,
W 3aJaunTe KonnMyecTBo Heaenb B none Pas B <Konu4yecTBo> HeZ,. YKaxXute, No Kaknum AHAM Heaenm
OyneT 3anyckaTbcs 3agava (Mo yMonyaHuio 3agada 3anyckaeTcsl No noHeaelbHUKam);

Mpu 3anycke nporpamMmbl, ecnv XoTuTe, 4YTOObI 3adaya 3anyckanacb Mpu KaXaoM 3arnycke
Kaspersky Industrial CyberSecurity for Nodes 2.5;

Mocne obHOBNEeHUs 6a3 NporpamMmmbl, ECNN XOTUTE, YTODObI 3agada 3anyckanacb nocre Kaxgoro
obHoBneHnst 6a3 nporpammbl.

B none Bpemsi 3anycka ykaxute Bpemsi NepBoro 3anycka sagadu.

B none Hauatb ¢ ykaxute gaty Havana AerCTBUA pacnmnucaHus.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambCsi.
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Mocne Toro Kak Bbl yKaXkeTe 4acToTy U BpeMsi NEPBOro 3anycka 3ajayun 1 gaty Havana gencTsus
pacnucaHus, B BEPXHeEW 4YacTu OkHa B norne Cneaywowui 3anyck nosiBUTCA MHGopmaums
0 pacyeTHOM BpeMeHW ouyepenHoro 3anycka 3agadu. OBHoBNeHHast MHpopMaLns O pacyeTHOM
BpeEMeEHU crefylolero 3anycka Oyaetr oTobpaaTbCHA KaXAbl pas, Korga Bbl OTKPOETE OKHO
MapameTpbl 3agaum Ha 3aknagke PacnucaHwme.

3HaueHve 3anpelleH NONMUTUMKOW B rnone Cneayrowmin 3anyck oTtobpaxaeTcs, ecrnv 3anyck
CUCTEMHbIX 3aZay MO pacnucaHuIo 3anpeLleH napameTpaMmm AencTBytoLLen nonutnkn Kaspersky
Security Center (cMm. pa3gen "HacTtponka 3anycka no pacnmcaHuio nokanbHbIX CUCTEMHbIX 3a4ay”
Ha cTp. 96).

4. Ha 3aknagke [onONMHUTENbHO HACTPOWTE B COOTBETCTBMM C BalMMu TpebGoBaHMsSIMKU chegyouime
napameTpbl pacnmcaHus.

e B Gnoke MapameTpbl OCTaHOBKM 3a8auMm:

a. YcraHoBute (*)J'Ia)KOK OnutenbHOCTbL W BBEAUTE HY>XHOE€ KOJIN4EeCTBO Y4YacoOoB U MUHYT B NondAx
cnpaea, YTOObI YKa3aTb MakCumarbHY ONMUTENbHOCTb BbIMOJIHEHNUA 3a4a4n.

b. YcraHoBute cbnax(ox anIOCTaHOBVITb C 1 BBeaguTe HavanbHoe n KOHe4YHOoe 3Ha4YeHne BpeMeHHOoro
NPOMEXYTKa B NONAX Crpasa, 4YTOObI YKa3aTb NMpOMeXYyTOK BpEMEHU B npeperiax CyTok, B Te4eHne
KOTOpPOro BbINOJIHEHNE 3aga4n 6yp,eT NMPUOCTaHOBJIEHO.

e B 6noke [lononHuTenbHbIe NapaMeTpbl:

a. YcraHoBuTe pnaxok OTMEHUTb pacnucaHue € U ykaxute aTy, HaunmHas ¢ KOTOpOn pacnucaHve
nepectaHeT JelACTBOBaTb.

b. YcraHoBute (bnaxok 3anyckaTb nponylieHHble 3apgayn, 4YToObl  BKMIOYMTB  3amnyck
nponyLeHHbIX 3aay.

c. YcraHoBuTe cnaxok PacnpegenuTb BpeMsi 3anycka B MHTepBane W yKaxuTe 3HayeHue
napameTpa B MUHyTax.

5. Haxmute Ha KHOMKY anIMeHVITb, 4YTOObI COXpPaHUTb NapamMeTpbl 3anyCka 3agayn.

BknroyeHne u BbIKNKOYEeHNe 3anycCkKa no pacnncaHumro

Bbl MoOXeTe BKNYaTb W BblKAOYaTb 3anyck 3agad no pacnmcaHuko Kak nocrne, TakKk W 4o HaCTPOVIKM
napameTpoB pacnmcaHuA.

» UYmobbI  eKkm4YUMb  UU  BbIKMIOYUMb  pacrucaHue  3anycka — 3alaqu,  ebInosIHUme
cnedyrouwue delicmasus:

1. B pepee KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 oTkpoiTe KOHTEKCTHOE MEHIO Ha3BaHUSA
3agauu, pacnucaHve 3anycka KOTOpou Bbl XOTUTE HACTPOUTB.

2. BbibepuTe nyHKT CBOUCTBA.
OTtkpoeTcs okHO MapameTpbl 3agayum.

3. B oTkpbiBLIEMCS OKHE Ha 3aknagke PacnucaHue BbINONHUTE OOHO U3 CrieayloLwmx OENCTBUN:

e YyCTaHOBUTE d’)]’la)KOK 3anchaTb 3agaydy no pacnucaHuro, ecliin XOTUTE BKIMHOYUTb 3anyCK 3ajayvun
Nno pacnmcaHuto;

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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. CHUMHUTE (bJ'Ia)KOK 3anycxaTb 3agaydy no pacnucaHuk, ecClim XOTUTe BbLIKIIOYNTL 3anycK 3adadun
no pacnmncaHuto.

HaCTpOeHHbIe napamMmeTpbl pacnucaHna 3anycka 3agadn He 6yﬂ,yT yoaneHbl WU NMPpUMEeHATCA
npu cnenyrowem BKIMIOYEHNN 3anycka 3agadun no pacnmcaHuio.

4. Haxmute kHornky NMpuMeHnTb.

HacTpoeHHble napaMeTpbl 3amnycka 3agayn no pacnmcaHuio 6yayT CoOXpaHeHb!.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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YnpaBneHue
napameTpamMu nporpamMmmbl

OT0T pasgen cogepXut MHopmaLnio 0 HacTporke 0bLWwux NnapameTpoB paboTbl Kaspersky Industrial CyberSecurity
for Nodes 2.5 B Kaspersky Security Center.

B atom pasgene

YnpaeneHune Kaspersky Industrial CyberSecurity for Nodes 2.5 ns Kaspersky Security Center.............. 136
O HacTponke obwmx napameTpoB nporpammbl B Kaspersky Security Center ........ooovvvccvvveeeeeeeeeiccevenenn, 137
O HacTponke AONOMHUTENBHBIX BO3MOXHOCTEN MPOTPAMMBDI ........vvieeiiiiieeaiiieeeeasiteeeeesiteeeessibeeeessnreeeeennenes 142
O HACTPOMKE >KYPHATOB U YBELOMITEHMM .....veveeeiuiiieeeiitieeessiteeeessstaeaesssteeesasstseessasteeessasseneesssssessssssseessnnsees 155

YnpaBneHue Kaspersky Industrial CyberSecurity for Nodes
2.5 ns Kaspersky Security Center

Bbl MOXeTe ueHTpann3oBaHHO yNpaBnsaTb HECKONbKMMM KOMMblOTEPaMM C ycTaHoBMNeHHbIM Kaspersky Industrial
CyberSecurity for Nodes 2.5, BKNIOYEHHbIMW B rpynny agMUHUCTPUPOBaHWS, C nomolibio [narnHa Kaspersky
Industrial CyberSecurity for Nodes 2.5. Takke Bbl MOXeTe OTAENbHO HAcTpanBaTb NapameTpbl paboTbl ANS KaXaoro
KOMMNblOTEpa, BXoASLWero B rpynny agMUMHUCTpupoBaHus, B Kaspersky Security Center.

pynna admuHucmpuposaHusi dopmMmupyeTca Ha ctopoHe Kaspersky Security Center BpyyHylo U1 BKNodaet
HECKOSbKO KOMMbIOTEPOB C ycTaHoBNeHHbIM Kaspersky Industrial CyberSecurity for Nodes 2.5, ons KoTopbiX Bbl
XOTUTE HACTPOUTb eanHbIE NapaMeTpbl ynNpaBneHus 1 3awwmTsl. NMogpobHas nidopmaumsa 06 cnonb3oBaHUM rpymnn
aAMUHUCTPUPOBaHUA coaepxutca B cripaske Kaspersky Security Center.

MapameTpbl nporpamMmbl 4SS OAHOMO KOMMbKOTEPA HEOOCTYMHbI AN HAacTpoWkK, ecnn pabota Kaspersky
Industrial CyberSecurity for Nodes 2.5 Ha 3TOM KOMMNbIOTEpPEe KOHTPOSIMPYeTCS akTUBHOW nonuTtukon Kaspersky
Security Center.

Bol MoxeTe ynpaBnaTe Kaspersky Industrial CyberSecurity for Nodes 2.5 w3 Kaspersky Security Center
cnegyrowmumm cnocobamu:

e Wcnonb3oBaHue nonutuk Kaspersky Security Center. NonuTtukn Kaspersky Security Center no3sonsitot
yOaneHHO HacTpouTb efuHble napaMeTpbl 3aluTbl AN rpynnbl komnboTepoB. [MapameTpbl 3agad,
3aflaHHble B aKTVBHOW MONUTMKE, UMEIOT MPUOPUTET Hazd napameTpamu 3adad, HacTPOEHHbIMU FoKanbHO
B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5 unu yganeHHo B okHe CBomctBa: <UmsA
koMmnbloTepa> Kaspersky Security Center.

C NoMoLLbO NOMUTUK Bbl MOXETe HAacTpouTb 06LUMe napaMeTpbl paboTbl NporpamMmbl, NapamMeTpbl 3agad
MOCTOSIHHOM 3alUTbI, NapaMeTpbl 3a4a4y KOHTPONS KOMMbloTepa, NapameTpbl 3amnycka CUCTEMHbIX 3aday
Mo pacnucaHuto, napameTpbl UCMONb30BaHUS Npodunen.

e Wcnonb3oBaHue rpynnoBbix 3agay Kaspersky Security Center. 'pynnoBble 3agaun Kaspersky Security
Center no3BoNnSAlOT yganeHHO HacTpoUTb eduHble napameTpbl 3a4ad, WMEHLWMX OrpaHWYeHHbIN CPOK
BbINOMHEHUS, ANS rPYMnbl KOMMbIOTEPOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e C nomolublo TPynnoBbIX 3agay Bbl MOXeTe akTMBMPOBaTb MpOrpammy, HacTpoUTb NapameTpbl 3agad
npoBepkn Mo TpeboBaHMo, MapameTpbl 3agady OOHOBMEHWS, NapamMeTpbl 3a4ayM aBTOMAaTUYECKOro
hopMMpOBaHMs paspeLuatoLLmX NpaBwus.

e Wcnonb3oBaHue 3agay ansa Habopa ycTpoucTB. 3ajaunm aonsa Habopa yCTPOMCTB MO3BONSAOT yaaneHHo
HacTpPOMTb eAMHble napameTpbl 3agay, UMEKLWUX OrPaHUYEHHbIN CPOK BbIMOSHEHUS, ANS KOMMbIOTEPOB,
KOTOpbIE HE BKIOYEHBI HU B OOHY U3 CO34aHHbIX rpynn agMUHUCTPUPOBaHUS.

e Wcnonb3oBaHMe OKHa HACTPOMKM NapameTpoB OJHOro KomnbkoTepa. B okHe CBomctBa: <Umsa
KOMNblOTEpPa> Bbl MOXeTe YyAaneHHO HacTpouTb napamMeTpbl 3afaun  And OOHOro  KOMMbKTEpa,
BKIMIOYEHHOro B rpynny agMUHUCTPUpOBaHUS. Bbl MoxeTe HacTpouTb kak oblime napameTpbl paboTbl
nporpaMmmel, Tak u napameTpbl paboTbl Bcex 3agad Kaspersky Industrial CyberSecurity for Nodes 2.5, ecnu
BblOPaHHbIA KOMMbLIOTEP HE HAaX0AUTCHA Nog ynpasneHvem aktueHon nonuTtukn Kaspersky Security Center.

Kaspersky Security Center no3BonsieT HacTPOMTb MapameTpbl MPOrpamMmbl, OOMOMHUTENbHbIE BO3MOXHOCTU
1 paboTy KypHanoB U yBeAOMIEeHW. Bbl MoxeTe HacTpouTb 3TWU NnapamMeTpbl Kak Afs rpynnbl KOMMbIOTEPOB, Tak
1 ANst OQHOMO KOMMbHOTEPA.

O HacTpouke oOLWMX NapamMeTpoB nporpammbl B Kaspersky
Security Center

Bbl moxeTe HacTpouTb o6wune napametpbl Kaspersky Industrial CyberSecurity for Nodes 2.5 n3 Kaspersky Security
Center ans rpynnbl KOMMbIOTEPOB UNM A4S OAHOMO KOMMblOTEPA.

B aTtom pasgene

HacTpowka macwrtabupyemoctn un nHtepdenca B Kaspersky Security Center........occocvevviieeeeinieeeeenne, 137
HacTtpolika napameTpoB 6e3onacHocT B Kaspersky Security CENEN ..........ccvvvveeeeeeieiiiiiiieeee e e 139
HacTpowika napameTpoB coeamHeHns B Kaspersky Security CEeNter ... 141

HacTtpounka macwtabupyemoctu u uutepcpenca B Kaspersky
Security Center

Mpouenypa HacTpokn NnapameTpoB yHKLMOHanNbHbLIX KoMNoHeHTOB Kaspersky Industrial CyberSecurity for Nodes
2.5 B Kaspersky Security Center He OoTnvM4aeTcs OT flOKarbHOW HaCTPOWKM MapameTpoB I3TUX KOMMOHEHTOB
B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. MHCTpykumum no HacTpoike napaMeTpoB 3agad
n coyHKumii nporpammel B KoHconu Kaspersky Industrial CyberSecurity for Nodes cogepkaTtcsa B COOTBETCTBYHOLLINX
pasgenax Pykosodcmea ronb3oeameris Kaspersky Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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» UYmobbl Hacmpoums napamempsl Macwmabupyemocmu u uHmepgbelica rnpozpammbi, 8bIMNOSIHUME
cnedyrouwjue Oelicmeusi:

1. B pepee KoHconu agmunHucTpumpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBaHUSA, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUpPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl NOMUTUKM AN rpynnbl KOMMbOTEPOB, BbibepuTe 3aknagky
Monutnkn u oTkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "HacTpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbTEpa, BbibepuTe 3aknagky
YcTpownctBa n oTkporiTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponcteo pabotaet nog ynpaeneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene TMapametpbl nporpammbl B Grnoke MacwrabupyeMocTs U MHTepdedc Haxmute
Ha kHonky HacTpoika.

4. B okHe MacwTabupyemMocTb 1 uHTepdenc Ha 3aknagke Ob6LmMe HacTpoliTe crieayrolmne napamMeTpbi:

e B 6noke MapameTpbl MacwTabupyemMocTu HacTpolTe napameTpbl, onpeAensiowne KonmyecTso
ucnonb3yembix Kaspersky Industrial CyberSecurity for Nodes 2.5 pabounx npoLeccos:

(] Onpe.qenﬂTb napamMeTpbl MaCI.IJTGGVIpyeMOCTM aBTOMaTU4YeCKn.

Kaspersky Industrial CyberSecurity for Nodes perynupyeT KONMMYecTBO UCMOSb3yeMbIX
NpoLEeccoB aBTOMAaTUYECKU.

3710 3HayeHne YCTaHOBJIEHO MO YMOJ4YaHUIO.
e YKasaTb KONM4ecTBO paﬁotmx npoueccoB BPY4HYHO.

Kaspersky Industrial CyberSecurity for Nodes perynvpyeT KONM4eCcTBO akTUBHbIX pabo4mx
NpOLEeCCOB B COOTBETCTBUUN C YKa3aHHbIMUN 3HAYEHUSAMWN.

(] MakcumanbHoOe KONIM4eCTBO aKTUBHbIX npoueccos.

MakcmanbHoe KONM4YecTBO NpOLEeccoB, KoTopble ucnonb3dyeT Kaspersky Industrial
CyberSecurity for Nodes 2.5. lNone BBoga AOCTYNHO, ecriv BbiOpaH BapumaHT YKasaTb
KONM4ecTBO paboumx NpoLeccoB BPYUHYHO.

e Yucno npoueccoB Ansi NOCTOSAHHOWN 3alUThbI.

MakcumanbHOe KOMMYeCcTBO MPOLIEeCCOB, KOTOPblE WCMOMb3YKT KOMMOHEHTbI 3ajad
NMocToAHHOM 3awuTthl. [lone BBoga [OCTYMHO, ecnv BblOpaH BapuaHT YKasaTb
KOJINYeCTBO paboumx NpPoLecCcoB BPYUHYHO.

e KonuuyecTtBo npoueccoB Ansi GoHOBbLIX 3aA4a4 NPOBEPKM No TpeGoBaHMIo.

MakcumanbHOe KOMMYecTBO MPOLIECCOB, KOTOPbIE WCMOMb3yeT KOMMOHEHT MpPOBEpPKU
no TpeGoBaHMIo NpY BbINOSTHEHUM 3a4a4 MPOBEPKMU Mo TpeboBaHWo B (POHOBOM pexumMe.
Mone BBOda Q[OOCTYyNHO, ecny BbibpaH BapuaHT YKasaTb KONMU4YecTBO paboumx

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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NpPOLIECCOB BPYU4HYHO.

B Onoke Bs3aumopgencTBMe C nosib3oBaTesieM HacTponTe oTobOpaxeHMe 3Havka obnactu
yBeJOMIIEHWIA NMPOorpamMmbl B NaHenn 3agad: CHUMUTE unmn yctaHoeute dpnaxok NMokasbiBaTb 3Ha40K
obnacTtu yBegoMIEeHUMN.

5. Haxmute Ha kHonKy OK.

HacTtpoeHHble napameTpbl NporpaMMbl 6yayT COXpaHeHb!.

HacTtpouka napametpoB 6e3onacHocTtu B Kaspersky Security Center

Mpoueaypa HacTporkmn napameTpoB PyHKUMOHaNbHbIX KOMMNOHEHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 B Kaspersky Security Center He oTnuM4aeTcd OT fOKanbHOW HaCTPOWKM MNapamMeTpoB 3TUX
komnoHeHToB B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpykumMmM no HacTporike
napameTpoB 3aday u yHkum nporpammbl B KoHconm Kaspersky Industrial CyberSecurity for Nodes
cogepxaTtcsa B COOTBETCTBYHOLLMX pasgenax Pykosodcmea nonb3osamerns Kaspersky Industrial CyberSecurity
for Nodes 2.5.

» Umobbi 8pyyHyr0 Hacmpoume fnapamempsl 6e3onacHocmu, 8binoHuUme credyrwue delicmeus:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUS, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE 0OJHO
n3 criefyoLwmx encTBui:

e [Ecnu Bbl XOTUTE HaAcCTpPOUTb MapameTpbl NOMAWTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEPA, BbibepuTe 3aknagky
YcTpoucTBa 1 oTKporiTe okHO MapameTpbl nporpammel (CM. pa3gen "HacTpoika nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnn yctponcteo pabotaeT nog ynpaeneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTMKE HANOXeH 3arnpeT Ha M3MEHEeHWe MnapameTpoB MporpamMmMbl, 3TW NapameTpbl
HeLOCTYNHbI AN U3MeHeHUs1 B OkHe MapamMeTpbl NporpaMmmebil.

3. B pasgene Cso#ctBa nporpammbl B Onoke bBe3onacHOCTb U HageXHOCTb  HaXmuTe
Ha kHonky HacTtpouka.

4. B okHe MapameTpbl 6e30NacHOCTU HACTPONTE CrieayloLLne napameTpbl:

e B 0Onoke MapameTpbl HaAEXHOCTU HACTPOWTE MNapameTpbl BOCCTAHOBNEHWs 3apadv Kaspersky
Industrial CyberSecurity for Nodes 2.5 B cny4yae Bo3HMKHOBEHMSI cOoeB B paboTe mporpammbl vnu
aBapuHOro 3aBepLueHus paboTbl NporpamMmel.

e BbIinonHATbL BoccTaHOBEeHMe 3apayd

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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dnaxoKk BKMYaAET UMK BbIKMNOYaeT BOCCTaHoBNeHWe 3apad  Kaspersky Industrial
CyberSecurity for Nodes nocne c6os B paboTe nporpaMmmMbl UM aBapuUIiHOIO 3aBEpPLLEHMS
paboTbl Nporpammel.

Ecnu cdonaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes aBTomaTnyecku
BoccTaHaBnmBaeT 3agaunm Kaspersky Industrial CyberSecurity for Nodes nocne c6os
B paboTe nporpaMmbl UNN aBapuAHOro 3aBepLueHns paboTbl NporpamMmmel.

Ecnu dnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes He BoccTaHaBnuBaeT
3agaydm Kaspersky Industrial CyberSecurity for Nodes nocne cbos B pabote nporpammsbl
U aBapuiHOIo 3aBepLueHns paboTbl NporpamMMbl.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.
e BbInonHATbL BOCCTaHOBIIEHME 3aAay NPOBEPKM No TpeboBaHUIO He 6onee (pas3).

KonuyecTBo MOMbITOK BOCCTAHOBMEHUS 3adady MpoBepKM Mo TpeboBaHuio nocre cbos B pabote
Kaspersky Industrial CyberSecurity for Nodes. None BBoga AOCTYNHO, €Criv yCTaHOBMEH hnaXok
BbINnonHATL BOCCTaHOBIIEHME 3apau.

B 6noke [lencTBUA npu nepexoae Ha UCTOYHUK Gecnepe6OMHOro NUTaHUA 3adanTe orpaHnyeHne
Harpysku Ha koMmnbtoTep, cosgaBsaemon Kaspersky Industrial CyberSecurity for Nodes 2.5 npu nepexoge
Ha UCTOYHUK BecnepeborHOro NTaHms:

e He 3anyckaTb 3aga4v NpoBepKu no pacnmucaHuio.

®naxok  BKMYaeT UMK BbIKMOYaeT  3anyck  3aday  MpoBEepKM MO pacnucaHuto
npv Nnepexoae KoOMMbioTepa Ha MCTOYHUK BecnepebonHOro NuTaHns 40 BOCCTAHOBMNEHMWS
CTaHOapTHOro pexuma NuTaHus.

Ecnu dnaxok ycraHoneH, Kaspersky Industrial CyberSecurity for Nodes He 3anyckaeT
3aja4n NPoBEPKM MO pacnmMcaHuo Npu Nepexone Ha UCTOYHKK BecnepebonHOro NuTaHus
00 BOCCTaHOBIIE€HNA CTaHOAPTHOIo peXxnmMma nntaHua.

Ecnu cnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 3anyckaeT 3agauu
NPOBEPKU MO PacnMCcaHnio BHE 3aBMCMMOCTM OT PeXuma NuTaHusa KoMnbloTepa.

Mo ymon4aHmio pnaxok yCTaHOBIIEH.
e OcTaHOBUTbL BLINOJIHEHME 3a4a4M NPOBEPKM.

dnaxok BKITHOYaAET UIN BbIKITKO4YaeT OCTaHOBKY  3anyuwleHHbIX 3afad npoBEpPKU
npu nepexoane KomnbrTepa Ha NCTOYHUK 6ecnepe60|7|Horo nnTaHu4.

Ecnu donaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes octaHaBnusaet
BbIMNOSIHEHWE 3anyLUEHHbIX 3aJay NPOBEPKU Mpu Nepexone KOMMbiTepa Ha UCTOYHUK
0ecnepeborHOro NUTaHus.

Ecnn dnaxok cHAT, Kaspersky Industrial CyberSecurity for Nodes npogomkaet
BbINOSIHEHWE 3anyLleHHbIX 3agay MPOBEPKWU MpU NEepexode KOMMbiTepa Ha UCTOYHMK
0ecnepeborHOro NUTaHus.

Mo ymonyaHuio onaxok yCTaHOBMNEH.

Mepexon Ha UCTOYHUK GecnepebOoMHOro MNUTaHWS OCYLLECTBIISAETCS TOMBbKO MPU YMEHbLUEHUN
3apsga yctponctsa Huxe 90%.

B 6noke lMapameTpbl NpMMEHEHUSA Mapons 3ajanTe Maponb ANS 3awuTbl 4OCTyna K QYyHKUMAM
Kaspersky Industrial CyberSecurity for Nodes 2.5.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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5. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl ©e30nacHOCTN N HaOEXHOCTU 6y,u,yT COXpaHeEHbI.

HacTpounka napameTpoB coeamHeHun B Kaspersky Security Center

Mpouenypa HacTponKn napameTpoB (PyHKUMOHamNbHbLIX KOMNoHeHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 B Kaspersky Security Center He oTnu4aeTcsi OT NlOKalbHOM HACTPOMKM MNapamMeTpoB 3ITUX
komnoHeHTOoB B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpykumMm no HacTporike
napameTpoB 3agay u pyHkuun nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes
cofepxaTtca B COOTBETCTBYOLLMX padgenax Pykosodcmea nonb3ogamersi Kaspersky Industrial CyberSecurity
for Nodes 2.5.

HacTpoeHHble napameTpbl coeguMHeHMs ncnonbayTca ansa noaknoveHns Kaspersky Industrial CyberSecurity for
Nodes 2.5 k cepBepam 0GHOBMNEHUI 1 aKTMBaLMK, a Takke Npu MHTerpauun nporpamm co cnyxbamm KSN.

» Umobbl Hacmpoume napamempesl COeOUHEHUS, 8bIMOSTHUME criedyroujue delicmeus:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmbl.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol afMUHUCTPUPOBAHNA BbIMOMNHUTE OfHO
13 cnegyowmnx AencTBuin:

e Ecnu Bbl xoTuUTe HacTpouTb NapameTpbl MOMUTWUKU ANSA rPYMnbl KOMMbIOTEPOB, BbIOEpPUTE 3aknagky
Monutukn 1 otkporite okHo CBoucTBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"

Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpoucTBa 1 oTKporiTe okHO MapameTpbl nporpammel (CM. pa3gen "HacTpoika nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnu ycTporictBo paboTaeT nof ynpaBneHunem akTMBHoW nonutukm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamnoOXeH 3arnpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmebi.

3. B pasgene CsoncTtBa nporpammbi B 6rioke Npokcu-cepBep: Haxmute Ha kHOMKy HacTpoika.
OTkpoeTcs okHOo HacTponka napameTpoB COeAMHEHUA.
4. B okHe MNapameTpbl coeAMHEHUNA HAacTPONTe criedyoLmne napameTpsbl:
e B 6noke MNapameTpbl NpoKcU-cepBepa 3agariTe napameTpbl UCMOMb30BaHWSA NPOKCU-CepBepa:
e He ucnonb3oBaTb NpoKcu-cepBep.

Ecnu BbiGpaH aToT BapuaHT, Kaspersky Industrial CyberSecurity for Nodes He ucnonsayet
npoKcu-cepeep Anst coeguHeHus ¢ crnyxb6amm KSN, a BbINOMHAET COeAMHEHME HanpsaMYyHo.

e ABTOMaTMuYeECKU onpenenATb NapamMmeTpbl NPOKCU-cepBepa.

Ecnn BbiOpaH aToT BapuanT, Kaspersky Industrial CyberSecurity for Nodes 2.5

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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aBTOMaTU4ECKM onpegenser napameTpbl noakniyeHns K cnyxb6am KSN
¢ ncnonb3oBaHueM npoTtokona Web Proxy Auto-Discovery Protocol (WPAD).

JaHHbIN BapuaHT BbIGpaH Mo yMo4YaHuio.
¢ MHUcnonb3oBaTb NapaMeTpbl yKasaHHOro NPoOKCcU-cepBepa.

Ecnu BbibpaH aT0T BapmaHT, ansa coegnHeHns ¢ KSN Kaspersky Industrial CyberSecurity
for Nodes 2.5 ncnonb3yet napameTpbl NPOKCU-CEPBEPA, YKa3aHHbIE BPYYHYIO.

e |P-agpec unn cuMBOMNBHOE NMS NPOKCU-CepBepa U HOMep nopTa.
¢ He ucnonb3oBaTb HAaCTPOMNKM NPOKCU-CEpPBepPa ANA NOKalbHbIX afapecoB.

®draxok BKMHYAET UMM BbIKIIOYAET MCMONb30BaHUE MPOKCU-cepBepa Mnpu obpalleHmm
K KOMMNbKOTEPAM U3 CETH, KKOTOpOI7I NpuHaaneXxmT KomMnbiloTep C YCTaHOBJIEHHbIM
Kaspersky Industrial CyberSecurity for Nodes 2.5.

Ecnu dpnaxok yctaHoBneH, obpalleHne K KOMNbTEPaM U3 CETU, K KOTOPOI NpUHaANexXuT
KomnbloTep ¢ ycTaHoBneHHbIM Kaspersky Industrial CyberSecurity for Nodes 2.5,
BbINOMHAETCS Hanpsamyto. [NMpokcu-cepBep He MCnonb3yeTcs.

Ecnun cdonaxok cHAT, Ana obpalleHnst K oKanbHbIM KOMMbITEPaM UCMONb3yeTCs MPOKCU-
cepsep.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.
e B 6noke MNapameTpbl ayTeHTUUKALMM Ha NPOKCU-CepBepe 3aJanTe napameTpbl ayTeHTUdMKaLmu:
e BbibepuTte napameTpbl ayTeHTUUKALMN B PaCKPbIBAOLLEMCS CIIUCKE.

e He wucnonb3oBaTb ayTeHTUdMKaLUIO — NpoBEpKa MOANMMHHOCTU He NPOoM3BOAUTCA. ITOT
peXuUM BbIGpaH No YMONYaHMI0.

¢ MWcnonb3oBatb NTLM-ayTeHTUbMKaumto — npoBepka NOANMHHOCTA C MOMOLLBK NPOTOKONa
ceteBon ayteHTMdUKaumm NTLM, paspaboTaHHoro komnaHmen Microsoft.

e Wcnonb3oBaTb NTLM-ayTeHTU(UKaLUIO C UMEHEM NOMb30OBaTeNs U NaponeM — NpoBepka
NOAJSIMHHOCTU C MOMOLLbI0O MPOTOKONa ceTeBow ayTeHTudpmkauum NTLM, paspaboTtaHHOro
koMnaHuen Microsoft, a Takke MMeHU Nonb30BaTens 1 Napons.

. Ucnonb3oBaTb MMA Nonb3oBaTens 1 naponb — nposepka NnogfIMHHOCTU C MOMOLLbIO UMEHU
nonb3oBaTend 1 napon4.

e Ecnun tpebyeTcs, ykaxnte umsi nonb3oBaTens U Naporb.

e B 6noke JluueHsmpoBaHue yctaHoBute unu cHumnte pnaxok Ucnonb3oBatb Kaspersky Security
Center B Ka4yecTBe NPOKCU-cepBepa AN akTUBaLum NporpaMmbl.

5. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl CoeaANHEHNA 6yD,yT COXpPaHEHH.I.

O HacTpouMKe AOMNONTHUTENbHbIX
BO3MOXHOCTEWU NporpamMmmsbl

Bbl MOxeTe HacTpouTb pononHutenbHble Bo3moxHocTu Kaspersky Industrial CyberSecurity for Nodes 2.5
n3 Kaspersky Security Center ansi rpynnsl KOMNbOTEPOB UMK ANS OQHOTO KOMMNbOTEPA.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HacTtponka napameTpoB AoBepeHHON 30HbI B Kaspersky
Security Center

Mo YMOJ14aHUO BO BHOBb CO34aHHbIX MOJIUTUKAX U 3adadvyax AoBepeHHadA 30Ha NpUMEeHAETCA.
» 4Ymobbl Hacmpoums napamempsl 008ePEHHOU 30HbI, 8bINMOIHUME credyowue delicmeusi:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHMUSA, 5151 KOMMNBIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

2. B naHenu pe3ynbTaTtoB BblOpaHHON rpynmnbl aAMUHNCTPUPOBaHNS BbIMOMHUTE OfIHO
n3 criefyoLwmx encTBum:

e [Ecnu Bbl XOTUTE HACTPOUTb MapameTpbl NOMAMTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hacrtponka nonutuku"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NporpaMmbl AN OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpoucTBa 1 oTKporiTe okHO MapameTpbl nporpammel (CM. pa3gen "HacTpoika nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTtpornictBo paboTaeT nof ynpaBneHnem akTMBHon nonutuknm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamnOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbl AN U3MeHeHus B okHe MapameTpbl nporpaMmmebl.

3. B pasgene [ononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHonky HacTtpomka B 6rioke napameTpoB
[JoBepeHHas 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

4. Ha 3aknagke UcknrodyeHus ykaxunte obbekTbl, koTopble Kaspersky Industrial CyberSecurity for Nodes 2.5
nponyckaeT npu NpPoBepKe:

e Ecnu Bbl xoTuTe [06aBUTb PEKOMEHOYEMbIE WCKMYEHUS, HaXmMuTe Ha kHonky Jo6aBuTb
pekoMeHAyeMble UCKNIOYEHMUS.

Mpn HaxaTUM Ha 3Ty KHOMKY B CMUCOK WCKIHOYEHMI [OOaBnsOTCA  UCKIHOYEHMS,
pekoMeHOOBaHHble  Koprnopauuwen  Microsoft  u uckndeHuss,  pekoMeHZOBaHHble
"NabopaTtopuen Kacnepckoro".

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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o Ecnun Bbl xoTUTE MMNOPTUPOBATb UCKITIOYEHUA, HAXXMUTE Ha KHOMKY MMnOpT N B OTKPbIBLLUEMCA OKHE
BblOepute dannbl, koTopble Kaspersky Industrial CyberSecurity for Nodes 2.5 ©yget
cunTaTb AOBEPEHHBLIMM.

e Ecnu Bbl X0TUTE BpYYHYlO yKas3aTb YCMOBWS, NMpWU yOOBNETBOPEHUM KOTOpbIM (hain ByaeT cuntatbes
[I0BEPEHHbIM, HaXMUTE Ha KHOMKY [lo6aBUTL. B OTKpbIBLLEMCS OKHE YKaXKWUTe CrieayloLmne napameTpbi:

e [lpoBepsieMbI OOBLEKT.

Mmsa nnn macka nmenu danna, nokanbHbIA UM CbEMHbIN ANCK KOMMbLIOTEPA, NoKarnbHas
Unu ceTesasl narnka, npegonpeaeneHHas obnactb.

e OO6GHapyxuBaeMble OO BHEKTbI.

Bbl MOXeTe HaWTM  CMMCOK WMEH OOHapyxmBaemblx OOBLEKTOB  Ha caiTe
BupycHon aHumknoneguu.

Ecnu conaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
npu NpoBepKe ykasaHHble 06bEKTLI, AOCTYMNHbIE AN OGHaPYXEHUS.

Ecnn dnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes obHapyxuBaeT Bce
06bEeKThI, yKasaHHble B NporpamMmme no yMOMYaHuIo.

Mo ymon4aHmio priaxkok CHAT.
e O6nacTtb NpMMeHEHUA UCKITIOYEHUSA.

HassaHne 3agaum Kaspersky Industrial CyberSecurity for Nodes, B koTopon
npUMeHseTcsa npasuno.

e Ecnn Tpebyetca, ykaxute OOMOMHUTENbHY MWHGOPMaLMIO, MOACHAIOLWYIO WCKITIOYEHNE,
B none KommeHTapum.

5. B okHe [loBepeHHas 30Ha Ha 3aknazke [loBepeHHble NpoLiecchl ykaxute npoLecchl, kotopble Kaspersky
Industrial CyberSecurity for Nodes 2.5 6ygeTt nponyckaTb npy NpoBepke:

e He npoBepsATb annoBbie onepaun pe3epBHOro KONMPOBaHUA.

dnaxok BKMOYAET UMK BLIKMNIOYAET MPOBEPKY oOrnepauuii YTeHus annos, ecnuv aTu
onepauum BbIMOMHATCS YCTaHOBMEHHbLIMM Ha KoMMbloTepe cpeacTeamm
pEe3epBHOro KOMMpPOBaHUS.

Ecnu cdonaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
npu NpoBepke  onepauuMn  4YTeHus  painoB, BLINOMHSIEMblE  YCTAHOBIEHHbLIMM
Ha KOMMNblOTEPE CPeEACTBAMU PE3EPBHOIO KOMUPOBAHWSI.

Ecnn cnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT
onepaumn YTeHns PainoB, BbINONHSEMbIE YCTAaHOBMNEHHbIMU HA KOMMbIOTEPE CPEACTBAMM
pe3epBHOIO KONUPOBaHMUS.

Mo ymon4aHuio hniaxkok yCTaHOBIIEH.
e He npoBepsaTb dannoBylo akTMBHOCTb YKa3aHHbIX NPOLECCOB.

dnaxok BKIOYaET UM BbIKITlOYaeT npoBepKy dannosom aKTUBHOCTHU
AOBEpPEeHHbIX NPOLIECCOB.

Ecnun donaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
npw NpoBepke hannosble onepaumm JOBEPEHHbIX NPOLLECCOB.

Ecnn cnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
¢hannoBble onepaunn JOBEPEHHbIX NPOLIECCOB.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mo ymonyaHuio oraxcok CHAT.

6. Ecnun Tpebyetcs, nobaBbTe npouecchl, hannoByl0 akTMBHOCTb KOTOPbIX Bbl HE XOTUTE MPOBEPSITb, HaXaB
kHornky [lo6aBuTb (cMm.pasaen "[obaBneHne foBepeHHbIX NpoueccoB” Ha cTp. 145).

7. Haxmwute Ha kHonky OK B okHe [loBepeHHas 30Ha, YTObObl COXPaHUTb U3MEHEHNSI.

No6aBneHne foBepeHHbIX NPoLEeccoB

» UYmobbl 0Oobasumb OOUH UMIU HECKOIbKO [IPOUECCO8 8 CrUCOK O0B8EPEHHbIX, B8bIMOMIHUME
cnedyrouwue Oelicmeusi:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny agMMHUCTPUPOBAHUSA, ANS KOMMbLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx eNcTBUN:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MOMUTUKM AN rPynnbl KOMMNbOTEPOB, BbiDepuTe 3aknagky
Monutukn un otkporite okHo CBoucTtBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpowka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTbL MapamMeTpbl NporpaMmbl ANs OOHOrO KOMMblOTepa, BblibepuTe 3aknagky
YcTpowncTBa n oTkporiTe okHo MapameTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTporictBo paboTaeT nof ynpaBneHnem akTuBHoM nonutuknm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamNOXeH 3anpeT Ha U3MeHeHWe napameTpoB MporpamMMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B paspene [ononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHOnky HacTtpomka B 6roke napameTpoB
[JoBepeHHas 30Ha.

OTkpoeTcs okHO [loBepeHHas 30Ha.

4. Ha 3aknagke [loBepeHHble npoueccbl ycTaHoBuTe hnaxok He npoBepATb ¢hpanoByl0 aKTUBHOCTb
yKa3aHHbIX NpoLeccoB.

5. HaxmwuTte Ha kHornky [lo6aBUTb.
6. BblbepuTe 04MH U3 BapMaHTOB N3 KOHTEKCTHOIO MEHHO KHOIMKMU:
e Heckonbko npoueccosB.

B oTkpbiBwemcs okHe [loGaBneHuMe NpPOLECCOB B CNUCOK [AOBEpPeHHbIX HacTpoiTe
cnepyoLine napameTpsbl:

a. Wcnonb3oBaTb NOMHbLIN NYThb ANA onpeaeneHns 4OBEePEeHHOCTH npouecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
MCnonb3oBaThb MOJHbIN nyTb K doariny Ansa onpegeneHus cTatyca
[AOBEPEHHOCTM npoLiecca.

Ecnu donaxok He ycTaHOBIEH, NyTb K dhanny He ByAeT yunTbiBaTbCA B KAYeCTBe KpUTepusi
Ans onpefeneHus ctatyca 4OBEPEeHHOCTH npoLecca.

Mo ymonyaHuio onaxok ycTaHOBMEH.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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b. WUcnonb3oBaTtb xew channa ana onpegeneHusa OBepPeHHOCTU nNpouecca.

Ecnn cnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
ncnonb3oBaTb xew BblOpaHHOro danna ans onpegeneHus cratyca
AOBEPEHHOCTM npoLecca.

Ecnun dnaxok He ycTaHOBNEH, XeL arina He ByaeT yunTbiBaTbCs B KaYeCcTBE KpUTepus
Ansi onpeferneHns crtatyca JOBEPEHHOCTU npoLecca.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.
¢. YT06bl 106aBUTL AaHHbIE HA OCHOBE MCMOJSTHSAEMbIX (PaNNoB, HAXMUTE Ha KHOMKy O630p.

d. Bbibepute ncnonHsembln dhanin B OTKPbIBLLEMCS OKHE.

Bbl moxeTe gobaBnsTb NpoLecchl TOMNbKO MO ogHomy. [loBTopuTe warn c-d, 4tobbl fo6aBUTh
apyrve ncnosHsemMble annebl.

e. Ytob6bl 406aBUTL AAaHHbIE HA OCHOBE 3anylweHHbIX npoueccoB, HaAXMUTE Ha KHOMKY I'Ipoueccu.

f. Bblbepute npouecchl B OTKPbIBLLUEMCS OKHE. YTOObI BbIOpaTh HECKONBKO NMPOLECCOB, yAepKMBanTe
knasuwy CTRL npu Bbibope.

g. Haxmure Ha kHonky OK.

TpebyeTcs, 4yTobbI y4eTHasa 3anucb, C MpaBamMn KOTOPOW 3anyckaeTcs 3agada [MocTtosiHHasa
3awmTa annoe, MMena nmnpaBa aAMMWHMCTpPATOpa Ha KOMMbIOTEPE C yCTaHOBIIEHHOW
nporpammon Kaspersky Industrial CyberSecurity for Nodes 2.5, 4tobbl npocmaTpuBaTb CAIMCOK
aKTUBHbIX MPOLLECCOB. Bbl MOXeTe 0TCOpTMPOBaTh MPOLIECCHI B CMIMCKE aKTUBHbLIX MPOLLECCOB
no umexHn danna, PID wnu nytm KwucnonHsemomy danny npouecca Ha fioKanbHOM
koMmnbloTepe. ObpaTuTe BHUMaHWE, YTO Bbl MOXeTe BblBpaThb NpoLLecc 13 cnucka anyLleHHbIX
npoueccoB, HaxaB Ha kHonky lpoueccbl, Tonbko npu pabote yepea KoHconb Kaspersky
Industrial CyberSecurity for Nodes 2.5 Ha nokanbHOM KOMMNbOTEPE UMW B MapameTpax yana
B Kaspersky Security Center.

e OpauH npouecc Ha OCHoBeé UMEeHU U NyTu.

B oTkpbiBwemca okHe [loGaBneHue nNpoLecCOB B CMUCOK AOBEPEHHbIX BPYYHYHK HacTponte
cnegylowue napameTpbl:

a. Ykaxute nyTb K McnonHsemomy daviny (Bknovas nvs avna)
b. Haxmute Ha kHomky OK.
e OpwuH npouecc Ha OCHOBE CBOMCTB OObeKTa.

B OTKpbIBLLIEMCA OKHe DoGaBneHue npoueccoB B CMUCOK AOO0BEpPEeHHbIX HaCTPOIZTe
cneaywuwme napamMeTpbl:

a. Haxmute Ha kHonky O630p 1 BbIOEpUTE NpoLiecc.
b. Wcnonb3oBaTb NOMHLIN NyTb ANA onpeaerieHUA AOBEPEHHOCTU npoLlecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
MCnonb3oBaThb MOJHbIN nyTb K doariny Ansa onpegeneHus cTatyca
AOBEPEHHOCTM npoLiecca.

Ecnu donaxok He ycTaHOBMEH, NyTb K dhanny He ByaeT yunuTbiBaTbCs B Ka4eCTBe KpUTepus
AN onpefeneHus ctatyca AOBEPEHHOCTH npoLecca.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mo ymonyaHuio naxxok yCTaHOBIMEH.
c. WUcnonb3oBaTb xew channa gna onpeneneHna 4OBepPeHHOCTU npouecca.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
ncnonb3oBaTb xeLu BblOpaHHOro danna ans onpegeneHns cTaTyca
AOBEPEHHOCTU npovecca.

Ecnun donaxok He ycTaHOBMEH, xel daina He ByaeT yuntbiBaTbCs B Ka4ecTBe KpuTepust
LNsi onpefeneHus ctatyca 4OBepeHHOCTM npoliecca.

Mo ymonyaHuio naxxok yCTaHOBMEH.

d. HaxmuTe Ha kHonky OK.

YT106bI 4OGaBUTL BbIOPAHHbIV NMPOLIECC B CMMCOK JOBEPEHHbIX MPOLLECCOB, AOMKEH ObITh BbIOpaH
no KpanHen Mepe OAUH KPpUTEPUI JOBEPEHHOCTN.

7. B okHe [loGaBneHne AoBepeHHOro npouecca HaxxmuTe Ha kHonky OK.

BeibpaHHbIvi dharn nnm npouecc 6yaeT gobaBneH B CNMCOK AOBEPEHHbIX MPOLECCOB B OkHe [loBepeHHas 30Ha.

Ucnonb3oBaHUe MacKu not-a-virus

Macka not-a-virus no3BonsieT nponyckaTb BO BpeMsi NMPOBEPKM JeranibHoe nporpaMmHoe obecrievyeHve u BeG-
pecypchbl, KOTopble MOryT ObITb pacLieHeHbI kKak BpegoHOCHbIe. Macka NpuMeHsieTcst Npu paboTe creayowmnx 3agaq:

e [locTtosHHas 3awmTa annos;
e [lpoBepka no TpeboBaHuio.

Ecnu macka He gobasneHa B cnvcok nckntodenun, Kaspersky Industrial CyberSecurity for Nodes 2.5 npumennt
AeNCTBUS, yKa3aHHble B HACTPOMKax 3agayvum Ans nporpaMmm 1 pecypcoB, KOTOPble BXOOAT B 3Ty KaTeropuio.

» 4Ymobsi ucrionb3oeame MacKy not-a-virus:

1. B pepeBe KoHconu agmunHucTpmpoBaHua Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUSA, ANS KOMMLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol aAMUHUCTPUPOBAHNS BbIMOMHUTE  OAHO
13 cnegyowmnx AencTBuin:

e Ecnn Bbl XOTUTE HACTPOUTb MapaMeTpbl MONUTUKA LNS TPYNnbl KOMMNbOTEPOB, BbIOEpUTe 3aknagky
Monutukn u otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hactpomka nonuTuku'
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTbL MapaMeTpbl NMporpaMmbl AN OOHOrO KOMMblOTepa, BblbepuTe 3aknagky
YcTpouncTBa 1 oTKporTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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Ecnn yctponcteo pabotaeT noa ynpaerneHnem akTuBHom nonutuku Kaspersky Security Center
M B 3TOM MONUTMKE HANOXeH 3anpeT Ha M3MEHEeHWe napameTpoB MporpamMbl, 3TU NapameTpbl
HeLOCTYNHbI AN U3MeHeHUs1 B OkHe MapamMeTpbl NporpaMmmeil.

3. B pasgene HJdononHutenbHble BO3MOXHOCTU HaXMUTe Ha KHOMKY HaCTpOVIKa B Gnoke napamMmeTpoB
ﬂoaepeHHaﬂ 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

4. Ha 3aknagke UcknroyeHus, NPOKPYTUTE CMUCOK M BblIBepuTe CTPOKY CO 3HaA4YeHueM hot-a-virus:*, ecnm
naxoK CHAT.

5. Haxmute Ha kHonky OK.

Hoeble HacTpoitkn 6yayT NPUMEHEHDI.

lNMpoBepKa CbEMHLIX AUCKOB

Bbl MOXeTe HacTpouTb NPOBEPKY CbEMHbIX AUCKOB, NoAkntodaeMbix No USB k 3alumiiaeMomy KOMMbIOTEPY.

Kaspersky Industrial CyberSecurity for Nodes 2.5 BbinonHseT npoBepKy CbEMHOIO AUCKa C NMOMOLLLIO 3adauyu
npoBepkn no TpebosaHuio. [porpamma aBTOMaTMYeckM co3gaeT HoByw 3ajady [lpoepka no TpebosaHuio
B MOMEHT MOAKMIOYEHUsT CbEMHOIO AMcKa W yaansieT Co3daHHYl 3agady Mo 3aBeplueHun nposepku. CosgaHHas
3afava BbINoJIHAETCA C npeayCTaHOBJ1I€HHbIM YPOBHEM 6e3OI'IaCHOCTI/I, YKa3aHHbIM 119 NMPOBEPKU CbEMHbIX ANCKOB.
Bbl He MOXeTe HacTpouTb NapameTpbl BpeMeHHoW 3adayu [Nposepka no TpeboBaHmio.

Kaspersky Industrial CyberSecurity for Nodes 3anyckaeT NnpoBepKy CbEMHbIX OMCKOB, NoAkntovYaembix no USB
npv UX perncTpaunm B onepaunoHHor cucteMe B kKadyecTBe 3anomuHatoLlero ycrponctea (USB Mass Storage
Device). lNMporpamma He BbINOnHAET NpoBepky MTP-nogkntoyaemMbiX MOOUIbHBIX YCTPOWCTB.

Kaspersky Industrial CyberSecurity for Nodes 2.5 He 6nokupyeT 4OCTyn K CbEMHOMY OUCKY Ha BPeMsi MPOBEPKU.

PGSYJ'IbTaTbI NPOBEPKN KaXaoro CbEMHOro gucka OOCTYyNHbl B XypHane BbINOJIHEHNUA 3ajayn HPOBepKa
no Tpe6OBaHI/IPO, CO34aHHOMN npn NOAKINKYEHUN 3TOro ANCKa.

Bbl MOXXeTe U3MEHATb 3HA4YEHNS napamMeTpoB KOMIMNOHEHTA I'IpOBepKa CbEMHbIX ANCKOB (CM.Ta6J'IVILI,y HI/I)Ke).

Tabnuya 24. lMapamempsbl npogepKu CbEMHbIX OUCKO8

MapameTp 3Ha4yeHue no ymon4yaHuwo | OnucaHue

MpoBepsiTb CbEMHbIE AUCKN Priaxok CHAT Bbl MOXETe BKMOYaTh MMM BbIKMOYaTbL

npu ux noaknoyeHnn no USB NPOBEPKY CbEMHBIX AVCKOB MpU UX
MNOAKIIOYEHNN K 3aLLMULLLaEMOMY
KOMMbIOTEPY.

MpoBepsATL, ecnu 06Lem 1024 MB Bbl MOXeTe YMEeHbLUMTL 0611acTb

ConepKaLMXCS Ha AnCKe cpabaTbiBaHWA KOMMOHEHTa, yKa3aB

AAHHbLIX He NPeBbLILAET NOPor MaKcMMarbHbI 06bEM AaHHbIX

(MB) Ha CbEMHOM JuCKe.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxeH 30ecb omobpaxamhbcsi.
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Kaspersky Industrial CyberSecurity
for Nodes 2.5 He ByaeT BbINOMHATL
NPOBEPKY CbEMHOIO AncKa, ecnu
00beM coaepKalmnxcs Ha HeEM
AaHHbIX MpeBbILaeT ykazaHHOe

3HaveHue.
3anyckaTb NPOBEPKY C YPOBHEM MakcumansHas 3awmTa Bbl MOXeTe HacTpavBaTb napameTpbl
6e3onacHocTHn co3faBaeMblX 3a4ad NpoBepKn

no TpeboBaHuto, BbIbUpasa oanH
N3 Tpex ypoBHeN H6e3onacHoOCTU:

o MakcnmanbHas 3awuTa
e PekomeHayemblin
¢ MakcumanbHoe ObicTpoaencTame

Anroputm gencTBeum

Npv 06HaPY>XEHNN 3apPaXXEHHbIX,
BO3MOXHO 3apakeHHbIX U ApYrnx
0ObEKTOB, a Takke gpyrue
napameTpbl MPOBEPKN ANSs KaXA0ro
YpOBHS 6€30MacHOCTUN COOTBETCTBYIOT
npenycTaHOBMNEHHLIM YPOBHSIM
6e3onacHoOCTW B 3agayax NpoBepKu
no TpeboBaHuto.

Ymobbl  Hacmpoumb  napamMempbl  POBEPKU  CbEMHbIX  OUCKO8  rpu MOOKIOYEeHUU,  8bIMoSIHUMe
cnedyrouwue delicmeusi:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, A1S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BbibpaHHOW rpynmnbl aAMUHUCTPUPOBaHWS BbINOMTHUTE O4HO U3 CrieaytoLmx AeNCTBUN:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MONMUTUKM AN rPynnbl KOMMNbOTEPOB, BbiOepuTe 3aknagky
Monutukn 1 otkporite okHo CBoucTBa: <Umsa nonuTuku> (cM. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpowncTBa n oTkpoliTe okHo MapamMeTpbl nporpaMmmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnu ycTtporictBo pabotaeT nmopf ynpasreHneM akTtvBHoOW nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HaNoOXeH 3anpeT Ha U3MEHEeHWe napameTpoB MpPOrpaMmbl, 3TU MapameTpbl
HeJOCTYMNHbI AN n3MeHeHns B okHe MNMapameTpbl nporpamMmeil.

3. B pasgene [OononHuTenbHble NapameTpbl HaxmuTe Ha kHonky HacTpoiika B Gnoke [poBepka
CbEeMHbIX OUCKOB.

OTkpoeTca okHO NMpoBepKka CbEMHbIX AUCKOB.
4. B 6noke MapameTpbl NpoBepKU Npu NOAKITHOYEHNUW BLINOMHUTE CreayoLlme eNCTBUS:

e YcraHoBuTe chnaxok MpoBepsATb CbEMHbIe AUCKU NpU UX nogknoveHnn no USB, ecnu Bbl xoTnTE,
yTobbl Kaspersky Industrial CyberSecurity for Nodes aBToMatnyeckn BbIMOSHAI NPOBEPKY CbEMHbIX
OWCKOB NMpu NOoAKMK4YeHnn.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbili 0oskeH 30ecb omobpaxambcsi.
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e Ecnn tpebyetcs, yctaHoBuTe (hnaxok MpoBepsaTb, ecnm 06beM coaepKalmMxcsa Ha AUCKe AaHHbIX
He npeBbiwaet nopor (MB) 1 ykaxnte makcrmanbHoe 3HayeHe obbema AaHHbIX B None crnpasa.

e B packpbiBatouleMca cnvicke 3anyckaTb NPOBepKYy C ypoBHeM 6Ge30MacHOCTU YKaXuTe YpOBEHb
Ge30nacHoOCTU, B COOTBETCTBMU C KOTOPLIM TPEGYETCS BbINOSHATL NMPOBEPKY CbEMHBIX AUCKOB.

5. Haxmute Ha kHonKy OK.

HacTtpoeHHble napameTpbl 6yayT coOXpaHeHbl U NPUMEHEHbI.

HacTtpounka npaB goctyna B Kaspersky Security Center

Bbl MOXeTe HacTpouTb NpaBa 4OCTyMa K ynpaBreHuo NporpaMmon 1 K ynpasneHunto cnyxoon Kaspersky Security
B Kaspersky Security Center ansi rpynmnbl KOMNbOTEPOB W AMsi OOHOr0 KOMMboTepa.

MpoLeaypa HacTpovku napamMeTpoB PyHKUMOHanbHbIX KOMMoHeHTOB Kaspersky Industrial CyberSecurity for Nodes
2.5 BKaspersky Security Center He oTnnyaeTcs OT NnokanbHOMW HACTPOWKM napamMeTpoB 3TUX KOMMOHEHTOB
B KoHconun Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpyKuMM no HacTponke napaMeTpoB 3ajad
n pyHkum nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes cogepxatcsi B COOTBETCTBYHOLLIMX
pasgenax Pykosodcmea rionib3o8ameris Kaspersky Industrial CyberSecurity for Nodes 2.5.

» Ymobbl Hacmpoums rnpasa docmyna K ynpasseHuro rpospammol u cryxbol Kaspersky Security,
ebinosiHUMe criedyroujue delcmeus:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUS, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHesnu pes3ynbTaTtoB BblOpaHHOM rpynnol afMUHUCTPUPOBAHNA BbIMOMNHUTE OfHO
13 cnegylowmnx AencTBuin:

e Ecnu Bbl xoTuUTe HacTpouTb NapameTpbl MONMUTWUKU AN rPynnbl KOMMbIOTEPOB, BbIOEpPUTE 3aknagky
Monutukn 1 otkporite okHo CBoucTBa: <Umsa nonutuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpoucTBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnn yctponcteo pabotaeT noa ynpaeneHnem akTuBHoW nonutuku Kaspersky Security Center
M B 9TOW MOMUTMKE HANOXEH 3anpeT Ha M3MEHEeHWe napameTpoB MporpamMMbl, 3TU NapameTpbl
HeLOCTYNHbI AN U3MeHeHUs1 B OkHe MapamMeTpbl NporpaMmmebil.

3. OTKpOVITe pasgen JdononHuTenbHble BO3MOXHOCTU U BbINONHUTE cneagywwme OEencTBus:

e Ecnu Bbl x0TUTE HacTpouTb NpaBa JocTyna k ynpasneHuto Kaspersky Industrial CyberSecurity for Nodes
2.5 pnanonb3oBatenen wunu  rpynnbl  nonb3oBaTtenen, B 6noke [MpaBa nonb3oBaTenen
Ha ynpaBrieH1Me NporpaMmMoun HaxmuTe kHornky HacTtponka.

e FEcnn Bbl XOTUTE HaCTpOMTb MpaBa [OCTyna K ynpaeneHuio cnyxbon Kaspersky Security
AN nonb3oBaTtenew unu rpynnel nonb3osartenen, B 6rnoke NpaBa nonb3oBaTenen Ha ynpaBreHue
cnyx6omn Kaspersky Security HaxxmuTe kHonky HacTpoika.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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4. B OTKpbIBLLUEMCH OKHE HAacTponTe npasa AOCTyMNa B COOTBETCTBMU C BalMMm TpeboBaHuamu (cm. pasgen "O
npaesax pgoctyna Kk dyHkumam Kaspersky Industrial CyberSecurity for Nodes 2.5" Ha ctp. Owubka!l
3aknagka He onpegerneHa.).

HactpoeHHble napameTpbl OyayT COXpaHeHsbI.

HacTponka napameTpoB KapaHTUHA U pe3epBHOro XxpaHunuua
B Kaspersky Security Center

[Mpouenypa HacTpoOnKnM napameTpoB (PyHKLMOHanNbHbLIX KOMNoHeHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 BKaspersky Security Center He OoTnMyaeTca OT JIOKanbHOM HACTPOMKU MapamMeTpoB ITUX
komnoHeHToB B KoHconm Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpyKuum no HacTpomke
napameTpoB 3agay u pyHkunn nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes
cofepxaTtca B COOTBETCTBYHOLLMX padgenax Pykosodcmea nonb3ogsamers Kaspersky Industrial CyberSecurity
for Nodes 2.5.

» 4Ymobbi Hacmpoums napamempsbi pe3epsHo20 xpaHunuwa 8 Kaspersky Security Center, gbinosiHume
cnedyrouwjue delicmeusi:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBaHUSA, AN1S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHNS BbINOMAHUTE OJHO
n3 criefyoLwmx encTBum:

e [Ecnu Bbl XOTUTE HACTPOUTb MapameTpbl NOMAUTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CBomcTtBa: <Umsa nonutuku> (cMm. pasgen "Hactpowka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpouncTBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnn yctponctso pabotaeT noa ynpaerneHnem akTuBHoW nonutukn Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHeHWe napameTpoB MporpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene LononHuTenbHble BO3MOXHOCTU HAXXMNTE Ha KHOMKY HachoﬁKa B 6noke XpaHMana.

4. B okHe [MapameTpbl XpaHunuw, Ha 3aknagke PesepBHOoe XpaHuMNULe HacTpoiTe creayoLwme
napameTpbl pe3epBHOro XpaHunuia:

e FEcnn Bbl xO0TUTe 3agaTb nNanky-MecTOMOJIOXKEHMEe pe3epBHOro xpaHunuwia, B none [Manka
pe3epBHOro XpaHunuiya BbiOEpUTE HY)KHYIO Narnky Ha JIoKanbHOM AMCKE 3aliuLaemMoro KomnbeloTepa
UnNu BBEeAMUTE NOSMHbLIV NMYTb K HEN.

e Ecnu Bbl x0TUTe 3agaTb MaKCMMarbHbll pasMep pPe3epBHOr0 XpaHUNULLA, YCTAHOBUTE (raxok
MakcumanbHbIA pa3mep pesepBHoOro xpaHunuwa (MB) v B nofe BBoAa yKaXuTe HYXXHOE 3HauyeHve
napameTpa B merabanrax.

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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Ecnu Bbl XO0TUTe 3agaTb NOpor cBOOOAHOrO MecTa B pe3epBHOM XpaHUNuLle, onpegenuTe 3HadeHue
napametpa MakcumanbHbIN pa3mep pe3epBHoro xpaHunuuwa (MB), yctaHoBute chnaxok Mopor
poctynHoro npoctpaHcTtBa (MB) u ykaxute MUHMManbHbIM pa3mep CBODOAHOrO MecTa B manke
pe3epBHOro XxpaHunuwa B merabanTax.

Ecnn Bbl XxO0TUTe 3agaTb nNanky Ansg BOCCTAHOBIEHUS, B rpynne napameTpoB [lapameTpbl
BOCCTaHOBIEHMS 0O bEKTOB BbIOEPUTE HYXKHYHO NarnKy Ha foKanbHOM AMCKE 3allULLIaeMOoro KomnbloTepa
unu B none lManka, B KOTOPYK BOCCTaHaBNMBAOTCA O0BbEKTblI BBEAUTE VM4 NManky U NOSHbIA NYTb
K HEeMN.

5. B okHe MapameTpbl xpaHunuwy Ha 3aknagke KapaHTuH HacTponTe criefyolle napameTpbl KapaHTUHa:

Ecnu Bbl XOTUTE M3MEHUTL nankKy KapaHTuUHa, B nojie BBoaa Manka KapaHTUHa yKaXute NOJHbIN nyTb
K nanke Ha JioKkalibHOM OUCKe 3aliunilaemMoro KoMmnbrTtepa.

Ecnu Bbl x0TUTE yKa3aTb MaKCUManbHbIN pa3Mep KapaHTUHA, ycTaHoBUTe hnaxok MakcumanbHbIN
pa3mep kapaHTuHa (MB) v B none BBOAa ykaxuTe 3Ha4YeHne napameTpa B Merabavrtax.

Ecnu Bbl XO0TUTE yKa3zaTb MMHUMAarbHbIA pasMep CBOGOAHOro NPOCTPaHCTBa B KAPaHTUHE, YCTaHOBUTE
dnaxok MakcumanbHbIN pa3mep kapaHTuHa (MB) n onaxok MNMopor 4OCTYNHOro NpocTpaHcTBa
(MB), 3aTem B none BBOAA YKaXKMTe NOPOroBoe 3HayYeHve napameTpa B MmerabanTax.

Ecnn Bbl XOTUTE U3MEHUTbH nanky, B KOTOPYHO BOCCTaHaBJIMBaKTCA 00BbEeKTbI 13 KapaHTuHa, B none
Beoga [Manka, B KOTOPYyHO BOCCTaHaBnMnBaloTCHA 06 BbEKTbI YKaxute NOSHbIN nyTb K nanke
Ha NnoKanbHOM ANCKe 3aluuiaemMoro KomnbroTepa.

6. Haxmute Ha kHoMKy OK.

HacTpoeHHble napaMeTpbl KapaHTUHA U pe3epBHOro XpaHunuwa 6yayT coxpaHeHbl.

BnokupoBaHue AocTtyna K ceTeBbIM (hanunoBbIM pecypcam.
3abnoknpoBaHHbI€ y3nbl

B atom pasgene onucaHo, kak 3abnokMpoBaTh HeJOBEPEHHbLIE KOMMNLIOTEPBI U HACTPOUTL MapamMeTpbl XpPaHUNULLA
3abr10KMpOBaHHbBIX KOMMBIOTEPOB.

B atom pasgene

O 6noknpoBaHMM AOCTYNA K CETEBBIM (DANTTOBBIM PECYPCAM .....vveeirierurreerireesnreestreessreeasseeessneesreeesneesns 152
BkntoyeHme 6nokmpoBaHns OOCTYNa K CETEBbIM (DANMOBBLIM PECYPCAM ........eieiiureeeeiiiieeeaiireeesniireeeennenes 153
HacTtporika napameTpoB 3a6NTOKNPOBAHHBIX KOMIMTBEOTEPOB .....ceeieieerieeerreeesasnneeeeeeeaeesssnsnnnnereeeesssannsenseees 154

O 6nokupoBaHuM OooCTyna K ceTeBbIM (hannoBbIM pecypcam

XpaHunuie 3abnokMpoBaHHbIX Y3OB YCTaHaBNMBAETCS MO YMOMYaHWIO, €CNN YCTaHOBMEH NoOoI 13 crneayoLmx
koMnoHeHToB: MocTosiHHas 3awuTa dannos, 3awuTa oT WKdpoBaHMs. 3aJaumn OTCNEXMBAKOT NOMNbLITKU YAANeHHbIX
KOMMbIOTEPOB NOMYYUTb JOCTYM K OGLLMM CeTEBLIM Nankam 3aLliMLLaeMoro KOMMbTepa UM CETEBOIO XpaHuUnuLLa
B COOTBETCTBMM CO CMNCKOM HeAOBEPEHHbIX KOMMboTEPOoB. MHdopMaumsa 060 BCex HedOBEPEHHbIX KOMMbHOTEPaX
CO BCEX 3awWuuiaemMblXx KOMMbOTEPOB oTnpaBnsetrcda B Kaspersky Security Center. Kaspersky Industrial

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0oskeH 30ecb omobpaxambcsi.
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CyberSecurity for Nodes 2.5 6nokupyeT AocTyn K obwum ceTeBbiM Mnankam KOMMbiTepa unv obwmm nankam
CETEBOro XpaHWUnuLLa AS1s1 BCEX Y3OB B XpaHunuLLe 3abn0KMPOBaHHbIX Y3r10B.

XpaHI/IJ'IVILU,e 3a6J'IOKVIpOBaHHbIX Y3I10B 3anoJiHAEeTCd, Korga MMHMUMYM OOHa M3 crnefyruwmnx 3agad 3anyckaeTcsa
B aKTUBHOM peXume, N BbINOJIHEHbI YKa3aHHbl€ YCITOBUA:

e Ecnnm Bxoge BbINONHeHWA 3agadn [locTosiHHas 3awmTa annoB  CO CTOPOHbLI  KOMMbHOTEPA,
obpaLluatoLLierocst kK ceteBbiM hannoBbIM pecypcam, BbiBNeHa BpeAOHOCHas akTUBHOCTb U B MapameTpax
3agauu lNMocTosiHHasA 3awuTa annos ycTaHoBMEH naXxok BHOCUTbL KOMNbIOTEpPLI, C KOTOPbIX BeaeTcH
BPeAOHOCHAasA aKTUBHOCTb, B CMUCOK He4OBEpPEeHHbIX.

e [Ecnu B x04e BbINONMHEHMS 3agayun 3awmTta OT WndpPOBaHMSA CO CTOPOHbI KOMMbOTEpa, obpallatoLlerocs
K ceTeBbIM (hannoBbiM pecypcam, BbisiBIieHa aKTUBHOCTb BPEAOHOCHOIO LWMAPOBaHMS.

Mocne oGHapyXeHusi BPELOHOCHOW aKTUBHOCTM UMM NOMbITKMA LUMGPOBaHUS 3ajadva OTnpaBnseT MHopMaLmio
00 aTakyolemM yane B XpaHunuvwle 3abnokMpoBaHHbIX Y3MOB, W Mporpamma CO3faeT Kputudeckoe cobbiTne
6rokvpoBku y3na. Jlobble NoMmbITKM JAHHOrO y3na MonyyYnTb AOCTYN K 3allMLUeHHbIM CeTeBbiM nankam obuiero
goctyna 6yayt 3abnokmpoBaHbl.

Mo ymonuaHnmio Kaspersky Industrial CyberSecurity for Nodes 2.5 ypandetr HegoBepeHHble KOMMbIOTEPDI
13 xpanunuwa yYepes 30 MUHYT nocne gobasneHus. [JocTyn K ceTeBbIM hainoBbIM pecypcam Arsi KOMMbITEPOB
BOCCTaHaBMMBAETCA aBTOMATUYECKM NOCIE UX YAaneHus n3 cnucka HegoBepeHHbIX. Bbl MoXeTe ykasaTb nepuvog,
nocre KoToporo 3abnokMpoBaHHbIE y3rbl aBTOMATUYECKM Pa3bnokMpyroTCs.

O6paTtnte BHUMaHME, YTO B Criydae HamnoXeHus 3anpeTta 4OCTyna K ynpaBieHUo XpaHuimwamm Kkakomy-nnbo
nonb3oBaTento, xpaHunuuie 3abrnokMpoBaHHbIX Y3MOB OCTaHETCA [OOCTYMHbIM. HacTpoviku xpaHunuwia
3abroKkMpoBaHHbIX Y3r0B He MOryT ObiTb M3MEHEeHbl TONbKO €Cnv Monb3oBaTeNb He UMeeT npaB
Ha uameHeHue ansa ynpaeneHus Kaspersky Industrial CyberSecurity for Nodes 2.5. (cm. pasgen "HacTtporika
npaB poctyna pnns Kaspersky Industrial CyberSecurity for Nodes 2.5 wncnyx6bl Kaspersky Security"
Ha cTp. 81).

BknroyeHne 6n1okMpoBaHMsa AOCTyNa K ceTeBbIM (pannoBbIM pecypcam

UTtoObl 006aBWTbL Y3nbl, NPOSIBNAOLME BPEOOHOCHYKD aKTMBHOCTb MWITM MOMbITKU LUMEPOBAHWSA, B XpaHWMLLE
3a06IOKMPOBAHHBIX Y3MOB U 3abOKMpoBaTh 3TUM y3nam LOCTYn K ceTeBbiM (halinoBblM pecypcam, Heobxoammo,
4yTO6bI XOTS Obl OOHA 13 criegyoLmMx 3agad paboTana B akTUBHOM PEXUME:

e [locTosiHHas 3awmTa cdannos

e 3awwuTa oT WndposaHus
» 4mobbi Hacmpoume 3adadvy NocmosiHHas 3awuma ¢halnos, ebinoHuUme criedyruue delicmaus:
1. B pepee KoHconu apgmuHucTpupoBaHust  Kaspersky  Security Center pasBepHuTe  y3en

YnpaBnsiemble yCTPOMCTBA.

2. Bblbepute  3aknagky Monutukn N OTKpoKTe <Umn nonuTUKN> > NocTtosiHHaA  3awmTa
KoMmnbloTepa > Hactpoiika B 6noke NMoctosiHHasA 3awmra ¢annos.

OTKpOGTCﬂ OkHO lNMocTosiHHaA 3awmTa KoMnbiloTepa.

3. B 6noke WHTerpauusi ¢ ApyrMMM KOMIMOHEHTaMM yCTaHoBWUTE naxok BHOCUTbL KoMnblOTEpHlI,
C KOTOPbIX BeAeTcs BPeAOHOCHAsA aKTMBHOCTb, B CMMCOK HEeAOBEPEHHbIX, €CMy Bbl XOTUTE, YTOObI

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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nporpamma Kaspersky Industrial CyberSecurity for Nodes 2.5 6nokupoBana 4ocTyn k ceTeBbiM (haifnoBbIM
pecypcam A5t KOMMNbITEPOB, CO CTOPOHBLI KOTOPbIX B XoA4e paboTbl 3agayn MNocTosiHHasa 3awmTa dainnos
obHapyXeHa BpefOHOCHasi akTUBHOCTb.

4. Ecnu 3agava He 3anycTunacb, OTKpoOMTe 3aknaaky YnpaBneHue 3agayen:

a. YcrtaHoBuTe dniaxok 3anyckaTb 3aga4vy no pacnmcaHuio.

b. B BbinagatoLiem crnucke BbibepuTe YacToTy 3anycka Mpu 3anycke 3agaum.
5. B okHe lMocTosiHHaA 3awmuTa KOMNbOTEpa HAXXMUTE Ha kHoMky OK.

HacTtpoeHHble napameTpbl 3agaun OyayT COXpaHeHbI.
» 4Ymobbl Hacmpoume 3adadvy 3awuma om wugposaHusi, 8bIMOSIHUME criedyruue delicmeus:
1. B pepeBe KoHconn agmuHucTtpupoBaHma  Kaspersky  Security Center pasBepHuTe  y3en

YnpaBnsiemble yCTpOMCTBa.

2. Bblbepute 3zaknagky Monutukm u oTkponte <Umsa nonutukm> > KOHTpPONb aKTUBHOCTM B ceTu >
HacTtpowka B 6roke 3awmTta oT wmndpoBaHuUA.

OTKpoeTcs OKHO 3awmTa oT WNpPOBaHUA.
3. Ecnu 3agava He 3anyctunack, OTKpOWTE 3aknagky YnpaBneHve 3agadvemn:

a. YcrtaHoBuTe dniaxok 3anyckaTb 3aga4vy no pacnmcaHuio.

b. B Bbinagatowem cnuncke Bolbepute YactoTy 3anycka lNpwu 3anycke 3agaum.
4. B okHe 3awmTa oT WnpoBaHNA HAXMUTE Ha KHOMNKY OK.

HaCTpoeHHbIe napamMmeTpbl 3a4a4n 6yD,yT COXpPaHEHbI.

Hactpowka napameTpoB xpaHunuwia 3a610KMPOBaHHbIX Y3I10B
» Umobbl Hacmpoume XpaHunuuwe 3abrokupo8aHHbIX y37108, 8biroriHume credyrouwjue delicmeus:

1. B KoHconu agmuHucTpupoBaHusi Kaspersky Security Center oTkponTe okHO [MapameTpbl nporpammbi
(cMm. pasgen "HacTtporika nokanbHbIX 3agay B okHe [MapameTpsbl nporpammbl B Kaspersky Security Center”
Ha cTp. 103).

2. B pasgene [ononHuTenbHbie BO3MOXHOCTU HAXXMUTE Ha kHonky HacTponka B 6rnoke XpaHunuiia.

OTkpoeTcs okHo MapameTpbl XpaHUnuL,.

Bbl MOxeTe HacTpouTb napameTpbl ONOKMPOBaHUSA KOMMBIOTEPOB ANSA FPynnbl  yrnpaBnsemblX
KOMMbIOTEPOB Yepes3 napameTpbl NONMTUKN. YTOObI HACTPOUTL Nepmnog 6rIOKMPOBaHUS Y3r10B, OTKPOWTE
<UmMA nonuTUKKM> > [lonoNHUTENbHbIE BO3MOXHOCTU U HaXXmuTe kHonky HacTpownka. Ha 3aknagke
3abnok1MpoBaHHbIe y3rbl HACTPOMNTE NapamMeTpbl 610KMpoBaHMS yaaneHHbIX KoMnbioTepoB. CNMCok
3ab0OKMPOBaHHbLIX KOMMBIOTEPOB HEAOCTYMNEH B NapamMeTpax NoNUTUKN.

3. OrtkpownTte 3aknagky 3abnoKMpoBaHHbIE y3nbl.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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4. B 6noke [leMcTBUA yKaXnTe KONMMYECTBO CYTOK, YAaCOB Y MUHYT, Yepe3 KOTopble, C MOMEHTa GIIOKMPOBKY,
3aboK/pPOBaHHbIE KOMMbIOTEPbI NOMYyYaloT AOCTYN K CETEBbIM (haifioBbIM pecypcam.

5. Haxmute kHonky CnMCOK HeAOBEPEHHbIX Y3r10B.
6. BbinonHuTe 04HO M3 cneaywnx OeNCTBUN:

e B OTKpbIBLLUEMCA OKHE Cnucok HeJOBEepPeHHbIX KOMNbHTEpoOB Bbl6epVITe KOMMNbOTEPDLI, AO0CTYyN
KOTOPbIX Bbl XOTUTE BOCCTAHOBUTb, N HA>KMUTE Ha KHOMKY YpanuTtb U3 cnucka.

. Haxxmute Ha KHOMKY OuncTUTb BeCb CNUCOK, YTOObI yaoanntb KOMMNbOTEPbI U3 CMNUCKa HeOBEPEHHbIX
M BOCCTAHOBUTb OOCTYyN AnA BCeX 3a6J'IOKI/IDOBaHHbIX Yy3n0B.

7. Haxmute kHonky OK.
BbiGpaHHble KOMNbIOTEPLI OYAYT Pa3broKMpoBaHbl U yaaneHbl U3 cnncka 3abnoKMpoBaHHbIX.
8. Haxmute Ha kHonky OK B okHenH MapameTpbl XxpaHunuLy,.

HacTpoeHHble napaMeTpbl 3a6510KMPOBaHHbIX Y3510B OyAyT COXpaHeHb!.

O HacTpouKe XypHanoB N yBeaOMIIeHUN

B KoHconu agmmnHucTpupoBanust Kaspersky Security Center Bbl MOXETE HAaCTPOUTb YBEAOMIIEHME aMUHUCTPpaTOpa
1 Nonb3oBaTtenen o cregyLmx cobbiTmsax, cBsA3aHHbIX ¢ paboTon Kaspersky Industrial CyberSecurity for Nodes 2.5
N COCTOAHNEM aHTVIBVIpyCHOIZ 3alnTbl 3almiaemMoro KomnbrTepa:

e AOMUHUCTPATOP MOXET noJjiydaTtb Mchopmau,mo 0 cobbITuAX Bbl6paHHbIX TUNOB;

e onb30oBaTenu nokanbHOW CeTw, KOTOpble o6pau.|,a+0Tc;| K 3almiiaeMomMy KoMnbloTepy, U TepMUHanbHble
nosnb3oBaTesin KOMNbKTEPA MOTYT MOJ1y4aTb MH(*)OpMaLI,I/II'O 0 cobbITMsAX TUNa O6Hapy)KeH obbekm.

YBegomneHust o cobbiTusax Kaspersky Industrial CyberSecurity for Nodes 2.5 MoOXHO HacTpouTb nnbo
ONs OTOENbHOro KoMnbioTepa B okHe CBouctBa: <Mmsi komnbloTepa> and BbiOpaHHOro KomnbloTepa, nmbo
ONs1 TpynMbl KOMNbIOTEPOB B OkHe CBoMcTBa: <UMsi NONUTUKU> A BbIOpaHHOW rpynnbl agMUHUCTPUPOBAHNS.

Ha 3aknagke CobObITMA wnn B OKHE I'Iapameprl YBe,D,OMHEHVIFI Bbl MOXeTe HacTpamBaTb crneaywwune
TUNbI yBe,EI,OMJ'IeHI/II7IZ

e Ha saknagke CoObiTuA (cTaHgapTHasa 3aknagka nporpammbl Kaspersky Security Center) Bbl MOXeTe
HacTpauBaTb YBEJOMIIEHMSI afMMHUCTpaTopa O coObITUAX BblibpaHHbIX TUMOB. NogpobHas uHdopmauus
0 cnocobax yBegomneHuin cogepxmTes B cripaske Kaspersky Security Center.

e B okHe MapameTpbl yBeAOMISIEHUI Bbl MOXETEe HacTpavMBaTb YBEAOMIIEHMS Kak afMUHMCTpaTopa, Tak
1 nonb3oBaTeneil.

Mpouenoypa HaCTpPoOMKM NapameTpoB (YHKUMOHAmNbHbLIX KOMMOHeHTOB Kaspersky Industrial
CyberSecurity for Nodes 2.5 B Kaspersky Security Center He oTniM4yaeTcs OT JIOKarbHOM HaCTPOMKK
napameTpoB 3Tux KomnoHeHToB B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5.
MHCTpYKLMM NO HACTpOKike NapamMeTpoB 3agad u pyHKkuun nporpammbl B KoHconn Kaspersky Industrial
CyberSecurity for Nodes cogepxaTca B COOTBETCTBYHOLLMX pa3genax Pykogodcmea rnosb3o8ameris
Kaspersky Industrial CyberSecurity for Nodes 2.5.

YBeOOMITEHUS O COObITUAX HEKOTOPbIX TUMOB Bbl MOXXETEe HacTpaunBaTb TOJIbKO Ha 3aKragke uin B okHe, O cobbITHsAX
OPYrnX TUNOB — KaK Ha 3aKnagke, Tak 1 B OKHe.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ecnu Bbl HacTpouTe yBEAOMIIEHUS O COObITUSAX OAHOro TuMa OAHMM CrMocoboM UM Ha 3aknagke Cob6biTuA,
n B okHe MapameTpbl yBeAOMNEHUN, CUCTEMHbIA agMUHUCTpaTop OyaeT monyyaTb yBeAOMIeHust 06 aTmnx
CcobbITMAX YKa3aHHbIM CNocobom aBaxabl.

B aTom pasgene

HaCTPOMKA MAPAMETPOB JKYPHAITOB ......eetieeeieiuttitteetaeesaautteteeeteeesaaanseeaeeeaaeeaaaasnteseeeeaeessaasnteneeeeaeesasansensees 156
D2 QY L= Ta o= o] F= Tod oo PSSR 157
HacTpolika napaMeTpoB MHTEMPALMMN C SIEM ........ooiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeee e e eseeeeeeesesasesesesesssssessssnnnes 157
HacTporika NapaMETPOB YBEAOMITEHMM......cceiuuutueieeeeeeseineteeeeeeeeesaaansteseeeaeeesssasnssaeeeeaeessanssssseeeaaeesesnsssesseees 161
HacTpowika hopmMupoBaHns MHUMAOEHTOB U B3aumoaencTeusi c CepeepoM agMUHUCTPUPOBAHUSA ........ 162

HacTpoiika napameTpoB XypHarnoB

Mpoueaypa HacTporkmn napameTpoB PyHKLMOHaNbHbIX KOMNOHEHTOB Kaspersky Industrial CyberSecurity for

Nodes 2.5 BKaspersky Security Center He OTnM4yaeTCca OT NOKanbHOM HACTPOMKM NapamMeTpoB ITUX
komnoHeHToB B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. WHCTpykumMn no HacTporike
napameTpoB 3adadvy u pyHKumn nporpammbl B KoHconu Kaspersky Industrial CyberSecurity for Nodes
cogepxaTtcsa B COOTBETCTBYHOLLMX pasgenax Pykosodcmea nonb3osamerns Kaspersky Industrial CyberSecurity
for Nodes.

» Umobbl Hacmpoumbs napamempsi XypHasnoe Kaspersky Industrial CyberSecurity for Nodes 2.5,
ebinosiHUMe criedyroujue delicmeus:

1. B pepeBe KoHconu agmunmucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmebil.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol afMUHUCTPUPOBAHNA BbIMOMNHUTE OfHO
13 cnegylowmnx AencTBuin:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MOMUTMKU AMs rpynnbl KOMMNbOTEPOB, BbiOepuTe 3aknagky
Monutukn u otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "HacTtpomka nonuTuku'
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapamMeTpbl NMporpaMmbl AN OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpouncTBa 1 oTKporTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctBo pabotaeT noa ynpaeneHnem akTuBHom nonutuku Kaspersky Security Center
M B 9TOW MOMUTUKE HAmNOXeH 3anpeT Ha U3MEHEHWe MapameTpoB MpPOrpaMmbl, 3TV MapameTpb
HeLOCTYNHbI AN U3MeHeHUs1 B OkHe MapamMeTpbl NporpaMmmebil.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3. B paspene XypHanbl U yBegoOMIieHUsi HaxmuTe Ha kHonky Hactpoika B 6noke XXypHanbi
BbINOSIHEHUSA 3a4au.

4. B okHe MapameTpbl XXypHanoB HacTpounTe creayolime napameTpbl Kaspersky Industrial CyberSecurity for
Nodes 2.5 cornacHo BalummMm TpeboBaHUAM:

e HacTpowTte ypoBeHb AeTanunsaumm cobbiTuin B XXypHanax. [ins 3Toro BeINONHUTE crneayoLine 4encTBus:

a. B cnncke KomnoHeHT BbibepuTe pyHKUMOHaNbHbIA KOMNoHeHT Kaspersky Industrial CyberSecurity
for Nodes 2.5, ypoBeHb aeTanmsaumm cobbITUn KOTOPOro Bbl XOTUTE yKasaThb.

b. YT0bHbI 3afaTb ypoBeHb AeTanusaunn B XypHanax BbINONIHEHUA 3adad U XypHane CUCTEeMHOro
ayauTa BblIOpaHHOrO (OYHKUMOHANbHOIO KOMMOHEHTa, BblGEpPUTE HYXKHbIA YPOBEHb B CMMCKE
YpoBeHb BaXXHOCTM.

e YTOObl M3MEHUTL MECTOMONOXEHUE XYPHANOB MO YMOMYaHMWIO, YKaXUTe MOMHbLIA NyTb K narke wunu
BblibepuTe nanky ¢ MOMOLLbIO KHoMkn O630p.

o YKaxXuTe, CKOSbKO AHEN 6yD,YT XpaHNUTbCA XypHanbl BbIMOJIHEHNA 3a4au.

e YKaxuTe, CKONMbKO OHeW OyaeT XpaHuTbCs WHOpmauus, kotopas oTtobpaxaeTtcs B y3ne XXypHan
CUCTEMHOro ayauTa.

5. Haxmute Ha kHoMKy OK.

HacTtpoeHHble napameTphbl XXypHanoB 6yayT cOXpaHeHb!.

XypHan 6e3onacHocTH

Kaspersky Industrial CyberSecurity for Nodes 2.5 Beger XypHam coOblTUA, CBsiI3aHHbIX C HapyLleHUSMU
6e3onacHOCTM unNu MonblITKaMu HapyweHus 6e30MacHOCTM Ha 3almaeMoM KomnbioTepe. B gaHHoOM xypHane
dUKCHMpyloTCa cnegytoLme cobbiTus:

e CoObITUS KOMMOHEHTa 3almTa OT 3KCMNONTOB.
e  Kputnuyeckme cobbiTua KOMMNOHEHTa AHanNM3 XXypHanos.

e Kputuuyeckne cobbiTus, CBUOETENbLCTBYIOLWIME O MOMNbiTke HapyweHus 6esonacHocTn (4nsa 3agad
NMOCTOSIHHOM 3aLUMTbI KOMMbIOTEPA W NPOBEPKN No TpebosaHuio, 3agad MOHMTOPUHI harnoBbiX onepauui,
KoHTponb 3anycka nporpamm).

Bbl MOXeTe o4McTUTb XXypHan 6e3omacHOCTU, Tak Xe, Kak W KypHan cuctemHoro ayauta. lMpu atom Kaspersky
Industrial CyberSecurity for Nodes 2.5 wukcupyet cobbiTve cuctemHoro ayauta o0 ouMcTke
XypHana 6e3onacHocTu.

Hactpouka napameTpoB UHTerpauum ¢ SIEM

UT06bl YMEHbLUUTb Harpysky Ha ManoMOLLHblIE YCTPOWCTBA W CHU3UTb PUCK Aerpajauun CUCTeMbl B pesynbTaTe
yBenuyeHnss o6 LeMOB KypHarioB NporpamMMbl, Bbl MOXeTe HacTpOoMTb Nybnukauuto cobbiTuiA ayauTa u cobbITUI
BbINOSIHEHMSA 3afay No nNpoTokony syslog Ha syslog-cepsep.

Syslog-cepBep — 3TO BHELHUN cepBep And cbopa cobbituii (SIEM). OH cobupaeT v aHanmMaupyeT MnofyyYeHHble
cobbITUSA, a Takke BbINOMHSAET Apyrne AefcTBUA B paMKax yrnpaBneHus xXypHanamu.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Bbl MoxeTe ncnonb3oBatb UHTErpaumto ¢ SIEM B aByx pexnmax:

e [ly6nupoBaTtb cobbITUS Ha Syslog-cepBepe: 3TOT pexum npegnonaraeT, YTO BCE COOLITUS BbIMOJTHEHUS
3agay, nNybnukaums KOTOpbIX HacTPOEHHasl B MapamMeTpax XypHasrioB, a Takke BCE COObITUS CUCTEMHOIO
ayavTa npoJosiKalT XpaHUTLCS Ha NoKanbHOM KOMMblOTepe Aaxe nocne oTnpaBku B SIEM.

PekomeHayeTca  ucnonb3oBaTb  9TOT  PEXMM,  YTODbl  MakCMManbHO  CHU3UTb  Harpysky
Ha 3alLMLlaeMbIi KOMMbIOTEP.

e YOanAtb nokanbHble KoMK COBLITUIA: 3TOT pPEXMUM nNpeanonaraeT, YTo BCe CobbITUS, 3aperncTpupoBaHHbIe
B xoae paboTbl nporpaMmmbl U onybnukoBaHHble B SIEM, ByayT yaaneHsl ¢ NoKansHOro KomnbsloTepa.

I'Iporpamma HUKOrga He ygandeT J1oKalibHble€ BEPCUN XypHara HaprJeHI/IVI ©e3onacHocTu

Kaspersky Industrial CyberSecurity for Nodes 2.5 mMoxeT KOHBEpPTMPOBaTb COOLITUS B XXypHanax nporpammbl
B dpopmaThbl, nogaepxunBaemble Syslog-koMnbIOTEPOM, AN nepefayn cobbITUM U X YCNELIHOrO pacrno3HaBaHUs
Ha ctopoHe SIEM. [Iporpamma nopaepxuBaeT KOHBepTauuio B opMaT CTPYKTYPMPOBAHHBLIX  AaHHbIX
n B popmat JSON.

UToObl CHM3UTb PUCK HeygadHoW oTnpaBku cobbiTui B SIEM, Bbl MOXeTe 3agaTb napameTpbl MOAKITHYEHMUS
K 3epkanbHomy syslog-cepsepy.

3epkanbHblil syslog-cepBep — 3TO AOMOMHUTENbHLIA Syslog-cepBep, Ha MCMonb3oBaHWE KOTOPOro nporpaMma
nepeknioyaeTca  aBTOMaTUYECKW,  eCnM  MOAKMIOYEeHMEe K OCHOBHOMY  syslog-cepesepy  wnm  ero
MCNoMb30BaHNe HedoCTYMHbI.

UuTerpauus ¢ SIEM He npumMeHseTcs no ymonyaHuio. Bbl MoxeTe BknovaTb U OTKMHOYaTb UHTErpaumio ¢ SIEM,
a TaKKe HacTpavBaTb NapameTpbl (PYHKUMOHANBHOCTMN (CM. Tabnumuy Huxe).

Tabrnuua 25. lNMapamempsi uHmezpayuu ¢ SIEM

MapameTp 3HauyeHune OnucaHune
No yMOMN4YaHUKo

OTnpaBnATb He npumeHseTtca Bbl MOXeTe BkntovaTb 1 OTKMYaTh UHTerpauuno ¢ SIEM
cobbITuA C NOMOLLLbIO YCTaHOBKWN UMK CHATUSA dpraxka.

no npoToKony
syslog Ha BHeWHUH
syslog-cepBep

Yaanatb He npumeHseTtca Bbl MOXeTe HacTpavBaTb NapameTpbl XpaHEeHUs JToKanbHbIX
NnokanbHble Konuu KOMUI XXypHarnos, nocne ux otnpasku B SIEM ¢ nomoLLbio
coobITUN YCTaHOBKU UNWU CHATUSA donaxka.

npu 3anucu

Ha BHELWHUN
syslog-cepBep

dopmart cobbITun CTtpykTypypoBaHHbie | Bbl MoxeTe BbIOMpaTb 0AMH 13 ABYX (hOPMaToB, B KOTOpbIE
AaHHble nporpamma KOHBepTUpYeT CBOM CcobbITMSA Nepea Ux OTNpaBKon
Ha syslog-cepBep Ans ny4ywero pacno3HaBaHUs 3TUX COObITUI
Ha cTopoHe SIEM.

MpoTokon TCP C nomoLLbio BbINagaroLLEero Cnmcka Bbl MOXeETe HaCTPOUTb
NOOKITIOYEeHMs NoAKnto4YeHne K OCHOBHOMY Syslog-cepBepy No NpoToKoam

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTp 3HauyeHune OnucaHune
No yMOMN4YaHUKo

UPD wnn TCP, k gononHutensHomy syslog-cepsepy
no npotokony TCP.

MapameTpsbl IP-agpec: 127.0.0.1 Bbl MOXeTe HacTpavBaTb 3Ha4eHus IP-agpeca n nopta
NOAKMYeHNs AN NOOKIMIOYEHMS K OCHOBHOMY SYslog-cepBepy C MOMOLLbIO
K OCHOBHOMY syslog- Mopr: 514 COOTBETCTBYIOLLMX MOMEN.
cepsepy
Bbl MOXeTe ykasaTb 3HayeHune IP-agpeca Tonbko B chopmaTte
IPv4.
Ucnonb3oBaTb He npumeHsieTca Bbl MOXeTe BKNOYATb U OTKMOYaTb NPUMEHEHNE 3epKanbHOro
OONONHNUTENbHbIN syslog-cepBepa ¢ NomoLLblo dhnaxka.
syslog-cepBep,
€CINin OCHOBHOWM
syslog-cepBep
HeaocCTyneH
MapameTpbl IP-agpec: 127.0.0.1 Bbl MOXxeTe HacTpauBaTtb 3HavyeHus |IP-agpeca n nopta
NoAKMYeHNs AN NOAKMOYEeHUA K OCHOBHOMY Syslog-cepBepy C NOMOLLbIO

K AOMOJTHUTEJNIbHOMY nOpT: 514

syslog-cepBepy

COOTBETCTBYHOLLNX nonewn.

Bbl MOXeTe yka3aTb 3HayeHue IP-agpeca Tosnbko B popmaTe
IPv4.

» UmobbI Hacmpoume napamempsl uHmezpayuu ¢ SIEM, ebinoniHume crniedyrowjue oelicmeusi:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmei.

2. B naHenu pe3ynbTaTtoB BblOpaHHOW rpynnbl agMWHUCTPUpPOBaHUS BbIMNOMNHUTE OfHO
n3 criefyoLwmx encTBum:

e Ecnn Bbl xoTuUTe HacTpouTb NapameTpbl MONUTUKU ANS rpynnbl KOMMbLIOTEPOB, Bbibepute 3aknagky
Monutukn un otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hactpowka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NporpaMmbl AN OOHOIO KOMMbiOTEpa, BblbepuTe 3aknagky
YcTpouncTBa 1 oTKporTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponcteo pabotaet nofg ynpaBrneHnem akTuBHoW nonutuku Kaspersky Security Center
M B 9TOW MOMUTMKE HANOXEH 3anpeT Ha M3MEHEHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeOOCTYNHbI AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene XypHanbl uyBegaommneHuss HaxmuTe Ha kHonky Hactpownka B 6noke XXypHanbl
BbINOJIHEHUA 3aAau.

OTkpoeTcs okHO MapameTpbl XKypHanoB U yBeAOMIEHUN.

4. Bblbepute 3aknagky UHTerpaums c SIEM.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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5. B 6noke MapameTpbl UHTerpauum yctaHoBuTe dnaxok OTnpaBnATb COObITUS NO NPOTOKony syslog
Ha BHewWwHUM syslog-cepaep.

®naxok BKMIOYAET WAM OTKMYaeT WUCNOoNb3oBaHWe (YHKLUMOHANbLHOCTN OTMPaBKM
ny6nunkyemMbix cobbiTMin Ha BHeLWHWI Syslog-cepaep.

Ecnn cdnaxok ycTaHOBMEH, nporpamma BbIMOMHAET OTNPaBKy NyGrmKyembix COObITUI
B SIEM B cOOTBETCTBUM C HACTPOEHHLIMW NapameTpamu nHTerpauum ¢ SIEM.

Ecnn cnaxok CHAT, nporpamma He BbINOMHAET uHTerpaumio ¢ SIEM. Bbl He moxeTe
HacTpamBaTb NapamMmeTpbl nHTerpauumn SIEM, ecnv onaxok CHAT.

Mo ymon4aHmio iakok CHAT.

6. Ecnu Tpebyetcs, B 6noke MapameTpbl MHTErpauum yctaHoBUTE (bnaxok YAanATb NokanbHble Konuu
CcoObITUM NpU 3aNUCK Ha BHeLWHUN syslog-cepBep.

DdnakoK BKIOYaEeT Unn OTKIoYaeT yoarneHune nokKalbHbIX Konwui XYypHanoB no ux oTnpaBke
B SIEM.

Ecnu dpnaxok yctaHoBNeEH, nporpammMa yaansieT nokanbHble Konum cobbiTuiA nocne Toro,
Kak OHM Obinn ycnewHo ony6nukoBaHbl B SIEM. PekomeHayeTcsa vcnonb3oBaTb 3TOT
PEeXUM Ha ManoMOLLHbIX KOMNbOTEPAX.

Ecnu dnaxok cHAT, nporpaMmma Tonbko oTnpasnseT cobbitns B SIEM. Konuu xypHanos
NPOAOIMKAIOT XPaHUTLCS NOKarbHO.

Mo ymon4aHuio piakok CHAT.

Crartyc chnaxka Ypoanatb NoKasfibHble KONMMU COObLITUM NMpPU 3anucu Ha BHeWHUN syslog-cepBep
He BNUsieT Ha napameTpbl XpaHeHMsi CcOObITUI >XKypHana 6e3onacHOCTW: nporpaMMa HuKoraa
He yaansieT cobbiTus XXypHana 6e30nacHOCT! aBTOMaTUYECKU.

7. B 6noke ®opmaT cobbIiTui ykaxuTe popmaT, B KOTOPbLIV Bbl XOTUTE KOHBEPTUPOBATL COOLITUSA Mo paboTe
nporpamMmebl Ans ux otnpasku B SIEM.

Mo ymonyaHmio nporpamMma BbIMOMHAET KOHBEPTaLUMIO B (popMaT CTPYKTYPUPOBaHHbIX JAHHbIX.
8. B 6noke MapameTpbl coOegUHEHUS:
e YKaxuTe NpOTOKOM NogknioyeHns Kk SIEM.
e YKaxuTe napameTpbl COEANHEHMNS C OCHOBHbIM Syslog-cepBepom.
Bbl MoxeTe ykasaTb IP-agpec Tonbko B chopmate IPv4.

e Ecnn tpebyetcqa, yctaHoBuTe dnaxok Ucnonb3oBaTb AOMONMHUTENbLHLIA Syslog-cepBep, ecnu
OCHOBHOM Syslog-cepBep HemQoOCTYMeH, ecrny xoTute, 4ToObl nMporpamma Mcrnonb3oBana agpyrue
napameTpbl COEANHEHWSs], KOr4a oTnpaBKka COObITUIA Ha OCHOBHOM Syslog-cepBep HeAOCTYMHa.

e YKaxuTe napameTpbl MOAKNOYEeHMs K 3epkanbHoMy syslog-cepeepy. IP-agpec v MoprT.

Mons IP-agpec v MopT Ansa 3epkanbHoro syslog-cepeepa HeAOCTYMNHbI ANA peaakTUpoBaHUs, ecnm
CHAT ¢naxok Wcnonb3oBaTb AONOMHUTENbHLIN Syslog-cepBep, ecnu OCHOBHOM Syslog-
cepBep HeOCTYyNEeH.

Bbl MoxeTe ykasaTb IP-agpec Tonbko B chopmate IPv4.
9. Haxmute Ha kHonky OK.

HacTtpoeHHble napameTpbl uHTerpaumm ¢ SIEM 6yayT npumMeHeHsb!.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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HacTtpoinka napameTpoB yBeaOMITEHUMN

» UYmobbl Hacmpoumb napamempsi yesedomeHuli Kaspersky Industrial CyberSecurity for Nodes 2.5,
ebinofiHUmMe credyrouwue delicmeus:

1. B pepeBe KoHconu agmuHucTpupoBaHust Kaspersky Security Center paseepHuTe y3en YnpaensieMble
yCTpoOWCTBa U BbiGepuTe rpynny agMUHUCTPUPOBAHUS, AN KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl MPOrpammbi.

2. B naHenu pe3ynbLTaTtoB BblOpaHHON rpynnbl aAMUHUCTPUPOBaHNS BbIMONHUTE OfHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl XOTUTE HACTPOUTb MapameTpbl NOMAWTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CeomctBa: <Umsa nonutuku> (cMm. pasgen "Hactponka nonutuku"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTbL MapamMeTpbl NporpaMmbl AN OOHOrO KOMMblOTepa, BblbepuTe 3aknagky
YcTtpouncTtBa u oTkporTe okHO MapameTpbl nporpamMmmbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTporictBo paboTaeT nopf ynpasreHVeM akTMBHOM nonutukui Kaspersky Security Center
N B 3TON MOMUTUKE HamNoXeH 3anpeT Ha U3MEHEHWe napameTpoB MporpaMmbl, 3TW MapameTpbl
HEeAOCTYNHbI AN U3MeHeHUs1 B okHe MapamMeTpbl NporpaMmmebil.

3. B pasgene XypHanbl uyBegomneHuss BOnoke YBeA4OMIIEHMA O COOLITUAX  HaXMuUTe
Ha kHornky HacTtpomka.

4. B okHe MNapameTpbl yBegoMIeHUn HacTponTe cneayowwme napameTtpbl Kaspersky Industrial CyberSecurity
for Nodes 2.5 cornacHo Bawnm TpeboBaHWsAM:

e B cnucke HaCTpOﬁKa yBe,qomneHvM Bbl6epl/ITe TN yBegoMJIeHUA, napamMeTpbl KOTOPOro Bbl
XOTUTE HAaCTpOUTb.

e B 6noke YBegomneHue nonb3oBaTerniei HacTpoiTe crocob yBegomneHus nonb3oBatens. Ecnu
TpebyeTcs, 3aaaiTe TEKCT COOOLLEHNA AN yBEAOMIIEHUS.

e B Gnoke YBegomneHne agMMHUCTPATOPOB HAcTpoliTe cnocob yBegoMneHns agMuHucTpaTopa. Ecniun
TpebyeTcsl, 3adalTe TekcT cooblleHns Ans ysegomneHnus. Ecnm  TpebyeTcsi, HacTpoliTe
[AONoNHUTENbHbIE NapaMeTpbl yBeJAoMIEHUI Mo kHomnke HacTpoiika.

e B 6noke MNMoporn copmMnpoBaHUA COObLITUM yKaXuTe MHTepBamnbl BPEMEHW, MO UCTEYEHUU KOTOPbIX
Kaspersky Industrial CyberSecurity for Nodes 2.5 peructpupyet cobbitua "bassl npozpammel ycmapenu”,
"basbi npoepaMmbi curibHO ycmapenu" v "lposepka 8axHbix obriacmeti dagHO He 8bINOHsIach "

e bBa3bl nporpammbl cepBycTapenu (cyT).
KonuuyectBo gHen ¢ MOMeHTa nocrnegHero o6HoBneHnst 6a3 nporpaMmmel.
Mo ymon4yaHuio ycTaHOBMEHO 7 OHEN.

e bBa3bl nporpaMmmbl CUNBLHO ycTapenu (cyT).
KonunuyecTBo gHen ¢ MomeHTa nocnegHero obHoBreHus 6a3 nporpaMmbi.
Mo ymonyaHuio yctaHoBrneHo 14 aHen.

o [lpoBepka BaxHbIx obnacten KOMNbIOTEPA AaBHO He BbINOMNHANAcCh (CyT).

KonnyectBo gHenW C MOMEHTa nocnegHero yCnewHoro 3aBepLlleHnda 3agadun HDOBepKa

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxamabcsi.
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BaXHbIX obnacTen.
Mo ymon4yaHuto yctaHosneHo 30 gHen.
5. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl yBeaoMneHnn 6yayT coxpaHeHbl.

Hactpouka chopmmnpoBaHnsa MHUMAEHTOB U B3aMMOAEUCTBUA
¢ CepBepoM agMUHUCTPUPOBAHUA

» UYmobsl ebibpamb munbi 06bekmos, uHghopmayuro o komopbix Kaspersky Industrial CyberSecurity for Nodes
2.5 6ydem nepedasamb Ha Cepsep admuHucmpuposaHusi Kaspersky Security Center, ebinonHume
cnedyrouwue delicmsusi:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBaHUSA, AN1S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnbl a4MVHUCTPMPOBaHUS BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MONMUTUKM AN rPynnbl KOMMNbOTEPOB, BbiDepuTe 3aknagky
Monutukn 1 otkporite okHo CBoucTtBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTbL MapaMeTpbl NporpaMmbl AN OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpowncTBa n oTkpoliTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B OKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctBo pabotaeT noa ynpaeneHnem akTuBHow nonutukum Kaspersky Security Center
N B 3TOM MONUTUKE HAaNOXEeH 3anpeT Ha M3MEHEeHWe napameTpoB MporpamMmmbl, 3TM NapameTpbl
HEeAOCTYNHbI ANs1 U3MeHeHusi B okHe MapamMeTpbl NporpaMmmbil.

3. B pasgene XypHanbl uyBegomneHus B 6noke Bsaumopencteme c CepBepoM agMUHUCTPUPOBAHUSA
HaXXMuTe KHOMKy HacTpowka.

OTkpoeTcsi okHo CeTeBble cnuckn CepBepa agMUHUCTPUPOBAHUSA.

4. B oTKpblBWEMCSH OKHe BblbepuTe Tunbl 06bEKTOB, MHpopmaumio o KoTopbix Kaspersky Industrial
CyberSecurity for Nodes 2.5 ©Oygetr nepegasatb Ha CepBep agmuHucTpupoBaHus Kaspersky
Security Center:

e [laHHble 06 oObekTax kapaHTUHa.
e [laHHble 00 0OBbEKTax pe3epBHOro XpaHunumLLa.

e [laHHble 0 JOCTYNHbIX ANns nogknoyeHns ceTax Wi-Fi.

UTtobbl HacTpouTb napameTpbl 3agadm KoHTpone Wi-Fi ang rpynnbl KOMMbHOTEPOB C MOMOLLbHO
nonutukm Kaspersky Security Center, o6s13aTenbHO BKIMHOYMTE OTNPABKY OAHHbLIX O AOCTYMHbLIX CETSAX
Wi-Fi Ha CepBep agMUHUCTPUPOBAHMS.

5. Haxmute Ha kHonky OK.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget nepegaBsaTtb UHOpMaLMio O BbIGPaHHbIX TUNax
o6bekToB Ha CepBep agMUHUCTPUPOBAHUS.

CDOpMMpOBaHVIe MHUMNOEHTOB

B Gase gaHHbix CepBepa agMUHUCTPUPOBAHNUA XPaHUTCA MHDOpMaLUsi 0 COObITUSX NPOrpaMMbl, NPOU3OLIeOWNX
Ha yrnpaBnseMbIX KOMMbOTepax.

» Umobbl Hacmpoumse yeedomrieHus, Ha ocHosaHuuU komopbkix Kaspersky Industrial CyberSecurity for
Nodes 2.5 6ydem cpopmuposamb uHyudeHmsl 6 Kaspersky Security Center, ebimosHuUme
crnedyrouwjue delicmeusi:

1. B pepeBe KoHconn agmuHuctpupoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, AN1S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAacTPOUTb
napameTpbl NporpamMmei.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbi agMVHUCTPUPOBaHUS BbIMNOMNHUTE OfHO
13 cnegylowmnx AencTBui:

e Ecnu Bbl XOTUTE HACTPOUTb MapameTpbl NOMAWTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CeonctBa: <Umsa nonutuku> (cMm. pasgen "Hactpowka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOUTbL MapaMeTpbl NporpaMmbl AN OOHOrO KOMMbiOTepa, BblbepuTe 3aknagky
YcTtpouncTtBa u oTkponTe okHo MapameTpbl nporpamMmmbl (CM. pa3gen "Hactponka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTporictBo paboTaeT nof ynpaBneHnem akTuBHoW nonutuknm Kaspersky Security Center
1 B 3TOW MOMUTUKE HamoXeH 3anpeT Ha U3MEeHeHWe napameTpoB MPOrpaMmbl, 3TM MapameTpbl
HedOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmebil.

3. B pasgene XypHanbl u yBegomneHus B 6roke MHUMAEHTbI HaxXMuTe kHornky HacTpoika.
OTkpoeTcea okHO UHUMAEHTbI.

4. B okHe WHUMOEHTbl uameHute BbIOOPKY COOBLITUIM, MpPenCcTaBfeHHbIX B Tabnvue Hwke, Ha OCHOBaHWUU
koTopbix Kaspersky Industrial CyberSecurity for Nodes 2.5 6ygeT hopmmnpoBaTb MHUMAEHTDI:

Tabrnuua 26. Cniucok cobbimuti 8518 hopmuposaHusi UHUUOEHMO8

CoObiTue 3Ha4yeHue No yMon4yaHuio

MpoekT MNJIK He COOTBETCTBYET TarlOHHOMY MPOEKTY. BbibpaHo

He yganocb cpaBHuTb npoekT MNJIK ¢ aTanoHHbIM. BbibpaHo

He yananock nonyunTs aaHHble o npoekte MIIK. BbibpaHo

Cpok OencTBUSA NULEH3UN UCTEK. He BbiGpaHo

HapyweHo JluueHsnoHHoe cornalueHne BbibpaHo

He obHOBnEHO He BbibpaHo

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Basbl nporpamMmmbl NOBpEXAEHbI He BbIGpaHo
Basbl nporpaMmbl yctapenu He BbIGpaHo
Basbl nporpaMMbl CUINBHO yCTapenm He BbiBpaHo
LlenocTHOCTb Mogyrnen nporpaMmmMbl HapyLleHa BbibpaHo
KomnbloTep gobaBneH B CNMCOK HeLOBEPEHHbIX BbibpaHo
3anyck nporpammbl 3anpeLleH He BbIGpaHo
3anyck nporpammbl He obpaboTaH He BbIGpaHo
MopkntoyeHne yctponctea He 0bpaboTaHo BbiGpaHo
O6GHapyXeHo U 3anpeLLeHo HeJOBEPEHHOE YCTPONCTBO BbibpaHo
O6HapyXeH 3apa)KeHHbI 00BLEKT UM OOBEKT APYroro TMna BbibpaHo
O6HapyxeH 06bekT HegoBepeHHbIN B KSN BbibpaHo
O6HapyXeH BO3MOXHO 3apaXKeHHbIN 06beKT BbibpaHo
OBGbeKT He BbineYyeH He BbibpaHo
OOGBbEKT He NOMELLEH B pE3EPBHOE XPaHUIULLIE He BbibpaHo
OOBbEKT He NOMELLEH Ha KapaHTWH He BbibpaHo

KASPER{KY3

5. Haxmwute Ha kHonky OK B okHe MapameTpbl nporpaMmmbl.

MapameTpbl GOPMUPOBaHMS MHLUAEHTOB ByayT COXpaHEeHbI.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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[TocTosiHHaA 3awWuTa KOMNblOTEpPa

JTOT pasgen cogepXuUT MHOPMALMIO O KOMMOHEHTaX MOCTOSIHHOW 3awuTbl: [ocTosHHaa sawuta ¢annos,
WUcnonb3oBaHne KSN 1 3alwmTa OT 3KCMONTOB. Tawkke 9TOT pasfdern COAEpPXWUT MHCTPYKUMM TO HacTpoike
napameTpoB 3aga4 NOCTOSHHOW 3aLUMTbI U MO HacTPolike NnapamMeTpoB Ge30nacHOCTM 3alLULLIaeMoro KoMnbloTepa.

B aTtom pasgene

[TOCTOSAHHAS 3ALLUMNTA GIAMITOB ....eveeeeieieeeeeeeeeeeeeeeeeeeseeeeeeeeeaessessessssssessasssesesssssnsssnsssssssssssssnsnsnsssssnsennnnnnnnnnnns 165
MICMONMB3OBAHME KSIN ....coiiiiiiiiiiiiiiiiiieiee ettt ettt ettt eeeeeeeeeeeeeeeeseaaasesasesasasssasasasasesssasssssssesasssssnnssnsnsssnsnnnnns 181
BALLNTA OT SKCTITTIOMTOB ...vvvvuvuuursruunsssnnnssssssssssssssssssssssssssssssssssssssssnnnssnnsnnssssnsssnssnnnsnsnnnssnnnnsnnnnnnnnnnnnnsnnnsnnnnnn 188

NocTtosaHHanA 3awmTa hamnos

OTOT pasgen coaeput nHpopmaumio o 3agade lNMoctosHHasA 3awwmTa annoB U MHCTPYKLUKM O TOM, KaKk HaCTpOUTb
napameTpbl 9TOW 3agaqm.

B aTtom pasgene

O 3apa4e MNOCTOAHHAS 3ALUNTA DANMITOB ......ccoiiiiiiieeeee e e e eiitieeeeee e e s e statreeeeeeessaststeeeeeeeessantareseeaeesesannrrsneees 165
HacTpolika 3agaum "T1oCTOSHHASA 3aLUMTA GDAMIOB" .....ooiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeesesnsennsnnnnes 166
[MpYMEHEHNE IBPUCTUUECKOTO QHATTUBATOPA ..uvrvrrrrreeeseinnrerreereeesaaaneeeereeeeessaasnssnereeeesssansssneeeeeeesammnsssseeees 168
T[T oI oo LY = T T= 1T I PRSP 169
O6nacTb 3awWwnTbl B 3aga4e NoCTOAHHANA 3ALUMTA GIAMIIOB........cccieiriirereeeeeesiiirrrereeeeeessnrrrreeeeeeeeannssrseeees 170
HacTtpowka napameTpOB 6E30MACHOCTU BPYUHYHD ....co.uuuiieiitrieeiiiieeesaitteeesasbeeesasbeeesasbeeesannbeeeesanneeeessnnnes 173

O 3apaue lNocTosiHHaA 3awmTa cpannos

B xope BbinonHeHus 3agaym lNoctosHHaa 3awmTa dannos Kaspersky Industrial CyberSecurity for Nodes 2.5
npoBepsieT creaytowne obbeKTbl 3aLlmLLLaeMoro KoMMNbTepa Npu AoCTyNe K HAM:

e cbannsbl;
e anbTepHaTMBHbIE NOTOKM annoBbix cuctem (NTFS-streams);
e [NaBHYIO 3arpy304HYIO 3anncCb M 3arpy3o4Hble CEKTOPbI JTOKanbHbIX XXECTKUX AUCKOB U BHELLUHUX YCTPOWCTB.

Mpu 3anucu nnu cuUTbiBaHUM 3anucaHHoro davina nbow nporpammon Ha komnbtoTepe Kaspersky Industrial
CyberSecurity for Nodes 2.5 nepexBaTbiBaeT 3TOT pann, nNpoBepsieT €ro Ha Hanuume Yrpo3 KOMMbIOTEPHON
6e3onacHoOCTV 1 Npu obHapy>KeHNW yrpo3bl BbINOSHAET AEWCTBYSA, yKa3aHHbIe B MapameTpax 3a4ayuv unv 3agaHHble

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mo YMOMYaHMWIO: NbITaeTcs BblNeunTb hann, nepemeLtaeT dann Ha KapaHTUH unu yaanset ero. Kaspersky Industrial
CyberSecurity for Nodes Bo3sspalyaet chann nporpamMmme, ecrv OH He 3apaKeH UNu YCneLHO BbifleYeH.

Kaspersky Industrial CyberSecurity for Nodes 2.5 Takke obHapyX1MBaeT BPeAOHOCHYH aKTMBHOCTL B npoueccax
nogcuctembl Windows Subsystem pgns Linux. [ns Takux npoueccoB 3agadva [locTosiHHast 3awuTta ainos

NPUMEHSIET OEeNCTBUE, YKa3aHHOe B TEKYLLUX HAaCTPOMKax.

HacTtpouka 3agaum NoctossHHaA 3awuTa pannos

Mo YMOJ1HaHUIO CUCTEMHAA 3adada lMocTosiHHaA 3awuTa cpaﬁnoa MMEET NapamMeTpbl, OnNncaHHbIe B Tabnvue Huxe.
Bbl MOXXeTe U3MEHSATb 3HAYEHNSA 3TUX napamMmeTposB.

Tabrnuua 27.

lMapamempel 3a0a4u lNocmosiHHas 3awuma ¢halisios no yMon4aHur

MapameTp

3HayeHue
no yMOJ4aHUIo

OnucaHue

ObnacTb 3awWuThl

Becb koMnbloTEp, MCKMOYas

BUpTYyalJibHbl€ OUCKWU.

Bbl MoxeTe orpaHuynTb obnacTb 3almnThl.

YpoBeHb
6Ge3onacHocTH

Enunbii ans scent obnactu

3aLLUThI; COOTBETCTBYET
YPOBHIO Ge3onacHoCTH
PekomeHayembIi.

[ns BbIGpaHHbIX y3N0B B AepeBe haiinoBbIx

pecypcoB KOMMbIOTEPA Bbl MOXETE:
NPUMEHUTb OPYrov NpeayCTaHOBMNEHHbIN
ypOBeHb 6e30nacHoCTy;
BPYYHYI N3MEHUTb YpOoBEHb Ge3onacHoCTY;
coxpaHuTb Habop napameTpoB 6e30MacHOCTH
BbIGpaHHOro y3na B WwabnoH, 4Tobbl NOTOM
NpMMeHUTb ero Ansa nboro gpyroro yana.

Pexum 3awuThl

Mpu oTKpbITUK

Bbl MOXXeTe BbiOpaTh pexvm 3alumTbl 0OBEKTOB —

obbekToB N U3MEHEHWNN. yKasaTb, NPU KakoM Tune Joctyna K obbekTam
Kaspersky Industrial CyberSecurity for Nodes 2.5
npoBepsieT ux.

9BpucTUYECKUMn MpumeHsieTca ypoBEHb Bbl MOXeTe BKNHOYATb U BbIKNOYATb MPUMEHEHMWE

aHanusaTtop 6e3onacHocT CpegHuUn. 3BPMCTMYECKOrO aHanm3aTopa, perynupoBaTb
YpOBEHb aHanusa.

MpumeHAaTb MpumeHseTcs. EOWHBIA CINCOK UCKMIOYEHWNIA, KOTOPbIV Bbl MOXeETe

OOBEPEHHYIO 30HY. NPUMEHATL B BblIOpaHHbIX 3a4avax.

Mcnonb3oBaHve MpumeHseTcs Bbl MOXeTe yBennunTb a(ppeKTNBHOCTL 3aLLMUThI

cnyx6 KSN KOMMblOTEpPa C NOMOLLIbIO MCMOMb30BaHUSA

MHMPaCTPYKTYpbl 0bnavHbix cnyx6 Kaspersky
Security Network.

PacnucaHue 3anycka
3agauu

Mpwn 3anycke nporpaMmmel

Bbl MOXeTe HacTpaunBaTb napameTphbl 3anycka
3agayn No pacnmcaHuio.

BnokupoBaTtb
KOMNbIOTEPDI,

C KOTOpPbIX BegeTcs
BpeAoHOCHas
AKTUBHOCTb

He npumeHsietca

Bbl MoxeTe BkNOUNTL JobaBneHne KOMMNbKOTEPOB,
CO CTOPOHbI KOTOPbIX BbiABIIEeHa BpeAOHOCHas
adKTUBHOCTb, B CMMUCOK HEOBEPEHHbIX Y3I10B.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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» UYmobbl Hacmpoume napamemps! 3adaqu [locmosiHHasi 3awuma ¢halisios, 8bINOSIHUME
cnedyrouwjue Oelicmeusi:

1. B pepee KoHconu agmunHucTpumpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUpPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl NOMUTUKM AN rpynnbl KOMMbOTEPOB, BbibepuTe 3aknagky
Monutnkn u oTkporite okHo CBomnctBa: <Umsa nonutuku> (cMm. pasgen "HacTpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TMTE HacTpouTb NapameTpbl NporpamMbl A9 OAHOIO KOMMbOTEpa, BbibepuTe 3aknagky
YcTpownctBa n oTkporiTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctso pabotaeT noa ynpasneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene MoctosiHHasa 3awuta ¢danmnoB HaxmuTe Ha kHonky HacTpowka B 6noke lMocTosiHHas
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awwmTa dannos.
4. HactpouTe cnegyouwne napaMmeTpbl 3agadu:
e Ha 3aknagke O6wme:
e Pexum 3awutol (cMm. pasgen "Beibop pexuma 3awuTtbl" Ha cTp. 169);
¢ [lpyMeHeHne 3BpPUCTUYECKOrO aHanmaartopa (Ha cTp. 168).

e [lapameTpbl wuHTerpauuu c gpyrumm komnoHeHtamn Kaspersky Industrial CyberSecurity for
Nodes 2.5.

e Ha 3aknagke YnpaBneHue 3agayen:

e 3anyck 3agjauu no pacnucaHuio (cM. pasgen "HacTtponka napamMeTpoB pacnucaHns 3anycka 3agay”
Ha cTp. 133).

5. BblbepuTe 3aknagky O6nacTb 3awWMThbl 1 BbINOSHUTE Criedytolimne AeicTBUS:

¢ Haxmute kHonky Jo6aBuTb nnv U3mMeHUTb, YTOOLI M3MEHUTL 06acTb 3awmuThl (CM. pa3gen "ObnacTb
3awuThl B 3agade "lMocTtosHHas 3awmTa dannos” Ha cTp. 170).

e B oTKpbIBLLEMCS OKHE BbIOEPUTE, UTO Bbl XOTUTE BKITOUNTL B 061ACTb 3alMThl 3ada4u:
e [lpeponpeaeneHHasi o6nacTb
e [Nuck, nanka Unu ceteBoe pacnonoXxeHue
o ®daun

e Bblibepute oavMH ©3 NpedycTaHOBMEHHbIX ypOBHeW 6GesonacHoctu (cm. pasgen  "BeiGop
npeaycTaHOBMEHHbIX YpoBHeN GesonacHocTn" Ha cTp. 171) nnn HacTpowTe napameTpbl 3awuThbl
00BbEKTOB BpPY4HYHO (CM. pasgen "HacTtponka napaMmeTpoB 6€30nacHOCTM Bpy4YHY" Ha CcTp. 173).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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UTtoObl NpMMEHUTb K 3agade HOBble HACTPOMKM obnacTu 3awuTbl, HEOOXoOMMO nepesanycTuTb
3agavy NocTtossHHOW 3aLnTbl hansios.

6. Haxmute Ha kHonky OK B okHe MocTosiHHaA 3awmTa dannos.

Kaspersky Industrial CyberSecurity for Nodes 2.5 HemMeaneHHO NPMMEHUT HOBble 3HA4YeHUs NapameTpoB
B BbIMOSHSAOLWeENCA 3agadve. [laHHble O BpEMEHM WM3MEHEHMsi MapaMeTpoB, a TakkKe 3Ha4YeHus napameTpoB
A0 1 nocne nx n"saMeHeHud 6y,EI,yT COXpaHeHbl B XXypHare BbINOJIHEHNA 3a4a4yi.

anI MeHeHune IBPUCTUYEeCKOro aHarim3atopa

Bbl MOXxeTe ucnonb3oBaTb 3BPUCTUYECKMI aHanm3aTop M BblibpaTb ypoBeHb aHanusa ansa 3agadvy Kaspersky
Industrial CyberSecurity for Nodes 2.5.

» UmobbI Hacmpoume 38pucmuYecKUl aHanusamop, ebifnosHuUme credyruue delicmeus:

1. OtkponTte napameTpbl nporpammel (cMm. pasgen "O cnocobax ynpaeneHuss Kaspersky Industrial
CyberSecurity for Nodes 2.5 u3 Kaspersky Security Center" Ha cTp. 136) MAM HaACTPOMKW MNONUTKKK
(cm. pasgen "Hactpovika nonutukn" Ha cTtp. 90), ANS KOTOPOW Bbl XOTUTE HACTPOUTb MCNONb3OBaHWe
9BPUCTUYECKOTO aHanusaTopa.

2. CHumuTe nnu yCTaHoBUTE (bﬂa)KOK Ucnonb3oBaTtb SBpMCTMHeCKMﬁ aHanusartop.

dnaxoK BKMOYAET UMW BbIKMOYAeT WCMOMNb3OBaHWe 3BPUCTUYECKOro aHanusartopa
npu NpoBepke 0GBHEKTOB.

Ecnu donaxok ycTaHoBMNeH, 3BpUCTUYECKMIA aHaNN3aTop BKIIOYEH.
Ecnu donaxok cHAT, 3BPUCTUYECKUI aHanmn3aTop BbIKITIOYEH.
Mo ymonyaHuio raxok ycTaHOBIMEH.

3. Ecnu tpebyeTcs, oTperynmpynTe ypoOBEHb aHanm3a ¢ NoMOLLbIO MON3yHKa.

MonsyHOK MO3BONAET perynMpoBaTb YpPOBEHb 3BPUCTUMYECKOrO aHanusa. YpoBeHb
Aetanusauuy nposepku obecrnieumsaeT GanaHc mexay TLIATENbHOCTHIO MOMCKa Yrpos,
CTeneHbio 3arpysku PecypcoB onepaLoHHON CUCTEMbI U BPEMEHEM NPOBEPKU.

CyLLI,eCTBYIOT cneaywuie ypoBHU getanndaunm npoBepKku:

e [MoBepXHOCTHbLIN. OBPUCTMYECKUI aHaANM3aTOP BbINOMHAET MEHbLLE AEACTBUMN,
cogepxalmxcs B ucnonHgemom cawne. Npu Takom pexnmme BepOSTHOCTb
0BHapyXuTb yrpo3y cHmxkaeTcs. NpoBepka TpebyeT MeHbLLE PECYPCOB CUCTEMbI
1 BbINoONHSAeTCA GbicTpee.

e CpeaHuin. OBPUCTUYECKNIA aHANN3aToOP BbINOMHAET TO KONMNMYECTBO UHCTPYKLINIA
B UCMOSHsIEMOM chaiine, KOTOpoe pekoMeHAOBaHO crneunanuctamm "flabopatopun
Kacnepckoro".

OTOT ypoBeHb BbIOPaH No yMONYaHuIo.
e ny6okun. OBpMCTUYECKUIA aHANN3aTop BbIMOMNHSAET Oonblue OeNCTBUIA, KOTOpble
cogepxartcs B ucnonHgemom davine. lNMpu Takom pexrme BEpOATHOCTb OBHapPYXNTb

yrposy Bo3spactaeT. [TpoBepka TpebyeT 6osibLUe PeCypcoB CUCTEMbI, 3aHUMaeT
GorbLue BpeMeHu, a Takke BO3MOXHO YBENUYEHUE KonYecTea

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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NOXHbIX cpabaTbiBaHUNA.

HOJ'ISyHOK aKTUBEH, ecnmn YCTaHOBJ1EH cbna>|<0|< Ucnonb3oBaTtb
SBpVICTVI'-IeCKVIﬁ aHanu3aTtop.

4. Haxwmute Ha kHonky OK.

HacTpoeHHble napameTpbl 3agauv 6yayT npuMeHeHbl. HeMeANeHHO B BbINONHAKOLWeNCca 3agade. Ecnu 3agava
He BLINOJHAETCS, UIBMEHEHHbIe NapamMeTpbl OyayT NPUMEHEHbI NpU ee NocreayLWeM 3anycke.

Bbi6op pexuma 3amTbl 06BHLEKTOB

B 3agadve lNocTosiHHas 3awmta dannoB Bbl MOXETe BblOpaTb pexum 3awuTbl 00bekToB. briok Pexunm 3awmTthbl
00BEKTOB NMO3BONSET onpedenvTb, NpU Kakom Tune goctyna k obbektam Kaspersky Industrial CyberSecurity for
Nodes 2.5 nx npoBepserT.

MapameTp Pexum 3amTbl 06 HLEKTOB MMEET eAMHOE 3HaYeHUe Ans Bcen ob6nacTy 3anThbl, ykasaHHOW B 3aJadve.
Bbl He MOXeTe YyCTaHOBMUTb Pa3nuyHble 3HAa4YEeHUs NapaMmeTpa ANl OTAEMNbHbIX Y3roB obnactu 3awmnThbl.

» Umobbi ebibpamb pexum 3awumsl 06beKmMos, ebirnonHuUme credyrujue 0elicmeus:

1. B pepeBe KoHconn agmuHuctpmpoBaHust Kaspersky Security Center passepHuTe y3en YnpasnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUS, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE OJHO
13 cnegylowmnx AencTBui:

e [Ecnu Bbl XOTUTE HACTPOUTb MapameTpbl NOMAWTWUKN AN rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hacrtpowka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpouncTtBa u oTkponTe okHo MapameTpbl nporpamMmmbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnu ycTtporictBo paboTaeT nof ynpaBneHnem akTMBHoW nonutukm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamnOXeH 3arnpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene MNocrtosiHHaa 3awmTa KOMNbIOTEPA HaxmuTe Ha kHonky HacTtpomka B 6noke MocTosiHHas
3awmTa channos.

OTtkpoeTcsa okHo MNMocTosAHHaA 3awmTa dannos.

4. B OTKpbIBLUEMCA OKHe Ha 3aknagke O6wue BbibepuTe pexuM 3almuTbl 0OBEKTOB, KOTOPbLIA Bbl
XOTWUTE YCTaHOBUT:

e WHTennekTyanbHbIA pexum

Kaspersky Industrial CyberSecurity for Nodes 2.5 BbibupaeT 00bLEKTbI Ansi MPOBEPKU
camocTtoAaTenbHo. O0bekT npoeepaeTca npu OTKPbITUXA N NMOBTOPHO NMOCIIe COXpaHeHud,
ecnn o6bekT bbin M3meHeH. Ecnu npouecc Bo Bpemsi cBoeill paboTbl MHOroKpaTHO
obpaulaeTtca kK 06bekTy u nsameHsiet ero, Kaspersky Industrial CyberSecurity for Nodes 2.5
NMOBTOPHO NpoBepsieT O0ObEeKT TONMbKO MOCNe €ero MoOCNefdHEro  COXpaHeHus
3TUM MPOLLECCOM.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oskeH 30ecb omobpaxxambcsi.
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. anI OTKPbITUU N NBMEHEHUN.

Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT oObeKT npu OTKPbITUM
1 NPOBEPSIET €ro MOBTOPHO MPW COXPAHEHWU, ECIN OO BHEKT OblN M3MEHEH.

[aHHbI BapuaHT BbIGpaH No yMon4aHuto.
e [lpun oTKpbITUM.

Kaspersky Industrial CyberSecurity for Nodes npoBepsieT Bce 06beKkTbl Npu X OTKPbITUM
Kak Ha YTeHWe, Tak U Ha BbINOMHEHUE NN U3MEHEHME.

. anI BbIMOJIHEHUN.

Kaspersky Industrial CyberSecurity for Nodes npoBepsieT ¢ann TonbKO Mpu OTKPbITUK
Ha BbINOJIHEHUE.

5. Haxmute Ha kHonky OK.

BbibpaHHbIV pexxum 3awuTbl 06bekToB ByaeT yCTaHOBMEH.

O6nacTtb 3awmThbl B 3aaade lNoctossHHaA 3awuTta ¢pannos

OT10T pasgen cogepXuT nHdopmanmio 0 POPMMPOBAHUN 1 UCMOMBb30BaHMM obnacTu 3awmTsl B 3agade [NoctosHHas
3awuTa alinoe n ganbHewwen paboTte c HeN.

B atom pasgene
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MpenonpeaeneHHble 06nacTy 3aWUThbI

daiinoBble pecypcbl 3allMLLIAaEeMOro KoMMbloTepa oTobpaaloTcsl B napameTpax 3agadyn lMocTosiHHas 3awuTa
daitnoB Ha 3aknagke O6nacTb 3aWUThbI.

[epeBo vnM CnNUCoK (annoBbIX PecypcoB OToOpa)kaeT Yanbl, K KOTOPbIM Yy Bac €CTb AOCTYN Ha YTeHue
B COOTBETCTBMM C HACTPOEHHbIMI NapameTpamm 6esonacHocTu Microsoft Windows.

B Kaspersky Industrial CyberSecurity for Nodes 2.5 npepycMoTpeHbl creaywowme npeaonpeneneHHble
obnacTtu 3aluTbl:

e JlokanbHble xectkune aucku. Kaspersky Industrial CyberSecurity for Nodes 2.5 sawmuwaer dannsl
Ha XXeCTKMX ANCKax KoMMbloTepa.

e CobemHble aucku. Kaspersky Industrial CyberSecurity for Nodes 2.5 sawmuwiaeT ¢ainbl Ha BHELLUHUX
YCTPOMCTBAX, Hanpumep, Ha KoOMNakT-guckax unu drew-Hakonutensax. Bel moxeTte BknioyaTe B obnactb
3alLUMTbl UM UCKMOYaTb N3 Hee BCe CbEMHbIE ANCKM, a Takke OTAeNbHbIe AMCKK, Nankn unmn danneoi.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e CeteBoe okpyxeHue. Kaspersky Industrial CyberSecurity for Nodes 2.5 3awmuaet cainbl, KoTopble
3anuncbiBaloTCsl B CETEBbIE NANKM MW CHUTBLIBAIOTCA U3 HUX MPOrpamMmamMu, BbINMOMHSEMbIMU HA KOMMbIOTEPE.
Kaspersky Industrial CyberSecurity for Nodes 2.5 He 3awuwaeTt cannbl B CETEBbIX Mankax, koraa K HAM
obpaluatoTcs nporpammbl ¢ APYrUX KOMMNbIOTEPOB.

e BupTtyanbHble gucku. Bel MoxeTe BknoyaTh B 06MacTb 3alnThl AMHAMUYECKUE Nanku 1 dannbl, a Takke
ONCKN, KOTOPbIE MOHTMPYIOTCS Ha KOMMbIOTEP BPEMEHHO, Hanpuvep, obLume ANCKM KracTtepa.

MpenonpeneneHHble 06nacTM NPOBEPKUM MO ymonyaHuio oTobpaxatoTca B aepeBe (hannoBbiXx pPecypcoB
KOMMblOTEpPa M AOCTYMHbI Ana Ao6aBneHnsa B CNUCOK (pannoBbIX pecypcoB npu ero hopMmnpoBaHnmn B napameTpax
obracTtu 3awWwuThbl.

Mo yMOJ4aHuio B obnacTb 3alWnThbl BKMOYEHbI BCE npegonpeneneHHblie obnactn, KpomMme BUpTYyalribHbIX OUCKOB.

BupTyanbHble Oucku, cO3fdaHHble C nomollbto komaHabl SUBST, He oToGpaxatoTcs B AepeBe (hannoBbixX
pecypcoB kommnbtoTepa B KoHconu Kaspersky Industrial CyberSecurity for Nodes 2.5. YToObl BKNHOYUTL
B 06racTb 3awmTbl 06bEKTbl HA NCEBAOAUCKE, BKITHOYMTE B 06N1aCTh 3aLUMThI Nanky Ha KOMMNbLKTEPE, C KOTOPON
3TOT NCEBOOAMNCK CBA3AH.

MopokntoyeHHble ceTeBbIE OUCKM Takke He oTobpaxkaloTcs B AepeBe (halnoBbiX pecypcoB KoMMnbloTepa. YToobl
BKITIOYMTb B 06NacTb 3awuTbl 0ObEKTbI HAa CETEBOM AWCKE, YKaXuTe MyTb K narnke, COOTBETCTBYOLLEN STOMY
ceteBomy amcky, B bopmaTte UNC (Universal Naming Convention).

BbiGop npeaycTaHOBMEHHbIX YPOBHEN 6e30nacHOCTHU

[ns BbIGpaHHbIX Y3MOB B CNUCKe (hannoBblX pecypCcoB KOMMNblOTEpa Bbl MOXeTe 3ajaTb OAWH U3 CriegyloLmx
NnpenycTaHOBMEHHbIX  YpPOBHeW Ge3onacHocTv: MakcumanbHoe ObicTpogencTBue, PekomeHAayembin
n MakcumanbHasa 3awmTa. Kaxabin M3 3TUX YpPOBHEW UMeET CBOW Habop 3HayeHun napameTpoB Ge3onacHoOCTU
(cm. Tabnmuy Huxe).

MakcumanbHoe bbicTpoaencTame

YpoBeHb GesonacHocT MakcumanbHoe ObiCTpoaencTBUE pPEKOMEHOYeTCA NPUMEHATb, ecnv B BalLen CeTw,
KpoMme ucnonb3oBaHusa Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha koMnbtoTepax u paboyumx cTaHuusx,
NPUHUMAOTCA OOMOMHUTENbHBIE MEpbl KOMMbBIOTEPHON GE30MacCHOCTU, HaMpUMep, CETEBbIE 3KPaHbl U MOMUTUKM
6e3onacHoOCTV Ans nonb3oBaTenemn ceTu.

PekomeHayemblin

YpoBeHb 6e3onacHocTM PekomeHayeMbin obecrneymBaeT onTUManbHOe COYETAHNE KadecTBa 3alUMTbl U BNUSHUS
Ha NPOM3BOAMTENBHOCTL  3alUMLLAEMbIX  KOMMbIOTEPOB. OTOT YPOBEHb PEKOMEHAOBAH  cneunanMcTamm
"IlabopaTopum Kacnepckoro" kak 4OCTaTOYHbIA A8 3alMThbl KOMMbIOTEPOB B HONBLUMHCTBE CETEN OpraHu3auuni.
YpoBeHb 6e3onacHoCcT PekoMeHayeMbIn YCTaHOBIIEH MO YMOJTYAHMIO.

MakcumanbHaga 3awmTa

YpoBeHb 6GesonacHocTv MakcumanbHas 3awuTa pPeKoMeHOyeTCs MpUMEHsTb, €eclM  Bbl NpeabsasnseTe
NoBblleHHble TpeGoBaHNSA K KOMMbIOTEPHO 6e30MacHOCTY B CETU OpraH13aLmu.

Tabnuya 28. lMpedycmaHosneHHble yposHU be3onacHocmu U coomeemcmeayuue um

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3Ha4YeHus rnapamempos

MapameTpsbl YpoBeHb 6e3onacHocTH
MakcumanbHoe PekomeHgyembin MakcumanbHas
ObicTpogencTBue 3awuTa
3awuTta 06HLEKTOB Mo pacwmnpeHunto Mo dopmaty Mo cdopmaTy
lNMpoBepka TONbLKO HOBbIX BkntoyeHna BknitoyeHa BblkntoueHo
M N3MeHeHHbIX ¢hannoB
HencTBuA Hap 3apakeHHbIMKU BnoknpoBaTtb BnoknpoBaTtb BnoknposaTtb
M APYrMMn o6HapyeHHbIMU OOCTYM U NeYnTb. 4ocTyn OOCTYM U NeYnTb.
ob6bLeKkTamu Ypanute, ecnu W BbIMOMHUTb Ypganute, ecriv
He yganoch pekomeHayemoe He yganocb
BblNEYnTb. aencTsue. BbINIEYNTD.
HdencTBua Hag BO3MOXHO BbrnokupoBaTb brnokupoBaTb BnokunposaTtb
3apaXXeHHbIMU 06 beKTaMum [OCTyMN U NOMECTUTb 4ocTyn 4ocTyn

Ha KapaHTWH.

1 NOMECTUTb
Ha KapaHTWH.

1 NOMECTUTb
Ha KapaHTWH.

Uckniovatb channbl Het Het Hert

He obHapyxuBaTb Het Het HeTt
OcTaHaBnuBaTb NPOBEPKY, €CIIN OHa 60 cek. 60 cek. 60 cek.
AnuTcs 6onee (cek.)

He npoBepATbL cocTaBHblE 06 BLEKTDI 8 Mb 8 Mb He yctaHoBneH
pa3mepom 6onee (MB)

AnbTepHaTuBHbIe NOTOKU NTFS Ja Oa Ja
lMpoBepATb 3arpy304Hble CEKTOPbI Oa Oa Oa

aunckoB n MBR

3almTa cocTaBHbIX OO HLEKTOB

e yMaKoBaHHblEe
0bbeKTbI*

* TonbKo HOBblE
1 U3MEHEHHble

SFX-apxuBbl*
ynakoBaHHble
0bbeKTbI*
BnoxeHHble OLE-
0bObeKTbI*

* TonbKo HoBblE
1 U3MEHEHHbIe

SFX-apxuBbl*®
ynakoBaHHble
0bbeKkTbI*
BnoxeHHble OLE-
0bbeKkTbI*

*Bce 00bekThl

MapameTpbl 3awmTta obbekToB, Ucnonb3oBaTb TexHonoruw iChecker, Ucnonb3oBaTb TEXHOJOIUIO
iSwift, Uicnonb3oBaTb 3BPUCTUYECKUIA aHaANM3aTop He BXOAAT B HAOOp napamMeTpoB NpeaycTaHOBEHHbIX
ypoBHein 6e3onacHocTn. Ecnn, BbiGpaB oanH 13 NnpenycTaHOBIEHHbLIX YPOBHEN 6€30nacHOCTU, Bbl U3BMEHUTE
Ucnonb3oBaTb TEXHONONUIO

COCTOAHME nNapamMmeTpoB GesonacHocTn 3awmTta OOBLEKTOB,

Ucnonb3oBaTb TexHonoruw iSwift, Acnonb3oBaTb 3IBPUCTUYECKMW aHanusaTop, BbiOpaHHbIA BaMu

npefyCcTaHOBMEHHbIN ypoBEeHb 6E30MacHOCTU HEe N3MEHUTCSI.

iChecker,

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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» Umobbi ebibpamb O0UH U3 npedycmaHOB8lIeHHbIX  ypoesHel  6e3ornacHocmu,  8bINoHUME
cnedyrouwjue Oelicmeusi:

1. B pepee KoHconu agmunHucTpumpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHMUS, AMsi KOMMbLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUpPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl NOMUTUKM AN rpynnbl KOMMbOTEPOB, BbibepuTe 3aknagky
Monutnkn u oTkporite okHo CBomnctBa: <Umsa nonutuku> (cMm. pasgen "HacTpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbTEpa, BbibepuTe 3aknagky
YcTpowncTBa n oTkporiTe okHo MapamMeTpbl nporpaMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctso pabotaeT noa ynpasneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MpOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B paspgene MNocTosiHHas 3awMta KOMMnblOTepa Haxmute Ha kHonky HacTpoirka B 6noke MocTtosiHHaA
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awwmTa dannos.

4. Ha 3aknagke O6nacTb 3awWumThbl, Bbl6epl/ITe y3en, napamMeTpbl ©Ge3onacHocTu KOTOPOro Bbl XOTUTE
HaCTpPOUTb, N HAXXMUTE Ha KHOIMKY HaCTpOVITb.

OTkpoeTca okHO HacTponka napameTpoB NOCTOAHHOW 3aWuUThbl (pansoB.
5. BbibepuTe Tpebyembii ypoBeHb 6€30MacHOCTU B pacKpbIBaOLLEMCS CMUCKE:
e MakcumanbHas 3awmTa
e PekomeHpyembin
e MakcumanbHoe ObicTpoaencTBue
6. Haxmute Ha kHornky OK.
HacTtpoeHHble napameTpbl 3agayun 6yayT COXpaHeHbl.

Kaspersky Industrial CyberSecurity for Nodes 2.5 HemMeaneHHO NPUMMEHUT HOBblE 3HAYEHUs NMapameTpoB
BBbII'IOJ'IHFlIOLLLeVICFI 3agave. D,aHHbIe O BpeMeHN U3MEeHEeHUA napamMeTpoB, a TakKkKe 3Ha4YeHUd napameTpoB
[0 1 nocrne ux usMeHeHunst 6yayT coxpaHeHbl B KypHare BbINOMHEHUS 3a4auu.

HacTtponka napameTpoB 6€30MaCHOCTU BPYUHYHO

Mo ymonuaHwuio B 3agade NocTosiHHas 3awmTa ainoB NpMMEHAITCS eanHble NapaMeTpbl 6e30nacHOCTM st BCen
obrnactn 3awutbl. ATM nNapaMeTpbl COOTBETCTBYIOT 3HAYEHWsIM NpPeayCTaHOBIIEHHOTO YPOBHsS ©e3onacHoOCTU
PekomeHayembin (cM. pasgen "Beibop npegycTtaHOBnEHHbIX ypoBHen 6e3onacHocTu" Ha cTp. 171).

Bbl MOXeETE U3MEHSATL 3HaYeHUs1 NapameTpoB 6e30MacHOCTY NO YMONYaHUI, HACTPOMB UX KaK eaunHbIMU AN BCeit
obnacTtu 3alumThl, Tak U pasnUYHbIMU Ans PasHbIX Y3roB B AepeBe Uimn cnmcke hannoBbiX PECYPCOB KOMMbOTEPA.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mpn pabote c aepeBoMm anMnoBbiX pPeCypcoB KOMMbiOTEpPa napameTpbl 6e30macHOCTW, HaCTPOEHHblEe
AN BbIOpaHHOrO pOAUTENBLCKOrO y3na, aBTOMaTUYeCKM MPUMEHSIIOTCS AN BCEX BIOXEHHbIX y3roB. MNapameTpbl
6e30MacHOCTM POAMTENBLCKOrO y3ra He NPUMEHSIFOTCS K BIIOXXEHHOMY Y31y, KOTOPbIA HacTpanBaeTCcs OTAENbHO.

» UYmobbi epydyHyro Hacmpoumbs napamempbl 6e3onacHocmu 8blbpaHHO20 y37a, 6bINosIHUmMe
cnedyrouwjue Oelicmeusi:

1. B pepeBe KoHconu agmuHucTpupoBaHust Kaspersky Security Center paseepHuTe y3en YnpaensieMble
yCTpOWUCTBa 1 BbiGepuTe rpynny agMUHUCTPUPOBaHMUS, OJ1si KOMMbIOTEPOB KOTOPOM Bbl XOTUTE HAaCTPOWUTb
napameTpbl NPoOrpammbi.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx enNcTBUN:

e Ecnu Bbl xoTuUTe HacTpouTb NapameTpbl MONMUTWUKU AN rPYMnbl KOMMbIOTEPOB, BbIOEpPUTE 3aKknagky
Monutukn 1 otkporite okHo CBomucTtBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOUTbL MapaMeTpbl NporpaMmbl AN OOHOTO KOMMbiOTEpA, BblibepuTe 3aknagky
YcTpouncTtBa u oTkporTe okHO MapameTpbl nporpamMmmbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 103).

Ecnn yctponctso pabotaeT nog ynpasneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe MnapameTpoB MporpaMmbl, 3TM MapameTpbl
HeJOCTYNHbI AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B paspgene MNocTosiHHas 3awmta KOMMNblOTEpa Haxmute Ha kHonky HacTpoirka B 6noke MocTtosiHHaA
3awmTa channos.

OTtkpoeTcs okHO MocTosiHHaA 3awmTa channos.

4. Ha 3aknagke O6nacTb 3awWuThbl, Bbl6epl/ITe y3en, napamMeTpbl ©Ges3onacHocTu KOTOPOro Bbl XOTUTE
HaCTpPOUTb, N HAXXKMUTE KHOMKY HaCTpOVITb.

OTkpoeTca okHo HacTpoWnka napameTpoB NOCTOAHHOW 3aWuUThbl (pansioB.

5. Ha 3aknagke ypOBEHb 6e3onacHOCTM Bbl MOXeTe Bbl6paTb ntobowm Cyu.l,QCTBytOLU,VIVI YPOBEHb UM HaXXaTb
KHOMKY HaCTpOﬁKa, 4yTOObI CO3aAaTh Nnosib3oBaTesibCKyH KOH(bVIpraU,VIIO.

6. Bbl MoxeTe HacTpouTb norib3oBaTenbCckne napameTpbl 6e3onacHocTM  Ans BbliOpaHHOro  yana
B COOTBETCTBMM C BalLMMK TpeboBaHUSMU.

o O6wwme napameTpsbl (CM. pasgen "Hactponka obwimx napameTpoB 3agayn” Ha cTp. 175)
e [lencteua (cm. pasgen "HacTtponka gencteuin” Ha cTp. 177)
e [lponsBogutenbHOCTL (CM. pa3gen "HacTtpovika nponssogmTenbHOCTUN" Ha cTp. 179)

7. Haxmwute kHonky CoxpaHuTb B okHe HacTpownka o6nacTtu 3awmrhbl.

HoBble napameTpbl 06nacTu 3awmuTel 6yAyT COXpaHeHbI.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HacTtpoika o6wmx napamMeTpoB 3aga4vu

» UYmobbl Hacmpoumb obwue napamempsbl 6e3ornacHocmu 3ada4qu NlocmosiHHas 3awuma ¢alnos,
ebinoniHuUMme criedyrouue delcmeusl.

1. Otkponte okHO HacTpomka noctosiHHOW 3awuTbl cpannoB (cMm. pasgen "HacTponka napameTpoB
BesonacHoCTH Bpy4HYyl0" Ha cTp. 173).

2. Bblbepute 3aknagky O6wme.
3. B 6noke 3awmTta 06bEKTOB yKaXnTe TuMbl OO bLEKTOB, KOTOPbLIE Bbl XOTUTE BKITKOYMTL B 0O6NacTb 3aluUThl:
e Bce o6bekThbI.
Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT Bce 06beKTbl.
e OObBeKTbI, npoBepsieMblie No opmary.

Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT TONbkoO NOTEHUMaNbHO
3apaxaemble (awnbl Ha OCHOBaHUK hopmarta danna.

Cnmncok dopmaToB cocTaBnsetca cneumanuctammu "Jlabopatopum Kacnepckoro”. OH
BXxoauT B cocTaB 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5.

e OOBEKTbI, NpoBepsieMbie NO CMUCKY pacLUMPEeHUN, yKa3aHHOMY B aHTUBUPYCHbIX Ga3ax.

Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT TONbko MNoTeHUManNbHO
3apaxaemble dannbl Ha OCHoBaHUKM hopmaTa danna.

Cnmncok paclumpeHuin coctaensietcss cneumanuctamm "Jlabopatopumn Kacnepckoro”. OH
BXxoauT B cocTaB 6a3 Kaspersky Industrial CyberSecurity for Nodes 2.5.

e OObBEKTbI, npoBepsieMblie NO yKazaHHOMY CMNUCKY pacumpel-wlﬁ.

Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT chainbl Ha OCHOBaHWK
pacwupeHns danna. CnMcok paclumpeHuin annos, KOTOpble HYXHO MPOBEpPsiTb, Bbl
MOXeTe 3aaTb BPYYHYIO No kHoMke U3MeHnTb B OkHe CNMCOK pacLuMpeHun.

e [lpoBepATb 3arpy304Hble CeKTOpbl AUCKOB U MBR.
BkntoyeHue 3aLLmThl 3arpy304HbIX CEKTOPOB OUCKOB U MMaBHbIX 3arpy304HbIX 3anncen.

Ecnu cdnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
3arpy3oYHble CEKTOpbl M 3arpy3o4Hble Hagnucu Ha XXeCTKUX U CbEMHbIX
AVCKax KoMMbloTepa.

Mo ymonyaHuio raxok ycTaHOBIMEH.
e AnbTepHaTuMBHbIe NOTOKU NTFS

lMpoBepka [OOMOMHUTENbHBIX MOTOKOB (PanrfoB W Namnok Ha guckax annoson
cuctembl NTFS.

Ecnu cdnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
AOMOMHUTErbHbIE NOTOKM (hannoB 1 Nanok.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.

4. B 6noke Mpou3BoAUTENLHOCTb YCTAaHOBUTE WU CHUMUTE raxok 3awuwartb TONbKO HOBble
N U3MEHEeHHble hannbl.

®naxok BKMYaeT UK BbIKIIOYaET NPOBEPKY M 3awwmTy hainnos, NpuaHaHHbIx Kaspersky
Industrial CyberSecurity for Nodes 2.5 HOBbIMM WAW WU3MEHEHHBIMW C MOMEHTa
nocriefHen NPoBEPKM.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ecnu dnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsiet
W 3aWwyaeT Tonbko ainbl, MPU3HAHHbIE HOBBIMU UMM WU3MEHEHHLIMWU C MOMEHTa
nocnegHemn NPoOBEPKM.

Ecnn naxok cHAT, Bbl MOXeTe yka3aTb, Kakue dannbl Bbl XOTUTE NPOBEPSATH
W 3aWwmaTh.

Mo ymomnyaHWiO (oNaXoK YCTaHOBMEH Ans ypoBHs 6Ge3onacHocT MakcumanbHoe
6bicTpopencTeue. Ecnn ycTaHoBrneH ypoBeHb GesonacHocTv PekomeHayemblid vnu
MakcumanbHas 3awmTa, To raXkoK CHAT.

,D,J'Iﬂ nepeKkrniyYeHna mexay AOoCTynHbIMU BapunaHTaMun npu CHATOM cbna>|<|<e LLETTIKHUTE CCbIJIKY Bce /
TonbKo HOBbIe A5 KaXXA0ro Tuna CoCTaBHbIX 00BbEKTOB.

5. B 6noke 3awmta coCTaBHbIX OOBEKTOB YKaXUTe COCTaBHble OOBLEKTbI, KOTOPbIE Bbl XOTUTE BKIHOUYUTb
B 0bnacTb 3aLunThl:

e Bce/ Tonbko HOBble apXUBbI.
MpoBepka apxmBoB ZIP, CAB, RAR, ARJ n gpyrux bopmatos.

Ecnn dnaxok ycrtaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5
npoBepseT apXuBbl.

Ecnn cdonaxok cHAT, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaeT apxuBbl
npv NpoBepkKe.

3HaveHne No yMOnyaHuio 3aB1CUT OT BbIBpaHHOTroO ypoBHS 6e30onacHoCTK.
e Bce/ Tonbko HoBble SFX-apxuBbl.
lMpoBepka caMopacnakoBbIBaIOLLMXCH apXUBOB.

Ecnn dcnaxok ycraHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5
nposepsaeT SFX-apxuBbl.

Ecnun dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet SFX-
apxuBbl NMPU NPOBEPKE.

3HaveHue No yMOonyaHuio 3aB1CUT OT BbIBpaHHOro ypoBHS 6e3onacHoCcTy.
[MapameTp akTMBeEH, ecnun CHAT pnaxok ApxmuBhbl.

¢ Bce/ Tonbko HOBble NOYTOBbIE 6a3bl.
MpoBepka hannos nodtoBbix 6a3 Microsoft Outlook® n Microsoft Outlook Express.

Ecnu cdnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
annbl NOYTOBLIX 6a3.

Ecnun dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaeT caiinsl
no4ToBbIX 6a3 Npu NpoBepke.

3HauyeHune No yMOM4YaHuio 3aB1CUT OT BbIGpaHHOIO YpoBHS 6€30MacHOCTY.
e Bce/Tonbko HOBble yNakOBaHHbIE OOBLEKTHI.

lMpoBepka ucrnonHaembIX  annoB, ynakoBaHHbIX  MporpamMmmMamMu-ynakoBLLMKamu
JBOWYHOro koaa, Takumm kak UPX nnn ASPack.

Ecnun cdonaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
ucnonHsaemsle ansbl, ynakoBaHHbIe NporpammMamMu-ynakoBLLKamu.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 npwu nposepke
nponyckaeT ucnonHsemble dannbl, ynakoBaHHble NporpaMmmMamu-ynakoBLLMKaMU.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3HayeHne No ymMon4yaHuio 3aBUCUT OT BbIBPaAHHOIro YpoBHA 6€30nacHOCTM.
e Bce/ Tonbko HoBble dansbl NOYTOBLIX hOpMaToOB.

MpoBepka ¢annoB No4YToBbIX POPMaTOB, Hanpumep, cooblieHnst dopmaToB Microsoft
Outlook n Microsoft Outlook Express.

Ecnu dnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsiet
dannbl NOYTOBLIX POPMATOB.

Ecnun dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaeT cainsl
NnoYToOBbIX (POPMAaTOB NpU NPOBEPKE.

3HayeHne No ymMon4yaHuio 3aBUCUT OT BbIBPaAHHOro YypoBHA 6€30nacHOCTM.
e Bce/ Tonbko HoBble BNoXeHHble OLE-06beKTbI.

lMpoBepka BCTPOEHHbIX B haiin 0ObeKToB (Hanpumep, Makpoc Microsoft Word wnum
BMOXEHNe COOBLLEHNS INEKTPOHHOWN NOYThI).

Ecnu dnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsiet
BCTPOEHHbIE B (halin 00bEeKThbI.

Ecnn dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
BCTPOEHHbIe B (hain 06BbEKTbLI NPy MPOBEPKE.

3HayeHue Mo yMosYaHuio 3aBUCUT OT BbIGPaHHOMo YpOBHSI 6€30MacHOCTH.
6. HaxmuTte Ha kHonKy COXpaHUTb.

Hoeas koHdurypaums 3agayv 6yaeT coxpaHeHa.

HacTpounka gencreumn

» Umobbl Hacmpoumb Oelicmeusi, Komopble 3aldava [locmosHHas 3auwuma alsios 8bInosIHIem
Had 3apaxeHHbIMU U Opy2umu OBHapyXeHHbIMU 0bbekmamu, ebinoriHume credyrouwue delicmeusi:

1. OrtkpornTe okHO HacTporka nocTosiHHOM 3awuTbl cparnoB (cMm. pa3gen "HacTpoika napameTpoB
BesonacHoCcTu Bpy4Hy0" Ha cTp. 173).

2. Bbibepute 3aknagky Oencreums.
3. BbibepuTe gencTeune Haa 3apakKeHHbIMU U APYrMMK OBHapyXMBaembiMy OObEKTaMu:
e TonbKo cooblaThb.

Korma BbiBpaH aToT pexum, Kaspersky Industrial CyberSecurity for Nodes 2.5
He BnokMpyeT [OOCTYN K 3apaXeHHOMY Wi  ApyromMy O6HapyXeHHOMY OObekTy
W He BbINOMNHSAET Had HUM  HUKaKUX OelcTBUWA. B kypHane BbINOMHEHUS 3agauu
peructpupyetcst  cobbite  OBHapyXeHHbIli  0b6beKkm  He 8blfle4eH  CO2/lacHo
rnosib30gamesibCKUM napamempam 3adadu. B cobbiTum ykaszaHa BCs [OCTynHas
uHdopmaums ob obHapykeHHOM o0O0bekTe, a Takke TOT pakT, 4YTo OOBLEKT He Obin
BbIfIEYEH.

Pexvum Tonbko coobwartb TpebyeTcs OTAENbHO HACTPOUTb [Ans Kaxaon obnactu
3aWunTbl. JTOT PEXUM HEe UCMOMb3yeTcs MO YMOMYaHUK HWU Ha OOHOM U3 YpPOBHE
BesonacHocTn. Ecnn BbI BoibepeTe aToT pexum, Kaspersky Industrial CyberSecurity for
Nodes 2.5 aBToMaTu4ecku M3MeHUT ypoBeHb HGe3onacHocTu Ha Monb3oBaTenbCKUNA.

(] BnOKMpOBaTb AocTyn.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ecnu BoiGpaH atoT BapuaHT, Kaspersky Industrial CyberSecurity for Nodes 2.5 6nokupyeTt
AOCTYN 3apaXkeHHbIM Wnn ApYrMM ObOHapyXXeHHbIM obGbekTam. Bbl MoxeTe BbiGpaThb
AOMNONHUTENBHOE aencTtame Hag 3abrnokupoBaHHbIMM obbekTamu
13 packpbIBalOLLErocs Crmcka.

e BbINONHATL fgONONHUTENbHOE AEeNCcTBMe.
BbibepuTe gencTBue n3 packpbiBaloLWErocs cnucka:
o JleunTsb.
e JleunTb. Yaanutb, €Cniv He yAanocb BbiNeYnTb.
e Ypanutb.
e PekomeHgyemoe.
4. BbibepuTe gencrene Hag BO3MOXHO 3apaXeHHbIMU 00 beKTaMu:
e Tonbko coobwaTh.

Korga BbiOpaH aToT pexum, Kaspersky Industrial CyberSecurity for Nodes 2.5
He BrokMpyeT [OCTYN K 3apaxeHHOMY Wi  ApyroMy OBHapyxeHHOMY obbekTy
W He BbINOMHAET Had HAM  HUKaKUX [OEeWcTBUA. B XypHane BbINOMHEHUs 3agadn
peructpupyetcs  cobbitne  OOHapyXeHHbIl  O0ObeKm  He 8bl/IeHYeH  COa/1acHo
rnonb3oeamersibCKUM napamempam 3adadu. B cobbiTum ykasaHa BcA OoCTynHas
WHpopmaumss 06 obHapykeHHOM O0ObekTe, a Takke TOT pakT, 4To OObeKkT He Obin
BblfleYeH.

Pexum Tonbko coobwartb TpebyeTrca OTAENbHO HACTPOUTb AN Kaxaonm obnactu
3aWMTbl. JTOT PEXUM HEe UCMONb3yeTCca MO YMOMYaAHUKO HW Ha OOHOM W3 YPOBHEMN
BesonacHocTu. Ecnu Bbl BoibepeTe aToT pexum, Kaspersky Industrial CyberSecurity for
Nodes 2.5 aBTomMaTnyeckn n3mMeHnT ypoBeHb 6e3onacHocTy Ha Monb3oBaTenbCKUn.

(] B.HOKVIpOBaTb AocTyn.

Ecnu BbIOpaH aToT BapuaHT, Kaspersky Industrial CyberSecurity for Nodes 2.5 6nokupyet
AOCTYN 3apaKeHHbIM Wnu Apyrum obHapyxeHHbiM obbektam. Bbl MoxeTe BbibpaTb
OOononHuTesnbHoe aencreuve Hapg, 3a6rOKMPOBAHHBIMM obbekTamu
13 packpbIBaOLLErOCs Crucka.

e BbINOnNHATbL AONONMHUTENBLHOE OENCTBUE.
BeibepuTte gencreme n3 packpbiBatoLLErocs cnmcka:
e [lomecTUTb Ha KapaHTUH.
e Ypanutb.
e PekomeHayemoe.
5. HacTpownTte gencteusa Hag o6bekTaMu B 3aBMCMMOCTU OT TUna oBHapYy>KeHHOro 00bekTa:

a. CHumute wnm  yctaHoButTe naxok BbINonHATL AelcTBUS B 3aBMCUMOCTU  OT TUna
ObBHapyXeHHOro oobekKTa.

Ecrn cpnamox YCTaHOBJIEH, Bbl MOXeTe Bbl6paTb OCHOBHOE 1 aononHuTernbHoe ,D,eI7ICTBI/Ie
ONS KXKO0ro Tuna OOBLEeKTOB, HaxaB Ha KHonky HacTpowka, pacnonoXeHHyw psgom
C (hnaxxkom.

Ecnn dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 2.5 npumeHsieT
OENCTBUSA, KOTOpble BbiOpaHbl B Grokax [encTBus Haa 3apaXeHHbIMU U APYTMMMU
OGHapy)XeHHbIMU 06 beKkTamu 1 [leNncTBUA Haa BO3MOXHO 3apaXeHHbIMU 06 bLeKTamMmu

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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COOTBETCTBEHHO YKa3aHHbIM TUMaM OOBHEKTOB.
Mo ymon4aHuio iaxkok CHAT.
b. Haxmute Ha kHonky HacTpoWka.

c. B oTkpbiBlwemcs okHe BbIbepuTe nepBUYHOE AENCTBME W (Ha Criyda HeyaadHoro BbINOMHEHUs
NnepBMYHOro AENCTBUSA) BTOPUYHOE AENCTBME AN KaXA0ro Tuna obHapyXeHHOro obbekra.

d. HaxmuTe Ha kHonky OK.

6. BbibepuTe genctevMe Hag HEU3NEYMMbIMUM COCTaBHbIMM OObEKTAMW: CHUMUTE UMW yCTaHOBMTE hnaXok
MonHocTLIO yaanATb cocTaBHOM hann nNpu oO6HapyXeHUN BIIOXXEHHOro 06bLeKTa, ecriu CoOCTaBHOM
c¢hpaitn He MOXeT ObITb U3MEHEH NPOrpaMmmMmon.

®dnaxok BKMOYaeT wunM  BblKMYaeT (POpCUpPOBaHHOE yaaneHue poauTenbCKoro
COCTaBHOIO  havna npu OOHAPYXEHMU  BIIOXKEHHOrO0  BPEOOHOCHOro,  BO3MOXHO
3apaXXeHHOro unm apyroro obHapyxnuBaemoro o6bekTa.

Ecnn dnaxok ycTaHOBReH U 3ajava HacTpoeHa Ha yaareHue 3apaKeHHbIX WM BO3MOXKHO
3apaxeHHbix obbekToB, Kaspersky Industrial CyberSecurity for Nodes 2.5 npuHygutenbHO
yaanseT BeCb poauTENbCKMA COCTaBHOW hbann npu o6Hapy>KeHUn BPEAOHOCHOrO MU ApYyroro
BMOXeHHOro obbekta. [lpuHyauTenbHOe ypaneHve cocTaBHOro pamna co Bcem ero
COOEPKUMbIM BbINOMHSIETCS B CryyYae, eCnm nporpaMma He MOXeT YAanuUTb TONbKO BIIOXEHHbIN
0BHapyXeHHbIN 06beKT (Hanpumep, ecrim COCTaBHOW OB BLEKT HEU3MEHSEM).

Ecnn dnaxok CHAT K1 3agaya HacTpoeHa Ha yaaneHue 3apaxeHHbIX W BO3MOXHO
3apaeHHbIx 0bbekToB, Kaspersky Industrial CyberSecurity for Nodes 2.5 He BbInonHsaeT
BblGpaHHOE AeNCTBME, €CNN POAUTENBCKUA OBBEKT HEN3MEHSAEM.

Mo ymonuaHuio ycTaHoBMEH (hnaxok Anst ypoBHsi 6esonacHocTn MakcumanbHas 3awmTa
1 CHATbI donaxku PekomeHayembiv 1 MakcumanbHoe 6bicTpoaencTBME.

7. Haxmwute Ha kHonky CoxpaHuUTb.

Hoeas koHdurypauus 3agadm 6yaeT coxpaHeHa.

HacTpoiika npousBoauTenLHOCTH

» UYmobbl Hacmpoums npouzeodumernibHocme 3adaqu NocmosiHHas 3awuma ¢hbalifios, 6bInosIHUme
cnedyrouwjue delicmeusi:

1. OrtkpornTe okHO HacTponka nocTosiHHoOM 3awuTbl cpannoB (cMm. pa3gen "HacTpoika napameTpoB
BesonacHoCTH Bpy4HyO" Ha cTp. 173).
2. Bubibepute 3aknagky NpousBoanTenbHOCTD.
3. B 6noke UcknroveHus:
e  CHumwuTte nnm yctaHoute dnaxxok Ucknovatb ¢hannbi.
VcknioyeHne gannos U3 NpoBEPKM NO UMEHN hainia unm macke nmeHun canna.

Ecnu gnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
npuv NpoBepke yKka3aHHble OOBLEKTHI.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT
BCE OOBbEKTHI.

Mo ymon4yaHuio onaxok CHAT.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e  CHumuTte nnn yctaHosute cnaxxok He obHapyxuBaTthb.

UcknoueHne obBHapyxMBaembiX OOBEKTOB W3 MPOBEPKM MO UMEHU WAW MacKke UMEHU
obHapyxnBaemoro obbekTa. Bbl MOXeTe HalTu CIMCOK MMEH ODHapyXMBaeMblX OO bEKTOB
Ha canTe BupycHOW SHUMKNONeaNN.

Ecnu dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaet
npu NpoBepKe ykasaHHble 0OLEKTHI.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes obHapyxuBaeT Bce
00beKTbI, yKa3aHHble B MporpamMmmMe no yMOMN4aHuio.

Mo ymonyaHuio raxxok CHAT.
¢ Haxmute Ha kHOoMKy U3MeHUTb Ansi Kaxgoro napameTpa, YTobbl 4O6AaBUTL UCKITHOYEHMSI.
4. B 6noke [lononHuTenbHbIe NapamMeTpbl:
e OcTtaHaBnuBaTb NPOBEPKY, €CNx OHa AnuTcsa bonee (cek.).

OrpaHunyeHne BpemeHu npoBepkn obbekTa. 10 yMOMYaHWo YCTaHOBIMEHO 3HaYeHue
60 cek.

Ecnn (*)ﬂa)KOK yCTaHOBJ1I€H, MaKCuMMalibHaA MNpoAOJIKUTENIbHOCTb MPOBEPKU obbekTa
orpaHmnyeHa yka3aHHbIM 3Ha4YeHneM.

Ecnu cdonaxok CHAT, MakcumarnbHasi NpoAoHKUTENbHOCTb NPOBEPKM HE OrpaHnyeHa.
Mo ymon4aHuio pnaxxok yCTaHOBIEH.

¢ He npoBepsaTb cocTaBHble 06beKThLI pa3mepom 6onee (MB).
WcknioveHne 13 NpoBepKM COCTaBHbIX 06bekTOB BorbLUe ykazaHHOro pasmMepa.

Ecnu conaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 nponyckaeT
npu aHTUBMPYCHOW NpOBEpKe COCTaBHble OObeKTbl, Yel pas3Mep MpeBbllLAET
YCTaHOBIIEHHOE 3HaYeHMe.

Ecnn cnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes 2.5 npoBepsieT
cocTaBHble 06bEKTDI, HE YYUTLIBAs pasmep.

Mo ymonuyaHuio naxok ycTaHOBMEH ANnd ypoBHew 6GesonacHocTn PekomeHAayewmbiin
n MakcumanbHoe 6bicTpogencTBMe.

¢ Wcnonb3oBaTb TexHonorutwo iSwift.

lMpoBepka TONbKO HOBBIX UMM U3MEHEHHbIX C MOMEHTa NocrneaHen NpoBepkn 0OBHLEKTOB
dannoBoun cuctembl NTFS.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes nposepset
TOJIbKO HOBbIE WUITM U3MEHMBLUMECH C MOMEHTA NocneaHen NpoBepku o6beKThbl hannoson
cuctembl NTFS.

Ecnun dpnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes npoBepsieT 06bekTbl
annosom cuctemsl NTFS, He yuuTbiBas gaTy cCoO34aHusa U U3MEHEHNS.

Mo ymonyaHuio onaxok ycTaHOBMNEH.
¢ Wcnonb3oBatb TexHonorut iChecker.
MpoBepka TONMbKO HOBbLIX UM N3MEHEHHbIX C MOMEHTa nocneaHen Nnpoeepky dannos.

Ecnn donaxok ycrtaHoeneH, Kaspersky Industrial CyberSecurity for Nodes nposepset
TOJSbKO HOBbIE UMW M3MEHMBLUMECS C MOMEHTa NocrneaHen npoBepku dannbi.

Ecnu dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes nposepsieT cavinsl,

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxamhbcsi.
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He y4nTbiBas AaTy Co3aaHnsa U U3MEHEHUS.
Mo ymon4aHuio pnaxkok yCTaHOBIIEH.
5. Haxmute Ha kHOMKy COXpaHUTb.

Hoeas koHdurypauus 3agayv 6yaeT coxpaHeHa.

Ucnonb3oBaHue KSN

OTOT pasgen coaepxuT uHdopmaumio o 3agadve Mcnonb3oBaHve KSN M MHCTPYKUMM O TOM, Kak HacTpouTb
napameTpbl 9TOW 3agaym.

B atom pasgene

O 3a0a4€ VICMIONMB30BAHME KSIN .....couiiiiiiiiiiiiiiee e e e e ettt e e e e e e e et et e e e e e s esa b s eesseesbsba e eesssensbaaaseseeaees 181
HacTtpovika napameTpoB 3agaum MCnonb30BaAHNE KSN ........cciiiiiiiiiiiiiiiie e 183
HaCTPOMKA OBPABOTKM LAHHBIX .....eeteuettiteiiiteteiitteeesttteeesaatseeesaasbeeesasbbe e e s aasbeeesaasbe e e e anbbeeeeasbeeeeeanbbeeeennreas 186
HacTpovika nepefayn SOMOSTHUTEMBHBIX JAHHBIX ....ciiuuvtteiiurreresatreeesassreessasreeessnsseeessnssesessnsseessssseesssnsees 188

O 3apave Ucnonb3oBaHue KSN

Mcnonb3oBaHue mobanbHoro KSN npegnonaraet nepegady AaHHbIX, onucaHHbIX B [onoxeHun o KSN, Ha
cepBepsbl JTabopaTopun Kacnepckoro, 1 BrieveT K BbIX0Ay NporpaMmMbl U3 CEPTUMULMPOBAHHOTO COCTOSHUS.

Kaspersky Security Network (ganee Ttakke "KSN") — aT0 uMH(ppacTpykTypa OHNamH-cnyx06, npegocTtasnsioLas
OOCTyn K onepaTtuBHow 6ase 3HaHun "llabopaTopum Kacnepckoro" o penyTtauumu ¢annoB, MHTEPHET-PECYPCOB
n nporpamm. Wcnonb3oBaHne AaHHbIx Kaspersky Security Network obecneuvBaeT 6ornee BbICOKYyH CKOPOCTb
peakunn Kaspersky Industrial CyberSecurity for Nodes 2.5 Ha HOBble yrpo3bl, noBblwaeT apHeKTMBHOCTb paboThl
HEKOTOPbIX KOMMOHEHTOB 3aLUUTLI, @ TaKKe CHDKAET BEPOATHOCTb JIOXHbIX cpabaTbiBaHUNA.

[na 3anycka 3agaun icnonb3oBaHme KSN Heobxoammo npuHaTh MonoxeHne o Kaspersky Security Network.

Kaspersky Industrial CyberSecurity for Nodes 2.5 nonydaet ot Kaspersky Security Network Tonbko
WMHpopMaLMo O penyTaumm Nnporpamm.

Yyactue nonb3oBaTenenn B KSN nossonset "llabopaTtopumn Kacnepckoro" onepaTtvBHO nofyyaTe MHAOPMaLMio
0 TMMNax U NCTOYHMKAX HOBbIX Yrpo3, pa3pabaTbiBaTb CNOCOObLI MX HEWTPanU3auum, ymeHbLIaTb KONTMYECTBO NTOXKHbIX
cpabaTblBaHU KOMNOHEHTOB NPOrpamMmei.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbili 0oynKkeH 30ecb omobpaxambcsi.
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Bonee nogpobHyto wuHoOpMaumio o nepefade, 06paboTke, XpPaHEHUN Y YHUUTOXEHUU WUHopMaLmnm
006 1cnonb3oBaHUK NporpamMMbl Bbl MOXKeETe Nonydntb, npodntas MNonoxeHne o KSN B okHe [Nepefaya gaHHbIX
3agadn Vcnonb3oBaHne KSN, a Takke o3HakoMmBLUMCL C [1oNUTUKOM KOHMDMAEHLManbHOCTU Ha Beb-canTte
"Tabopatopumn Kacnepckoro".

Yyactue B Kaspersky Security Network pobposonbHoe. Pewenne 06 ydyactun B Kaspersky —Security
Network npnHumaeTcs nocne yctaHoBku Kaspersky Industrial CyberSecurity for Nodes 2.5. Bbl MmoxeTe U3MeHUTb
cBoe pelleHne 06 ydactum B Kaspersky Security Network B rito6o MOMEHT.

Kaspersky Security Network moxeT ncnonb3oBartbCs B criegyowmx 3agadvax Kaspersky Industrial CyberSecurity for
Nodes 2.5:

e [locTosiHHasa 3awmTa hannos;
e [lpoBepka no TpeboBaHuio;

e KoHTponb 3anycka nporpamm.

Kaspersky Private Security Network

MogpobHee o Tom, kak HacTpouTb Kaspersky Private Security Network (ganee Ttawkke "JlokanbHbin KSN"),
cm. B CnipasoyHou cucmeme Kaspersky Security Center.

Ecnu Bbl ucnonb3yete JlokanbHeih KSN Ha 3awuuwiaemom koMnbloTepe, B okHe ObpaboTka AaHHbIX (CM. pasgen
"HacTtporika 06paboTkn gaHHbIX" Ha cTp. 186) 3agaum Mcnonb3oBaHne KSN Bbl MOxeTe npountatb NonoxeHue
0 KPSN 1 BKMOUYATb UCMOMb30BAHWE KOMIMOHEHTa, YCTaHOBMB naxok f npuHMMalr yYCrnoBUSA Yy4vacTus
B Kaspersky Private Security Network. MNpuHumas ycnosus, Bbl cOrnallaeTecb OTNPaBfsiTb BCE TUMbl AAHHbIX,
ynomMmsHyTble B [NonoxeHun o KPSN (3anpockl 6e30nacHOCTH, CTaTUCTUYECKUE AaHHbIE), B CNyx0Obl KSN.

Mocne npuHsaTua ycnosun JlokanbHoro KSN cnaxku, perynupylowme wucnonb3oBaHve [nobanbHoro
KSN, HegocCTynHbI.

Ecnu Bbl oTkntodaeTe JlokanbHbii KSN BO BpeMsi paboTbl 3agaun Vcnonb3oBaHne KSN, npoucxoauTt olumodka
HapyweHue nuueH3uu v 3agada ocTaHaBnuBaeTcs. UToObl NPOAOIMKMTL 3almLLiaTe KOMMNbIOTEP, BamM TpebyeTtcs
NpuHATL MNonoxeHune o MMobansHom KSN B okHe O6paboTka AaHHbIX BPYYHYO U Nepe3anycTuTb 3agayvy.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambCsi.
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OT3bIB cornacus c NMNonoxeHuem o KSN

Bbl mMoxeTe oTO3BaTb CBOE cormacue u npekpatutb obmeH AaHHbiMK ¢ Kaspersky Security Network B nio6on
MomeHT. Cneaytolme JeiCcTBUSE CYUTAOTCH MOSTHBIM MITM YaCTUYHBIM OT3bIBOM cornacus ¢ lNonoxeHnem o KSN:

Bbl cHanu conaxok PaspewuTb oTnpaBKy AaHHbIX O NpoBepsieMbIX hannax: nporpamma nepecraeTt
OTNPaBnsATb KOHTPOSbHbIE CYMMbI MPOBEPEHHLIX (hainos B crnyx6bl KSN ans aHanusa.

Bbl cHanu dnaxok PaspewunTb oTnpaBKy cTtatucTMku Kaspersky Security Network: nporpamma
npekpawlaet obpabaTtbiBaTb AaHHbIE C AOMNONTHUTENBHOM cTaTUCTMKOM KSN.

Bbl cHann dnaxok A npuHumaro ycnoBus ydactua B Kaspersky Security Network: nporpamma
npekpawaetr  obpabaTtbiBaTb BCe  CBHA3aHHble ¢ KSN JaHHble, 3agjava Mcnonb3oBaHue
KSN octaHaBnuBaeTcs.

Bbl  ygpanunu  KOMNOHEHT  Mcnonb3oBaHue KSN: obpaboTtka Bcex cBsidaHHbIX C KSN
JaHHbIX OCTaHaBnNMBaeTCs.

Bbl yoanunu Kaspersky Industrial CyberSecurity for Nodes 2.5: obpaboTka Bcex cBsidaHHbIX ¢ KSN
AaHHbIX OCTaHaBIIMBAETCA.

Hactpouka napameTpoB 3agaum Ucnonb3oBaHne KSN

Bbl MOXeTe nsmeHsTb napameTpbl 3agayum Vicnonb3oBaHne KSN, 3agaHHble N0 ymonyaHuio (CM. Tabnuuy Huxke).

Tabrnuua 29. lMapamempei 3adayqu Ucrionb3osaHue KSN rno ymonyaHuro
MapameTp 3HayeHue No yMon4yaHuio OnucaHue
HDenctBus Ypanutb Bbl MOXeTe ykasbiBaTb AeNCTBUS,
Hag obbeKkTamum, koTopble Kaspersky Industrial
HeAOBepPEeHHbIMU CyberSecurity for Nodes 2.5 6yget
B KSN BbINOMHATL HaA 06beKkTamMu, UMELLUMMN

penyTaumio HegoBepeHHbIX B KSN.

OTnpaBka gaHHbIX KoHTponbHasa cymma davina (MD5- Bbl MOXeTe ykasblBaTb MakcuMarbHbiii
Xell) paccunNTLIBaETCS pasmep hainnos, Ans KOTOPbIX
ANst (hannoB, pasmep KOTOpbIX paccynTbiBaeTCsl KOHTPONbHas cymMma
He npesbiwaeT 2 MB. no anroputmy MD5 gns otnpasku B KSN.

Ecnun donaxok cHaT, Kaspersky Industrial
CyberSecurity for Nodes 2.5 paccunTtbiBaeT
MD5-xeww ans darnos nboro pasmepa.

MonoxeHue o KSN dnaxok Al npuHMMato ycnoBus PelwuTe, XO0TUTE NU Bbl UCMOMbL30BaTb
ucnonb3oBaHusa Kaspersky KSN nocne yctaHoBku. Bbl MoxeTe
Security Network cHAT. N3MEHSITb CBOE peLleHne B nobol
MOMEHT.
PaspelumTb oTnpaBKy YcTaHoBneH (MpumMeHseTcs, Ecnv Bbl npuHanu MNMonoxeHue o KSN,
cratucTukmu Kaspersky TOMbKO ecnu NpuHATO NonoxeHne cTaTtucTvka 6yaeT oTnpaBnATbLCA
Security Network 0 KSN) aBTOMaTUYECKMN, MOKa Bbl HE CHUMETE
donaxok.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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MapameTtp 3Ha4yeHue No yMOon4YaHuo OnucaHue

PaspewmnTb oTnpaBKy YcTaHoBneH (NpMMeHseTcs, Ecnu MonoxeHne o KSN npuHaTo,
AaHHbIX TONbKO ecnu NpuHATo NonoxeHne OaHHble 0 dhannax, KoTopble 6binm
O NMpoBepsieMbIX 0 KSN) NpoBepeHbI U NpoaHannanpoBaHbl
channax C MOMEHTa 3arnycka 3agauu,

oTnpaensatoTcs. CHATb hnaXok MOXHO
B Nt0OO MOMEHT.

PacnucaHue 3anycka MepBbI 3anyck He onpeaerneH. Bbl MOXeTe 3anycTutb 3agady BPyYHYIO
3agauv Wy HaCTPOMUTb 3anyck 3agayu
no pacnucaHuio.

Ucnonb3oBaTtb _ BeibpaHo Mo ymonuaHuto Bce faHHble OTNpaBnsaloTCA
Kaspersky Security B KSN uepe3 Kaspersky Security Center.
Center Kak npokcu-

cepBep KSN

» Ymobbl Hacmpoums napamempsi 3adayu McronbzosaHue KSN, ebinosiHume cnedyrowue 0elicmeusi:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmmebil.

2. B naHenm pesynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbIMNOMHUTE  OAHO
13 criefyoLmx enNcTBUN:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MONMUTUKM AN rPynnbl KOMMbOTEPOB, BbiDepuTe 3aknagky
Monutukn 1 otkporite okHo CBoucTBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NporpaMmbl ANs OOHOrO KOMMbiOTEpa, BblbepuTe 3aknagky
YcTpowncTBa n oTkpoliTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctBo pabotaeT noa ynpaerneHnem akTuBHoW nonutukn Kaspersky Security Center
N B 3TOM MONUTUKE HANOXEeH 3anpeT Ha U3MEHEeHWe napameTpoB MporpamMmmbl, 3TM NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene [octosiHHas 3awuMTta KOMMblOTEpa HaxmuTe kHonky Hactpomka B Groke
Ucnonb3oBaHune KSN.

OTtkpoeTcs okHo Ucnonb3oBaHue KSN.
4. Ha 3aknagke O6wue HacTponTe crneaywme napameTpbl 3agadu:

e B 6noke dencTBnsa Hag o6bekTamm, HegoBepeHHbIMU B KSN ykaxunTte gencteume, kotopoe Kaspersky
Industrial CyberSecurity for Nodes 2.5 Heob6xoaumo coBepLUnTL NpU 0OHapyXeHUM 00 beKTa, MEIOLLLETO
penyTaumio HegoBepeHHoro B KSN:

e Ypanutb

Kaspersky Industrial CyberSecurity for Nodes 2.5 ynanseT HeJOBEpPEHHbIN MO AaHHbIM
KSN 06beKT 1 nomeLLaeT ero Konvo B pe3epBHOE XpaHunuiie.

SToT BapunaHT Bbl6paH no ymon4yaHuio.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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e ®ukcupoBaTb UHhOpPMaLMIO B OTYETE

Kaspersky Industrial CyberSecurity for Nodes 2.5 dukcmpyeT B xypHane BbINOMHEHMWS
3agay uWHdopmaumo 06 oGHapyKeHHOM HedoBepeHHOM Mo AaHHbiM KSN obbekTe.
Kaspersky Industrial CyberSecurity for Nodes 2.5 He yaansieT HeqoBepP€EHHbIN 06 bEKT.

e B 6noke MNepepa4ya gaHHbIX, BbINONHUTE criegyolime AeNCTBUSA:

e CHumute nnn yctaHoBute ¢raxok He paccumTbiBaTb KOHTPOSILHYH CyMMY OSSl OTNPaBKU
B KSN, ecnu pasmep danna npesbiwaet (MB).

dnaxok BKNOYaET UMK BbIKIOYaeT pacyeT KOHTPOSbHOW CyMMbI hannoB YCTaHOBNEHHOIO
pa3smepa Ans oTnpaBKy 3Ton nHGopmauumn B criyxbbl KSN.

MpoOomMKUTENBHOCTb pacyeTa KOHTPOSbHONM CYyMMbI 3aBUCKT OT pasMepa darna.

Ecnn naxok ycrtaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5
He paccuYnTbiBaeT KOHTPOMbHYHO CymMMy Ans dannos, pasMep KOTOPbIX MpeBblllaeT
YCTaHOBIIEHHOE 3HaYeHMe.

Ecnun dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 paccuutbiBaet
KOHTPOMbHY CyMMYy Ans dannos noboro pasmepa.

Mo ymon4aHuio priaXkoK YyCTaHOBIIEH.

e Ecnn tpebyeTcs, B none cnpasa ykaxute MakcumanbHbl pa3mep annos, ans kotopbix Kaspersky
Industrial CyberSecurity for Nodes 2.5 6ygeT paccuntbiBaTb KOHTPOSbHYK CyMMY.

e B 6noke Mpokcu-cepsep KSN cHumunTe nnm yctaHosute onaxok Mcnonb3zoBatb Kaspersky Security
Center B kayecTBe npokcu-cepsepa KSN.

®draxok MNo3BofseT ynpaensaTb Mnepefavyert AaHHbIX OT 3allMLiaeMblX KOMMbIOTEPOB
B KSN.

Ecnn dnaxok cHAT, paHHble c CepBepa agMUHUCTPUMPOBAHUS Y 3alUMLLAEMbIX
KoMmnbloTepoB oTnpasnsaTca B KSN Hanpsamyio (MuHya Kaspersky Security Center).
AKTMBHasi NONMTUKA onpeaensieT, Kakon Tun AaHHbix oTnpaenseTca B KSN Hanpsamyto.

Ecnun donaxok yctaHoBneH, Bce AaHHble otnpasnstotca B KSN uepes Kaspersky Security
Center.

Mo ymon4aHmio pnaxok yCTaHOBIIEH.

UTtobbl BKMoUMTb npokcu-cepsep KSN, Heobxogumo npuHaTb lNMonoxeHne o KSN u HacTpouTb
Kaspersky Security Center. lNogpobHee cMm. B cripaske Kaspersky Security Center.

Ecnu TpebGyeTcs, HacTpoliTe pacnvcaHue 3anycka 3agaqv Ha 3aknagke YnpasneHue sagadvei. Hanpumep,
Bbl MOXETE BKIOYMTb 3amnyck 3adadvn Mo pacnucaHuio 1 ykasaTb 4acToTy 3anycka sagadu Mpwm 3anycke
nporpamMmbl, ECin XOTUTe, YTOGLI 3a4a4a aBToMaTUYECKU 3anyckanack nocre nepesarpyski KomnbloTepa.

Mporpamma OyaeT 3anyckatb 3agadvy Mcnonb3oBaHne KSN no pacnvcaHmio.

Hactporite 006paboTky pgaHHbIXx (cM. pasgen "Hactporika o6bpaboTku paHHbIX" Ha cTp. 186) nepeg
3anyckom 3agauu.

Haxmunte Ha kHorky OK.

N3ameHeHus napameTpoB 3agjaun OyaoyT npuMeHeHbl. [ata u BpeMsi WM3MEHEHWUs napameTpoB, a Takke
uHpopMaumsi o napameTpax 3adayuM  do M Nocrne MX  U3MeHeHus ByayT  COXpaHeHbl B XXypHarne
BbINOMHEHNS 3a4a4M.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Hactpouka o6paboTKn AaHHbIX

» Umobbi Hacmpoumb muribl aHHbIX, Komopble 6ydym obpabambieambcs cnyxb6amu KSN, u npuHsme
lMonoxeHue o KSN, ebinonHume criedyroujue 0elicmeusi:

1. B pepeBe KoHconu agmuHucTpupoBaHust Kaspersky Security Center paseepHuTe y3en YnpasnsieMble
yCTpOWCTBa 1 BbiGepuTe rpynny agMUHUCTPUPOBaHMUS, ANs KOMMbIOTEPOB KOTOPOM Bbl XOTUTE HAaCTPOUTb
napameTpbl NPoOrpammbi.

2. B naHenu pe3ynbLTaToB BblOpaHHON rpynnbl aAMUHUCTPUPOBaHNS BbIMOMHUTE 0JHO
13 cnegylowmnx 4encTBui:

e Ecnu Bbl XOTUTE HAcCTpPOUTb MapameTpbl NOMAWTWKN AN rPynnbl KOMMbIOTEPOB, BblOepuTe 3aknagky
Monutukn un otkporite okHo CeomctBa: <Umsa nonutuku> (cMm. pasgen "Hactponka nonutuku"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOUTbL MapaMeTpbl NporpaMmbl ANt OOHOIO KOMMbiOTepa, BblbepuTe 3aknagky
YcTtpouncTtBa u oTkponTe okHo MapameTpbl nporpamMmmbl (CM. pa3gen "Hactponka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnun yctpoiictBo paboTtaeT nop ynpaBrneHWeMm akTvBHoW nonutuku Kaspersky Security Center
1 B 3TOW MONUTUKE HANOXEH 3anpeT Ha U3MEHeHVe MapameTpoB MporpaMMbl, 3TU MapameTpbl
HeOOCTYMHbI Ans U3MeHeHus B okHe MapamMeTpbl nporpaMmmabi.

3. B pasgene MocTtosiHHaa 3awuTa KoMnblOTepa HaxMuTe Ha kHonky OO6paboTka AaHHbIX B Grioke
Ucnonb3oBaHue KSN.

OTKkpoeTcs okHo O6paboTka AaHHbIX.

4. TMpountante lNMonoxeHne o Kaspersky Security Network (unu MNonoxeHune o Kaspersky Private Security
Network, ecnu Bbl ucnone3yeTte JlokanbHbin KSN).

5. Ecnwu Bbl NpyHMMaeTe ycnosus, ynomsHyTble B [lonoxeHun o KSN, yctaHoBuTe dnaxok 5 npuHMMaro
ycnoBus ucnonb3oBaHusa Kaspersky Security Network.

Ecnn cnaxok yctaHoBneH, Bbl npuvHMMaeTe ycrosus ydactus B Kaspersky
Security Network.

Ecnn cnaxok cHat, lNMonoxeHve o KSN He npuHATo 1 3agady Mcnonb3oBaHue KSN
3anycTuTb Henb3s. [JaHHble B KSN He oTnpaBnsoTcsa. 3aBucumble dnaxki PaspewunTtb
OTNpaBKy AaHHbIX O NpoBepsieMbix annax 1 PaspewnTb oTnpaBKy CTaTUCTUKM
Kaspersky Security Network HegoOCTyMHbI.

Mo ymonyaHuio oraxokK CHAT.

OGpaTtuTe BHUMaHUe, YTO Aaxe ecrniv Bbl yke NpuHanu MNMonoxeHune o KSN, dnaxok 6yaet
aBTOMAaTUYECKN CHAT B CNEAYOLUX Criyyasix:

e nocre o6HOBNEHMS BEPCUMN NPOrpamMmbl;
e npuv nepeknoveHun Ha JlokanbHbii KSN;
e npu nepekntoveHun c JlokanbHoro KSN Ha Mo6anbHbin KSN.

YT06bI BKITIOUMTE Cciyx6bl KSN, npumute Monoxenne o KSN cHoBa.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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6. [ns noBblLLEHUS YPOBHS 3alUMThI criedytolume naxKky YyCTaHOBMEHbI MO YMOMYaHMIo:
e PaspewuTb oTNpaBKy AaHHbIX O NpoBepsieMbIX daknax

Ecnu donaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 otnpasnsiet
KOHTpPOJbHbIE CYMMbI MPOBEPEHHbLIX charnor B "JlabopaTtoputo Kacnepckoro”. 3akntoyeHne
0 6e3onacHoOCTM Kaxaoro panna oCHOBaHO Ha penyTauum, nony4yeHHon ot KSN.

Ecnn dnaxok cHAT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He oTnpaBnsieT
KOHTPOSIbHbIE CyMMbI (hbarinos B KSN.

Obpatute BHUMaHWe, 4TO 3anpocbl awnnoBon penyTauum MOryT OTNPaBNATLCA
B OrpaHudeHHOM pexume. OrpaHudeHnss BBOOATCA ANs 3aluTbl  penyTauuoHHbIX
cepBepoB KSN "ITabopatopuun Kacnepckoro" ot DDoS-aTak. B Takom crniyyae, napaMeTpbl
OTMPaBKM 3aMnpocOB penyTauuMm B 3TOM PEXMME OnpefensaTca aBTOMaTU4ecku
Ha OCHOBaHUW npasun 1 MeTodoB, paspaboTaHHbIX akcneptamu “"[labopatopum
Kacnepckoro" wnHe mMoryT ObiTb  M3MEHeHbl MOMb30oBaTeNieM  Ha 3almaemblxX
komnbtoTepax. OBHOBNEHMA NpaBuil 1 METOLOB OCYLLECTBNSOTCA B XOAE BbINOHEHUSA
3agaun obHoBneHus a3 nporpammbl. Ecnv  orpaHnyeHHbIn pexuM MnpumeHsieTcs,
B cTaTucTuke 3agaum Mcnonb3oBaHue KSN otobpaxaetca ctatyc Omripaska 3anpocos
penymayuu 8 oepaHU4YeHHOM pexume: rnpumeHeHo "[labopamopuel Kacnepckozo"
C yesibio 3auumsi periymauyuoHHbIx cepeepos om DDOS.

Mo ymonuyaHuio oria>kok yCTaHOBIMEH.
e Paspewuntb oTnpaBky ctatuctukm Kaspersky Security Network.

Ecnn dpnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 otnpasnsiet
OOMOMHUTENbHYIO CTATUCTUKY, KOTOpas MOXET CoAepXaTb MepcoHarnbHble [aHHbIE.
Cnncok paHHbIX, OTnpaBnseMbix B kadectBe ctatucTukm KSN, ykasaH B [MonoxeHun
o0 KSN. [aHHble, nonyyeHHble "Jlabopatopuenn Kacnepckoro”, umcnonb3yroTcs
ANst yNyylWeHns Ka4ecTsa NporpaMm u NoBbILLEHUSA CKOPOCTU OOHapYXXeHUs yrpoas.

Ecnun cnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He oTtnpaBnset
OONONTHUTENTbHYIO CTaTUCTUKY.

Mo ymonyaHuio raxok ycTaHOBIMEH.

Ecnu Bbl npuHanu MNonoxeHne o KSN, Bbl HE MOXeTe CHSATb OAHOBPEMEHHO 0ba chnaxka PaspewnTb
OTNnpaBKy AaHHbLIX O npoBepsieMblx cpannax v PaspewmnTb oTnpaBKy cTtaTUCTUKM Kaspersky
Security Network.

Bbl MOXeTe CHATb cbna>|<|<m N npekpaTtuTb nepenadvy OONOJIHUTESIbHbIX OaHHbIX B ntobo MOMEHT.

Dnaxkm MOXXHO YCTAHOBUTb UJTN CHATb, TOJIbKO €CJTN NMPUHATO MonoxeHne o KSN.

7. Haxmute Ha kHonky OK.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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HacTpoika nepeaayum AononHUTeNbHbIX AaHHbIX

B Kaspersky Industrial CyberSecurity for Nodes 2.5 MoxHO HacTpouTb oTnpaBky B "Jlabopatoputo Kacnepckoro”
creayowmnx gaHHbIX:

e KOHTPONbHbIX  CyMM  MNpPOBEpeHHbix  GannoB  (pnaxok  PaspewuTb  OTNPaBKY  AaHHbIX
0 npoBepsieMbIx ¢hannax);

e [JOMOMHWTEMNbHOM CTAaTUCTWKW, BKMOYas MepcoHanbHble AaHHble (rnaxok Pa3spewntb oTnpaBKy
ctatucTukm Kaspersky Security Network).

MogpoGHee o0 gaHHbIX, oTnpaBnsaembix B "[labopatoputo Kacnepckoro”, cMm. B pasgene "IlokanbHaa obpaboTka
AaHHbIX" 3TOro pyKoBOACTBA.

CooTtBeTcTBYIOLIME PMIAKKN MOXHO YCTAHOBUTb WMMWU CHSATb, TONMbKO €Cnv YCTaHOBMEH hnaxok A npuHuUmaro
ycnoBua yvyactusa B Kaspersky Security Network.

Mo ymonuyaHmio Kaspersky Industrial CyberSecurity for Nodes 2.5 oTnpaBnsieT KOHTPOSibHble CymMMbl balinoB
1 AONONHUTENbHYIO CTAaTUCTUKY nocne npuHATUSA MonoxeHns o KSN.

Tabnuua 30. Bo3moxHble cocmosiHUs ¢hriaxKkog U coomeemcemeyrouwjue ycriosusi
CocTtosHne YcnoBua anst COCTOAHUA donaxka YcnoBus Anst COCTOAHUA donaxka
doraxka "Paspeluntb oTNpaBKy AaHHbIX "PaspelunTb OTNpaBky CTaTUCTUKK
0 npoBepsiembix annax” Kaspersky Security Network"
e OTMPaBMAKTCH 3aNpoChl penyTauum e OTnpasnsieTca
° ,D,eIZCTBI/IFI c (bj'la)KKOM AOCTYMHbI aonornHuTernbHaa CTaTUCTUKa

e [1e/CTBUA C OIIA>KKOM SOCTYIHbI

e He OTMPaBnATCA 3anpockl penyTauun | * HE OTNPaBnaeTca

e [ENCTBUS C (hNIAXKOM HEJOCTYMHbI JononHuTenbHasa ctaTtucTnka
e [1efiCTBUA C hNaKKOM HEOOCTYNHbI

e He OTMPaBnATCA 3anpockl penytauun | * HE OTNPaBnAeTca

e [ENCTBUS C (hITAXKOM AOCTYMHbI JononHuTenbHasa ctaTtucTnka
e [1eVCTBUA C OIIa>KKOM SOCTYIHbI

e He OTMpaBnATCA 3anpockl penyTauun | * HE OTNPaBNAETCA

e [ENCTBUS C (hNIAXKOM HEJOCTYMHbI JononHuTenbHasa ctaTtucTnka
e [1efiCTBUA C hNaKKOM HEOOCTYMNHbI

3awmTa OT IKCNJIOUTOB

OTOT pasgen COAepXUT WHCTPYKLMKM MO HAaCTPOWKe napameTpoB 3aluTbl MaMsaTv NPOLIECCOB OT 3KCnyaTaumm
YS13BUMOCTEN.

B aTtom pasgene

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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O 3awumTe oT 3IKCNNOUTOB

Kaspersky Industrial CyberSecurity for Nodes 2.5 npegoctaBnsieT BO3MOXHOCTb 3aLUUTUTL NamMaTb MPOLLECCOB
OT 3KCMMOWTOB. OTa BO3MOXHOCTb peanun3oBaHa B KOMMOHEHTe 3alumMta OT 3KCNONTOB. Bbl MoXeTe M3MeHATb
cTaTtyc aKTMBHOCTM KOMMOHEHTA, a Takke HacTpanBaTb napameTpbl 3aLLUnTbI npoueccoB
OT 3KCnnyaTaumm ysa3BUMOCTEN.

KOMMOHEHT BbLINOMHAET 3almUTy MamsiTh MPOLLECCOB OT JKCMIMOWTOB C MOMOLLbI0 BHEAPEHWUS BHELIHEro AreHTa
3aLLMTbI NPOLLECCoB (aanee AreHT) B 3awyuLLiaemMbIi npouecc.

BHeLwwHun AreHT 3awmTbl — 3TO AMHAMMUYECKU 3arpykaembiin Moaynb Kaspersky Industrial CyberSecurity for Nodes
2.5, KOTOprI7I BHegpAeTCcA B 3auluuliaemMbie npoueccChbl C Uesnibio KOHTPONA KMX UernmioCTHOCTU U CHUXEeHUA PUCKoB
SKCMyaTaumm ys3BuMOCTEMN.

®PyHKUMOHMPOBaHME AreHTa BHYTPM 3aliuLLiaeMoro npolecca 3aBUCUT OT UTepauuii 3anycka M OCTaHOBKM 3TOrO
npouecca: nepBuyHasl 3arpyska AreHta B npouecc, Ao6aBrneHHbIN B CMUCOK 3alluLlaeMblX, BO3MOXHA TOSbKO
npu nepesanycke npouecca. Boirpyska AreHTa n3 npouecca nocne ero yaaneHus 13 Ccnucka 3awmiiaeMblixX Takke
BO3MOXHa TOJIbKO MOCHe nepe3anycka npotecca.

Bbirpyska AreHTa 13 3awmiaeMbIx NPOLECCOB npeanonaraeT HeobXxoaAMMOCTb X OCTAaHOBKW: MpU yaaneHuu
KOMMOHeHTa 3alluTa OT SKCMIMONTOB NporpaMMa BbINOMHAET 3aMOPO3KY Cpefbl U opcupyeT Bbirpysky AreHTa
13 3aWwmaemMbix npoueccoB. Ecnv  npu yoaneHuu KommnoHeHTa AreHT BHedpeH XoTd Obl B OAMH
13 3aLluLLaeMbIX NPOLLECCOB, HeOBX0AMMO 3aBepLLUTL AaHHbIN npouecc. MoxeT noTpeboBaThca nepesarpyska
KOMMbloTepa (Hanpumep, ecrnv 3aLiyLLaeTcs CUCTEMHbIV NPOLLECC).

Mpn obHapyXeHUn NPU3HAKOB aTaky SKCMNOWTa Ha 3awmaembin npouecc Kaspersky Industrial CyberSecurity for
Nodes 2.5 BbINOMHSET 04HO 13 criefyowmnx AencTBUN:

e 3aBepllaeT NPOLECC Npu NonbITke aKCNyaTauumn ya3BUMOCTY;
e coobLyaeT o hakTe AUcCKpeauTaLmMm ysa3BUMOCTH B NpoLiecce.

Bbl MOXETe OCTaHOBUTb 3aLLUTY NPOLIECCOB OHWUM M3 CMEAYIOLLMX CMOCO6OB:
e  YOanuUTb KOMMOHEHT;

e yaanuTb npouecc U3 Cnnucka 3almilaeMbiX 1 nepe3anyCTtuTb ero.

Cnyxb6a Kaspersky Security Exploit Prevention

Ons makcumarnbHon 3PEKTUBHOCTN KOMMNOHEHTY 3aluuta oT 3KCMIonToB TpebyeTtcst Hanuume cnyxbbl Kaspersky
Security Exploit Prevention Ha 3awuwaemMom komnbtloTepe. OTa cnyxba BXoAUT B COCTaB pPEKOMEHAYEMOMN
YCTaHOBKW COBMECTHO C KOMMOHEHTOM 3alimMta OT 9KCMonToB. Bo Bpemsi ycTaHOBKM CnyxObl Ha 3awuiaemMbli
KOMMblOTEP co3aeTcs u 3anyckaeTtcsa npouecc kavfswh. OH nepenaeT nHgopmaLumio o 3awumaemMblx npoleccax
OT KOMMOHEHTOB AreHTy 3aLLmThl.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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Mocne octaHoBkM cnyxbbl Kaspersky Security Exploit Prevention nporpamma npogomnxaeT 3aluuiatb NpoLeccsl,
KoTopble ObinMM JoOaBneHbl B CMMCOK 3alluLLIaeMblX, a Takke 3arpyxaetcs B HOBble O00OaBfeHHble Mpouecch
N MPUMEHSIET BCE JOCTYMNHbIE TEXHUKM 3aLLMTbl OT IKCNIOWTOB ANSA 3alMThl NamMsAT NPOLECCOoB.

B cnyyae octaHoBku cnyxbbl Kaspersky Security Exploit Prevention nporpamma He 6ygeT nonydaTb AaHHble
0 COBbITUAX, MNPOMCXOOALMX C 3aliMiaeMbiMM  npoueccamn (B TOM 4ucne faHHble 00 atakax 9KCnionToB
N 0 3aBeplUeHUn npoueccoB). Takke AreHT He CMOXEeT noflydaTb [JaHHble O HOBbIX NapamMeTpax 3alyuTbl
1 0 go6aBNeHUN HOBbIX NPOLLECCOB B CMMCOK 3alUuLLaeMbIX MPOLLECCOB.

Pexumbl 3aWmThl OT 9KCNIONTOB

Bbl MOXeTe HacTpamBaTh OEWCTBUS MO CHKEHMIO PUCKOB 3KCMyaTaummn ysi3BUMOCTEN B 3alUuLLaeMbIX NpoLeccax,
BbIOpaB 04MH U3 OABYX PEXMMOB:

e 3aBepwaTb CKOMMNPOMETUPOBAHHbIE MPOLECCHl: MNPUMEHANTE AaHHbIA PexuMm, 4YTOObl 3aBepLiatb
npoLecc nNpuv NonbiTke aKcnyaTauum ysasBUMOCTH.

Mpy o6HapyXeHWW MOMbITKM 3KChnyaTauuM Ys3BMMOCTM B 3alUMLLAEeMOM MpoLecce, KOTOPOMY
MPUCBOEH YPOBEHb "KpUTMYeckun" B onepaumoHHon cucteme, Kaspersky Industrial CyberSecurity for
Nodes 2.5 He BbINMONHSIET 3aBepLUeHMEe Takoro npouecca HesaBUCMMO OT pexuma, ykasaHHOro

B MapamMeTpax KOMMNOHEHTa 3alumTa oT 9KCMONTOB.

e TonbKo coo6waTb 0 KOMNpoMeTauum npouecca: NPUMEHANTE OaHHbIN PEXUM, YTOObI NonyvyaTb AaHHbIE
0 bakTax SKChnfyaTauuMm ys3BMMOCTEN B 3allMlaeMblX MNpoueccax C NOMOLb0 CODBbITUIA B XypHane
HapyLLeHuin 6e3onacHoOCTH.

Ecnu BeiBpaH gaHHbIn pexknm, Kaspersky Industrial CyberSecurity for Nodes 2.5 peructpupyeTt Bce nonbITku
aKcnnyaTaumm ysa3sMMOoCTen NocpeacTBOM CO34aHNs COOLITUN.

HacTponka napameTpoB 3awmnTbl NaMATU NPOLLECCOB

» UmobbI Hacmpoume napamempsbi 3aWUmbl 0m 3Kcrotmos 0515 rpoueccos, 00bassieHHbIX 8 CrUCOK
3aWUUEeHHbIX, 8blrnoiHume crnedyruwue delicmausi:

1. B pepeBe KoHconu agmunucTpmpoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmebil.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol aAMUHUCTPUPOBAHNA BbIMOMNHUTE OfHO
13 cnegyowmnx AencTBuin:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MOMUTUKU LS TPYNnbl KOMMbIOTEPOB, BbIOEpUTe 3aknagky
Monutukn u otkporite okHo CBomnctBa: <Umsa nonutuku> (cMm. pasgen "Hactpomka nonuTuku'
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NMporpaMmbl AN OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpouncTBa 1 oTKporTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponcteo pabotaeT noa ynpaeneHnem akTuBHom nonutukm Kaspersky Security Center
M B 9TOW MOMUTUKE HANOXeH 3anpeT Ha U3MEHEHWe MapameTpoB MpOrpaMmbl, 3TW NapameTpb
HeLOCTYNHbI AN U3MeHeHUs1 B OkHe MapamMeTpbl NporpaMmmebil.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3. B pasgene [locTtosiHHaA 3awuMrta KoMnblkoTepa HaxmuTe kHorky HacTpowka B Gnoke 3awwura
OT 3KCMNONTOB.

OTKkpoeTca OkHO 3awmTa OT IKCNIIOMTOB.
4. B 6noke 3awura naMmATM NpoLLEeCCOB HAaCTPOMTe crieayoLlime napameTpsbl:
e 3awmuwaTb Nnpouecchl OT IKCNIyaTauum yA3BMMOCTEN B peXume.

Ecnun dnaxok ycraHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 cHwxaeT
PUCKK 3KcnnyaTauun yHSBMMOCTeVI npoueccoB, HaxodALWMXCA B CMUCKe 3alluliaeMbiX
npoLeccoB.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He 3awumwiaet
npouecchbl Ha KOMNbKOTEPE OT 3KCnyaTauun yF|3BI/IMOCTeI7I.

Mo ymon4aHmio priaxkok CHAT.
¢ 3aBepwaTb CKOMMNPOMETUPOBaHHbIE NPOLECChI

Ecnn BbiOpaH paHHbIi pexuM, Kaspersky Industrial CyberSecurity for Nodes 2.5
3aBepllaeT  3awWuiaemMblid  MPOLECcC Npu oBHapy>XeHUM MNOMbITKM  SKChnyaTaumm
yA3BMMOCTMU, K KOTOPOW Oblfia MpUMEHEHA akTUBHAs! TEXHNKA CHUXXEHUSA PUCKOB.

e Tonbko coobwartb o KoMnpomMeTaunn npouecca

Ecnn BbiOpaH paHHbIn pexuM, Kaspersky Industrial CyberSecurity for Nodes 2.5
coobuaeT o hakte akcnnyaTauum ysa3BUMOCTM MOCPEACTBOM BbiBOAA TEPMMHANbHOMO
OKHa Ha 3akpaH. CKOMNPOMETMPOBaHHLIN NPOLECC NPOAOINKAET BbIMOJHSATLCS.

Ecnun Bo Bpems paboTtbl nporpammbl B pexume 3aBepluaTb CKOMMPOMETUPOBaHHbIE
npoueccbl Kaspersky Industrial CyberSecurity for Nodes 2.5 oOHapyxumBaeT dakT
aKcnnyaTaumMm ys3BMMOCTM  KPUTMYECKOTO Mpouecca, KOMMOHEHT MNPUHYAMTENbHO
nepexoguT B pexvum TonbKo coobLlaTb 0 KOMNpoOMeTaLuum npowuecca.

5. B 6noke MNpodmnaktmyeckne AeNCTBUA HACTPONTE CreayoLlmne napameTpsbil:
e Coob6uatb 0 CKOMNPOMETUPOBaHHbIX NpoLeccax NocCpeacTBOM CryXObl TepMUHANOB.

Ecnun cdnaxok yctaHoeneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 BbiBOgUT
Ha 9KpaH TepMMHanbHOE OKHO C OMMCaHMEM MpUYUMHBI  cpabaTbiBaHMS  3alLUThI
1 yKa3aHueM Ha npouecc, rae obina obHapyXeHa nonbITka aKcnyaTauumn ya3BnmocTy.

Ecnu donaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He ©6yaeT BbIBOAUTb
Ha 9KpaH TepMUHanNbHOE OKHO npu OOHapyXkeHun pakTa nOMbITKA 3KCnyaTaumu
YSI3BMMOCTU WUMX 3aBepLueHMs CKOMMIPOMETUPOBAHHOIO npouecca. TepMuHanbHoe OKHO
oToOpaxkaeTcsli He3aBMCMMO OT cTaTyca paboTbl cnyxbbl Kspersky Security Exploit
Prevention. o ymonyaHuio hnaxok yCTaHOBIIEH.

e 3awmuwaTtb NpoLecchbl OT 3KCMJlyaTaumMu yA3BUMOCTEN BHE 3aBUCUMMOCTM OT cTaTyca CNnyXObl
Kaspersky Security.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 6yget
CHMXaTb PUCKU 3KCMyaTauum ysa3BMMOCTEN yXKe 3amnyLleHHbIX NMpoLeccoB He3aBUCUMO
OT cTaTyca BbINonHeHus cnyx6bl Kaspersky Security. Kaspersky Industrial CyberSecurity
for Nodes 2.5 He OymeT 3awmwartb npouecchl, kKoTopble ObiM gobaBneHbl nocne
ocTaHoBkM cnyx0Obl Kaspersky Security. Mocne Toro kak cnyxba OygeT 3anyuieHa,
CHWXXEHME PUCKOB 3KCMyaTauun ysi3BUMOCTEN BCEX NPOLIECCOB OyaeT OCTaHOBIEHO.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He 3awmwiaet
npoLecchl OT AKCnyaTaumMm ya3sMmMoCcTen Npu octaHoBke cnyxbbl Kaspersky Security.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Mo ymonyaHuio naxxok yCTaHOBIMEH.
6. Haxmute Ha KHoMKy OK.

Kaspersky Industrial CyberSecurity for Nodes 2.5 coxpaHuT v NpUMEHUT HACTPOEHHbIe NMapaMeTpbl 3aLluThbl
namsTh NPoLLeCcCoB.

No6GaBneHue 3awumLiaeMoro npowecca

KomnoHeHT 3aliuta OT SKCMIONTOB 3aluMlliaeT HECKONbKO MPOLLECCOB MO yMonyaHuio. Bbl MoxeTe WCKMYnTb
KakoW-nunbo npouecc 13 3allmTbl, CHAB hNaXkok B COOTBETCTBYIOLLEN CTPOKe npoLecca.

» UYmobbl dobasumb MPOUECC 8 CrUCOK 3auulliaeMbiX MPOUECcCOo8, 8bINoNTHUMe criedyrujue 0elicmeus:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMLIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPMPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBUN:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MOMUTUKM AN rPynnbl KOMMNbOTEPOB, BbiDepuTe 3aknagky
Monutukn 1 otkporite okHo CBoucTtBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NporpaMmbl ANs OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpowncTBa un oTkporiTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTtporictBo paboTaeT nof ynpaBneHnem akTMBHOM nonutukm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamNOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMMbl, 3TW NapameTpbl
HedOCTYNHbI AN U3MeHeHus B okHe MapameTpbl nporpaMmmebi.

3. B pasgene [MoctosiHHaa 3awmMta KomnbloTepa HaxmuTe kHONKy HacTtpomka B 6noke 3awmTa
OT IKCMIIOUTOB.

OTKpoeTcs OKHO 3alymMTa OT IKCNIIOMTOB.
4. Ha 3aknagke 3awuwaemblie NpoLecChl, HAXXMUTE Ha kKHornky O630p.
OTkpoeTca ctaHgapTHoe okHo Microsoft Windows OTKpbITb.
5. Bbibepute npouecc, KOTOpbIV Bbl XOTUTE A400aBUTH B CMMCOK.
6. Haxmute Ha kHOMKY OTKPbITb.
7. Haxmwute Ha kHornky [lo6aBUTb.
YkasaHHbIN npouecc 4o6aBUTCSA B CNMCOK 3alLuLLaeMbIX MPOLECCOB.
8. BbibepuTe fobaBneHHbIN MPOLECC U HAXXMUTE Ha KHOMKY YKa3aTb TEXHUKUA CHUXKEHUSA PUCKOB.
OTkpoeTcs OKkHO TeXHUKU 3almUThbl OT IKCNIIOATOB.

9. Bbl6€pI/ITe OAVH N3 BapnaHTOB NPpUMEHEHUA TEXHUK CHUXEHNA PUCKOB:

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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. anMeHﬂTb BCe OOCTYynNHble TeXHUKUN 3allnTbl OT aKkcnnourta

Ecnu BbibpaH 3TOT BapwaHT, pedakTUpOBaHME CrnMUcka HeOOoCTYMHO, BCE TEXHUKM MPUMEHSIOTCS
Mo YMOJSYaHMIO.

. anIMeHFITb YKa3aHHble TeXHUKN 3allnTbl OT 3KCnIonTa

Ecnn Bbl6paH 3TOT BapuaHT, Bbl MOXeTe OTpeaAaKTupoBaTb CIMUCOK MNPUMEHAEMbIX TEXHUK
CHMXEeHUA pucka:

a. YcraHoBuTe cbna>|<|<|/| HanpotTmB TEXHWUK, KOTOpPble Bbl XOTUTE TMNPUMEHATb A4 3allnTbl
BbIOpaHHOro npovecca.

b. YcraHoBuTe unu cHummute cnaxok MpumeHATb TexHUKy Attack Surface Reduction.
10. HacTtpoiite napameTpbl paboThl AN TEXHUKKM 3awmThl Attack Surface Reduction:

e BHecuTe Ha3BaHusA moaynen, KoTopble ByayT 3anpeLLeHbl K 3anycky M3 3aLluLLaemMoro npouecca B none
3anpewaTtb 3arpy3ky mogynen.

e B none He 3anpewarb moaynu, ecnu 3anyuweHo B 3oHe UHTepHeTa ycTaHOBUTE (hriaxkky HanpoTus
Tex BapuaHTOB, 3amnycKk MoAyfnen B KOTOPbIX Bbl XOTUTE pa3peLumnTb:

e WHTepHeT

e WHTpaHeT

o [loBepeHHbIe CanTbl

e CaWTbl C OrpaHNYeHHbIM JOCTYMNOM

o KowmnbloTep

[aHHble NapameTpbl NPUMEHUMbI TOMbKO Ans Internet Explorer®.

11. HaxmuTe Ha kHornky OK.

Mpouecc 6yneT nobaeneH B 06nacTb 3aLUNTbLI 3a4a4K.

TexXHUKU 3aLuTbl OT IKCNIIOUTOB

Tabnuua 31. TexHuKu 3awumsl 0m 3KCr/iolimos

TexHuKa 3aWmnThbI OnucaHwue
OT 3KCNNIOUTOB
Data Execution Prevention (DEP) [NpepoTBpaLleHne BbINONHEeHUS AaHHbIX - 3anpeT UCMOSTHEHUS

NMPOU3BONBLHOMO KoAa B 3aLLMLLEHHOM 06racTu namsaTu.
Address Space Layout MiaMeHeHMe pacnonoXeHns CTPYKTYP OAHHbLIX B aAPECHOM
Randomization (ASLR) NpoCTpaHCTBE npoLiecca.
Structured Exeption Handler lMogmMeHa 3anncu B CTPYKTYPE UCKIIOYEHMI UNN nogMeHa
Overwrite Protection (SEHOP) 06paboTymKa UCKIHYEHNI.
Null Page Allocation MpenoTepalleHre nepeopreHTaLmmn HyrneBoro ykasaTtens.
LoadLibrary Network Call Check 3awumTa oT 3arpy3ku QUHaMmUYeckmx GUBNNOTEK C CeTEBLIX MyTEN.
(Anti ROP)

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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TexHuKa 3aWmnThbI
OT 3KCNMOUTOB

OnucaHue

Executable Stack (Anti ROP)

3anpeT Ha HeCaHKUMNOHNPOBAHHOE NUCMNOJTHEHNE obnacTten cTeka.

Anti RET Check (Anti ROP)

MpoBepka 6e3onacHoro BbidoBa yHKUUKN Yeped CALL MHCTpyKumio.

Anti Stack Pivoting (Anti ROP)

3awuTa oT nepemMeLleHns ykasaTens cteka ESP
Ha aKcnnyaTupyemblin agpec.

Simple Export Address Table
Access Monitor (EAT Access
Monitor & EAT Access Monitor via
Debug Register)

3awuTa gocTyna Ha YTeHne Tabnuubl akcnopTa agpecos (Export
Address Table) ansa mogynen kernel32.dll, kernelbase.dll, ntdil.dll

Heap Spray Allocation (Heapspray)

3awmTa oT BblAeneHns NaMmsaTh Nog UCNoSTHEHNe BpPeaOoHOCHOIo Koaa.

Execution Flow Simulation (Anti
Return Oriented Programming)

O6HapyXeHune Nogo3pUTENbHBIX LEMOYEK NHCTPYKLNIA (BO3MOXHbIN
ROP ragxert) B komnoHeHTe Windows API.

IntervalProfile Calling Monitor
(Ancillary Function Driver Protection
(AFDP))

3awmTa oT ackanaumm NpuBMIerMn Yepes ys3BumMoCTb B ApariBepe
AFD (BbINONHEHME NPOU3BOSIBHOMO KOAA Ha HYNEBOM KOsbLie Yepes
BbI30B QuerylntervalProfile.

Attack Surface Reduction (ASR)

BriokupoBaHue 3anycka ysa3BMMbIX MOAYNEN Yepes 3aLlmLLaeMbli
npouecc.

Anti Process Hollowing (Hollowing)

3awmTa oT co3aaHus 1 3anycka BPeAOHOCHbIX KOMUIA OBEPEHHbIX
MpOLIECCOB.

Anti AtomBombing (APC)

3awmTa oT aKcnayaTaumm rnobanbHbIX aTOMHbIX Tabnuy, Yepes
AaCMHXPOHHbIE BbI30BbI Npoueayp (APC).

Anti CreateRemoteThread
(RThreadRemote)

CTOpPOHHUI NpoLecc coshas NoTok B 3aluLLaeMoM npoLiecce.

Anti CreateRemoteThread
(RThreadRemote)

3awuTta BHeApeHMs NoToKa 3allMLaeMoro npouecca B Apyroi
npouecc.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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KOHTpONb akTMBHOCTU
Ha KOMNbITEpax

OTOT pasgen coaepXxuT uHdopmauuio o dyHkumMoHanbHocTn Kaspersky Industrial CyberSecurity for Nodes 2.5,
KOTOpaa Nno3BOSIAeT KOHTPONMpoBaTb 3arnyCKu nporpamMm, a Takke NOoAKIMYeHUA 3aluiiaemMoro KoMmnbrTepa K
cetam Wi-Fi.

B atom pasgene
YnpaBneHue 3anyckom nporpamm n3 Kaspersky Security CeNter ........c.vvvvvveeiiiiiiiiiieie e 195
Lo o 0T 1T SRRSO 214

YnpaBneHue 3anycKkom nporpamm n3 Kaspersky
Security Center

Bbl MOXeTe 3anpelyatb unu paspeluaTb 3anyck NporpaMM Ha BCEX KOMMbIOTEPaX B CETU opraHusaummn, opmmnpys
eOvHble CNUCKM NpaBwUIl KOHTPONs 3anycka nporpaMM Ha cTopoHe Kaspersky Security Center ans rpynn
KOMMbIOTEPOB.

B aTtom pasgene

Mcnonb3oBaHue npodunsa npu HacTponke 3agayn KoHTponbe 3anycka nporpamm B nonutuke Kaspersky

Y=o 01T O = 1 (= 195
HacTtporika napameTpoB 3aga4v KOHTPOIIb 3aMYCKa NMPOMPAMM .......vvrvreieeeiiriirireeereeeseaiirnneeereessaannnneeees 196
O KOHTPOIE MAKETOB YCTAHOBKM .....eeeiitiieeiiutiteeeauteeeeaauteeeeaaabeteeaaabeeeeassbeeeeaaabeeeeeanbeeeeeanbeeeeeanbeeeeeanbaeeeennrnas 201
HacTpOMKa KOHTPOIS MAKETOB YCTAHOBKM .....c.veiteiitetateeesteesteesteesteesneesateanseaseesseesseessseasseanseessessaeesnessanesnne 203
BkrtoueHre pexnma PaspeLlleHNE MO YMOITHUAHMED .......ceuierueertierteeiieesiteateesteesteesteessseasseaseessessieesneesnnesnne 206

O dhopmumpoBaHum NpaBun KOHTPONS 3anycka nporpaMmm Ans scen cetu Yyepes Kaspersky Security
L] (=T PSSP 207

Ucnonb3oBaHue npocunsa npmn HacTtpouke 3agayum KoHTponb 3anycka
nporpamm B nonutuke Kaspersky Security Center

MpaBuna KOHTpOMNs 3anycka nNporpamm, HacTPOEHHbIE B MOMUTUKE, NMPUMEHSIIOTCS KO BCEM KOMMbIOTEPaM rpynnbl
agMuHUCTpUpoBaHusa. Ecnu B ogHy rpynny agMUHUCTPUMPOBaHUS [A06aBneHbl KOMMbOTEPbl pasHbiX TWUMOB,
AnNs KOHTPOMSA 3anycka NporpaMM Ha KaXaoM W3 HUX MOryT noTpeboBaTbCs WHAMBWUAYaNbHbLIE CMUCKU MpaBwn.
Ons Toro, 4TOGbI  pasrpaHWYMTbL  MPUMEHEHWE  MOMUTMKM K KOMMNbHOTEPAM  BHYTPU  OZHOW  Fpynnbl
aAMUHUCTPUPOBaHUSI, Bbl MOXETE MCNOMb30BaTh MPogunU MOAUMUKU.

PekomeHayeTcs npuMeHaTb NpocunM  NOMUTUKU AN HACTPOWMKM  MpaBMIT  KOHTPOMS  3anycka nporpaMm
Ha KOMMNbOTEPAX Pa3HbIX TUMOB BHYTPY OOHOW rpynnbl aAMUHUCTPUPOBaHWS, yNpaBnsieMo eAUHOM NONUTMKON. DTO

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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no3BoNnAeT ONTUMMU3INPOBATL 3allUTy KOMMNbIOTEPA, TaK KakK 3afdaHHble npaBkia KOHTPOJMUPYKT 3anyCKM TOJTIbKO TEX
nporpamMmm, KOTopbl€ XapaKTepHbl 414 AaHHOIo Thna KoMIMbroTepa.

ﬂpocbvml/l NOJINTUKN NMPUMEHAKOTCA K KOMMNbOTEPAM rpynnbl agMUHUCTPUPOBAHNA B COOTBETCTBUMN C HA3HAYEHHbIMW
Ans HUX meeamu. Bbl moxeTe HaCTPOUTb I'IpOCbVIJ'Ib NONMUTUKN ANA BCEX KOMMNbOTEPOB rpynnbl, UMeLWnX obwmn Ter.

MoppobHas nHopMaLms o Terax U NPodUnsx NOMUTUKK, a Takke MHCTPYKL MK Mo paboTe ¢ HUMK coaepKaTcs
B cripaske Kaspersky Security Center.

» Umobbi npumeHums rnpochunis NoauMuKu 6 3adade KoHmMpornb 3arycka rnpogpaM, 8bINoiHUme
cnedyrouwjue delicmeusi:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTponcTBa. PassepHuTe rpynny agMMHUCTPUPOBAHMS, ANA KOTOPOW XOTUTE HaCTPOUTb MPUMEHEHUE
npodunen NoOnNTUKNA.

2. HasHaubTe Term ansa Kkaxagoro KoOMnbOoTEPA, BXOAdALlEero B rpynny agMMHUCTPUpPOBaHUA, B COOTBETCTBUN
C TMNOM KoMnbtloTEpPA. [lns aToro BbINONHUTE cneagywuimne DEencTBus:

B naHenu pesynbTaToB BbIOpaHHOWM rpynnbl agMWHUCTPMPOBAHUS OTKpPOWTE 3aknaaky YcTpoucTsa
n Bblbepute KOMMbIOTEP, ANS KOTOPOro XOTuTe HasHauntb Tern. B okHe CBouctBa: <Ums
KOMNbIoTepa> BbIOpaHHOro KoMMbloTepa oTkponTe 610k Tern u cpopmmpynTe CNMCok Teros. Haxmute
Ha kHorKy OK.

3. Cospavite npodunb NOAUTUKMA U HACTPOWTE €ro NPUMEHEHWEe ANs 3aliMTbl KOMNbIOTEPOB BHYTPU rpynmbl
agMUHUCTPUPOBaHUS. [na 3Toro BeINOMNHUTE criegylolime AeNCTBus:

B naHenu pesynbTatoB BbIOpaHHOW rpynnbl aAMWHUCTPUPOBAHUS OTKpoWTe 3aknagky [MonuTuku
1 BblGepuTe MOMUTUKKY, ONA KOTOPOW XOTUTE HacTpOWUTb MpUMeHeHue npodwunen. B okHe CBoncTBa:
<UmsA nonuTuKn> BbIOpaHHOW NONUTKKM OTKponTe pasgen Mpodunnu NoUTUKKM U HAXKMUTE Ha KHOMKY
[Job6aBuTtb, 4TOObLI co3gaTb HoBbIM Mpodunb. OTkpoeTcss OkHO CBomcTBa: <UMs nonuTUkK>.
BbinonHuTe cnegyowme OenNcTBUS:

a. B pasgene MpaBuna akTMBaumMm HacTpoiTe o6racTb NPUMEHEHUSI NPOMUA U YKaXKMUTE YCMOBUS,
npu KOTOpbIX Npocunb ByaeT akTUBMPOBaH.

b. B pasgene KoHTponb 3anycka nporpamMm HacTpoOTe CMMCKM NpaBuil KOHTPOIsS 3anycka nporpamm
ANS pefaKkTUpyemoro npoguns.

c. Haxmute Ha kHonky OK.

4. B okHe CBoncTBa: <UMA NONUTUKN> HAXMUTE Ha KHONKy OK.

HacTtpoeHHbI npodunb 6yaeT npuMeHeH B nonuTuke Ansa 3agadv KoHTporb 3anycka nporpamm.

HacTtpounka napameTpoB 3agaum KoHTponb 3anycka nporpamMmm

Bbl MOXeTe M3MeEHATb 3HaYeHMs1 MapaMeTpoB 3adaun KoHTporb 3anycka nporpamm, 3afaHHbIX MO YMOMYaHMWIO
(cm. Tabnmuy Huxe).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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Tabrnuua 32.

lMapamempbi 3a0a4u KoHmMporb 3arycka npozpamMm rno yMon4yaHuro

MapameTp

3Ha4yeHue No yMOM4YaHUK

OnucaHue

Pexxum paboTbl
3apgayu

Tonbko ctaTuctuka. 3agada
dukcmpyeT cobbiTusi
©nokmpoBKkM 1 3anycka
nporpaMmm B COOTBETCTBUN

C 3agaHHbIMK MpaBuamm

B XXypHarne BbIMOSHEHNS.
dakTnyeckasn 6noknposka
3anycka nporpamm

He BbIMOJIHSETCS.

Bbl MoxeTe BbiGpaTh pexxuM AKTUBHbIN
ANs 3aWMThl KOMMblOTepa nocre Toro, Kak oyaeT
ChOpPMUPOBAH OKOHYATENbHbIW CNIUCOK NpaBuy.

nporpamm 4yepes
Windows Installer

YnpaBneHue 3ameHuTb NpaBunamu Bbl MOXeTe BbIOpaTbh peXXMM COBMECTHOIO
npasunamu MONINTUKN NOKarnbHble NPUMeEHEHNs NpaBun, 3aaHHbIX B NOMNUTHKKE,
npaswuna. W NpaBuIl Ha NoKanbHOM KOMMbLIOTEpE.
O6nactb 3agaya KOHTpoNMpyeT 3anyck Bbl MOXeTe ykasblBaTb TUMbl hannos, 3anyck
npUMeHeHus NCNOSHAEMbIX hannos, KOTOpPbIX OyAEeT KOHTPONMPOBATLCA NpPaBUNaMu.
npaBun ckpunToB 1 MSI-nakeTos.
Ucnonb3oBaHue HaHHble o penyTaumu Bbl MOXeTe ncnonb3oBaTth JaHHbIE O penyTauuu
KSN nporpamm B KSN nporpamm B KSN npu pabote 3agaym KoHTporb
He MCMNONb3YKTCA. 3anycka nporpaMmm.
ABTOMaTUYeECKHN He npumeHseTcs. Bbl MOXeTe paspeluatb pacnpocTpaHeHme
paspelwatb nporpaMmmHoro obecne4yeHns ¢ MOMOLLbIO YKa3aHHbIX
pacnpocTpaHeHue B HacTpoKKax NakeToB YCTAaHOBKM U NPOrpamm.
Ans nporpamMmm Mo ymonuaHmio paspeLueHo TONbKO
M nakeToB pacnpocTpaHeHne NporpaMm ¢ NOMOLLBIO CIYXObI
M3 cnucka Windows Installer.
Pa3spelueHue MpumeHseTcs. Bbl MOXeTe pa3pelumnTb yCTaHOBKY UK 0OHOBNEHUE
pacnpocTpaHeHus noboro nporpammMHoro obecneveHus, ecnu

onepauun BbinonHstTca Yepes Windows Installer.

3anpeTuUTb 3anyck
KOMaHAHbIX
MHTepnpeTaTopoB
0e3 KoMaHpA,

K UCMOJTHEHUIO

He npumeHsieTcs.

Bbl MOXeTe 3anpeLyaTtb 3anyck KOMaHaHbIX
NHTepnpeTaTopoB 6€3 UCNOMHAEMbIX KOMaH[,.

3anyck 3agaum

MepBbIV 3anyck
He onpeaerneH.

3agava KoHTpornb 3anycka nporpamm

He 3anycKkaeTcs aBTOMaTM4eCcku Npu ctapte
Kaspersky Industrial CyberSecurity for Nodes 2.5.
Bbl MOXeTe 3anycTuTb 3agady BPy4HYO unu
HacTpoMTb 3anyck 3agayv no pacnmcaHuio.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxeH 30ecb omobpaxamhbcsi.
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» Umobbl Hacmpoums napamempbl 3adadyu  KoHmponb  3arycka rnpoepamM,  8bIOoSIHUMe
cnedyrouwjue Oelicmeusi:

1. B pepee KoHconu agmunHucTpumpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBaHUSA, Afst KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnbl a4MVHUCTPUpPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl NOMUTUKM AN rpynnbl KOMMbOTEPOB, BbibepuTe 3aknagky
Monutnkn u oTkporite okHo CBomnctBa: <Umsa nonutuku> (cMm. pasgen "HacTpomka nonuTuku'
Ha cTp. 90).

e Ecnu Bbl XO0TUTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbTEpa, BbibepuTe 3aknagky
YcTpowncTBa n oTkporiTe okHo MapamMeTpbl nporpaMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B okHe MNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponctso pabotaeT noa ynpasneHnem akTuBHom nonutukm Kaspersky Security Center
M B 3TOW MOMUTUKE HamnoXeH 3anpeT Ha U3MEHEHWe napameTpoB MpPOrpaMmbl, 3TM MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B paspgene KoHTponb akTUBHOCTM Ha KOMMNbIOTEPAX HAXMUTE Ha kKHOMKy HacTpoiika B 6noke KoHTponb
3anycka nporpamm.

OTkpoeTcst okHo KoHTponb 3anycka nporpamMmm.
4. Ha 3aknagke O6wme B 6rioke Pexxnm paboTbl HacTpoiiTe crieayolmne napameTpsbl:
e B packpbiBatowemcs cnvcke Pexxum paboTbl BbiGepUTe pexum paboTbl 3agayun.

B packpbiBatoLLLeMCsi CNUCKE Bbl MOXETE BbIOpaTh OAUH U3 CrieAyoLWMUX PeXMMOB paboTsl
3apaum KoHTponb 3anycka nporpaMm:

¢ AxtuBHbIN. Kaspersky Industrial CyberSecurity for Nodes 2.5 koHTponupyeT 3anyck
nporpamMmm C NOMOLLbIO 3adaHHbIX npaBui.

e TonbKo ctatuctuka. Kaspersky Industrial CyberSecurity for Nodes 2.5
He KOHTPONMpYyeT 3anycK nporpamMM ¢ MoMoLLbio 3agaHHbIX NpaBusl, a TONbKO
douKkecupyeT B XXypHane BbINONHeHNs 3agad nHopmMaLmio 0 3anyckax nporpamm.
3anyck Bcex nporpamm paspelueH. Bbel MoxeTe Mcnonb3oBaTh 3TOT PEXUM
Anst hopMMpOBaHUS CncKa NpaBuil KOHTPOMS 3anycka NporpaMm Ha OCHOBE
nHdopmaLumm, 3aoUKCMPOBaHHOW B XXypHare BbINOMHEHUSA 3a4ay.

Mo ymonyaHuio 3agava KoHTponb 3amycka nporpamm  3anyckaeTcs B pexume
Tonbko cTaTUCTUKA.

e CHumute unn yctaHosuTe dnaxok MNoBTopsATbL AeNCTBUA, BbINONHEHHbIE C (halfioM Npu NepBoMm
3anycke, Npu Bcex NocneayloLwwmx 3anyckax.

@riaXKok BKIHOYAET MIM BbIKITOYAET KOHTPOSIb NMOBTOPHOMO 3anycka NporpaMmm Ha OCHOBeE
3anucen Kella o npeuegeHTax.

Ecnun donaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 3anpeluaet
Unu paspellaeT BbINOSIHEHME MOBTOPHO 3anyLLEHHOW MporpaMMbl Ha OCHOBE peLleHUs,
KoTopoe ObIfIo MPUHATO NpW NEpPBOM 3anycke Mporpammbl 3agadelt KOHTPOns 3anycka
nporpamm. Hanmpumep, ecnv nepBbi 3anmyck nporpaMmbl Obin paspelleH npasuiamu

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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KOHTpONsl 3arycka nporpamMM, 3anMcb 06 3TOM CcoObITMM COXpaHSIeTCs B Kelle,
M NMOBTOPHLIN 3amnyck 3Toi nporpammbl GyaeT paspelleH ©6e3 NOBTOPHOW MPOBEPKM
Ha Hanuyve paspeLuaoLmxX NpaBusl.

Ecnun cnaxok cHaTt, Kaspersky Industrial CyberSecurity for Nodes 2.5 nposepsieT
nporpammy rnpu KaxxaoM ee nocreaytoLiem 3amnycke 3aHoBo.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.

e CHumute uvnuM  yctaHoBUTE  (raxok 3anpeTUTb  3anyCK UHTEprnpeTaTopoB  KOMaHA
npu OTCYTCTBUU KOMaHA.

Ecnu pnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 3anpewaet
3anyck WHTepnpeTatopa KOMaHOHOW CTPOKM, Aaxe ecnu 3anyck WHTepnpetaTtopa
paspeLueH. 3anyck kKomaHaHOM CTpoky 6e3 KoMaHz pa3peLlaeTcst TONMbKO NPU BbINOMHEHNUM
000KX yCroBuiA:

e 3anyck uHTepnpeTaTopa KOMaHAHON CTPOKM paspeLUeH.
e BbinonHsemas komMaHga paspelueHa.

Ecnu dpnaxok chat, Kaspersky Industrial CyberSecurity for Nodes 2.5 yuntbiBaeT Tomnbko
paspellarolime npaBuna Ang sanycka KOMaHgHoOW CTpoku. 3anyck 6rokupyeTtcs, ecnu
He NpMMEeHeHOo paspeLuatoLiee NpaBumo, UK BbINOMHAEMbIA NPOLLECC He NMeeT cTaTtyca
posepeHHoro B KSN. Ecnn paspelarowiee npasuno npMMEHEHo, uinu y npouecca ecTb
cTatyc goepeHHoro B KSN, 3anyck komaH4HOM CTPOKM paspeLuaeTcs Kak C KOMaHaowm, Tak
n 6es Hee.

Kaspersky Industrial CyberSecurity for Nodes 2.5 pabotaet
CO CrefyoLwnMn nHTepnpeTaTopamu:

e cmd.exe;

e powershell.exe;
e python.exe;

e perl.exe.

5. B 6noke MNpaBuna HacTporiTe NnapameTpbl MPUMEHEHUSA NPaBWIT:

a. Haxmute KHOMKY Cnucok npasun, 4yTObbI 4OOABUTL pas3pelwlaoimne npaBuia KOHTPOI4A 3anycka 3ajau.

Kaspersky Industrial CyberSecurity for Nodes 2.5 He pacrnosHaeT nyTb, BKIHOYaOLWUIA HAKMOHHYHO
yepTy "/". Micnonb3ynte obpaTHYO HaKNOHHYLO YepTy "\", 4TOObl NPaBUTbHO BBECTU MYThb.

b. BbibepuTe pexuM NpuMeHeHNUs NpaBu:
e 3ameHMUTb NpaBuNamMu NOMIUTUKMN fOKanbHbIe NpaBuna.

MporpamMmma NpUMeHSIET CMMCOK NpaBus, 3aAaHHbIX B NOMUTUKE, A5 LEHTPANM30BaHHOIO KOHTPONS
3anyckoB MporpamMmm Ha rpynne kKomnbtoTepoB. opMupoBaHWe, pedakTUpOBaHWE U NPUMEHEHWNEe
nokarnbHbIX CMUCKOB NPaBui HEAOCTYMHO.

(] n06aBVITb npaBuna NOJIUTUKMU K NOKaNbHbIM NpaBunam.

I'Iporpalvlma npumMmeHaeT Cnucok npaBun, 3aJaHHbIA B NOMANTUKE, COBMECTHO C floKalbHbIMUN
Ccrnnckamun npaswun. Bbl moxeTe peaakTupoBaThb JlOKalibHble CMUCKW npaBuil C NOMOLLbIO 3agad
aBTomMaTn4eckoro d)OpMVIpOBaHMﬂ npaBun KOHTPONA 3anycka nporpamMm.

Owub6ka! Ucnonb3yiime eknadky "naeHas" ons npumeHeHusi Heading 1 k mekcmy, komopbil 0osmxkeH 30ecb omobpaxambcsi.
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Mo ymonuanmio Kaspersky Industrial CyberSecurity for Nodes 2.5 npumeHsaeTr AaBa
npeaonpeneneHHbIX npaBunia, KoTopble paspeluaroT 3anyck CKpunToB, naketoB MSI u dannos
3anycka no ceptudukary.

6. B 6noke O6nacTb npuMeHeHUs NpaBun 3ajanTe creayoLlme napameTpsbl:
¢ Wcnonb3oBaTb NpaBuna Ans McnosiHAeMbIx ¢annos.
dnaxok BKMoYaeT / BbIKNOYaeT KOHTPOIb 3anycka UCMNOMHsAeMblX hannos nporpamm.

Ecnu dnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes paspeluaet unu
3anpellaeT 3anyck MCMomHseMblX hannoB MporpaMMm C MOMOLLbH 3afdaHHbIX NpaBui,
B MapamMmeTpax KoTopbiX ykasdaHa obnactb npumeHeHus VicnonHsemele dannol.

Ecnn cnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes He koHTponuvpyeT
3anyck MCronHsemblx paifioB nporpaMm C NOMOLLbI 3a4aHHbIX npaBun.  3anyck
NCNonHaeMbIX haltfioB NporpaMm paspeLLeH.

Mo ymonyaHuio hnaxxok yCTaHOBMEH.
e KoHtponuposaTb 3arpy3ky DLL-moaynen.
®naxok BKIoYaeT/BbIKMIOYaeT KOHTPOIb 3arpysku DLL-moagynen.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 paspeluaet
unun 3anpewaet 3arpysky DLL-mogynen ¢ noMOLbIO 3afaHHbIX NpaBui, B napameTpax
KOTOpbIX Yka3aHa obnactb npumeHeHmns "VicnonHsemble dannb”.

Ecnn dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 2.5 He koHTponupyeT
3arpysky DLL-mogynen C NMoMoLLbIO 3afaHHbIX npaswun. 3arpyska DLL-
MoAaynen paspeLueHa.

®draxok  [OCTYMEH, ecnm YyCTaHOBIEH dnaxok  Mcnonb3oBaTtb npasuna
Ans ncnonHaembix annos.

Mo ymonyaHuio oriaxokK CHAT.

KoHTporb 3arpy3ku DLL-mofynen MoXeT BNUSTb Ha NPOU3BOAUTENBHOCTb ONepaLoHHON CUCTEMBI.

e lcnonb3oBaTb NpaBuna AnsA CKPUNTOB U nakeTtoB MSI.
®riaXKoK BKITOYAET UMW BbIKITIOYaeT KOHTPOIb 3anycka CKpUnToB 1 naketos MSI.

Ecnu donaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 paspeliaet
UM 3anpeltaeT 3anyck CKpUATOB W naketoB MSI € NOMOLWBI 3adaHHbIX MpaBun,
B MapamMeTpax KOTopbIX yka3daHa obractb npuMmeHeHus CKpunTbl 1 nakeTbl MSI.

Ecnu dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 2.5 He KoHTponupyeT
3anyck CKpunToB M naketoB MSI| c MOMOLWbBIO 3agaHHbIX MpaBurl. 3anyck CKpUMNTOB
n naketoB MSI paspeLlueH.

Mo ymonyaHuio onaxok yCTaHOBMEH.
7. B 6noke Ucnonb3oBaHue KSN HacTpoliTe cnegytoLwuve napameTpbl 3anycka nporpamm:
e He pa3pewaTb 3anyck nporpamMmm, HegoBepeHHbIX B KSN.

@riaXKoK BKIOYAET UMM BbIKMOYAET KOHTPOMb 3anycka NporpaMM COrfiacHo Ux penyTtauum
B KSN.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil 0oskeH 30ecb omobpaxambcsi.
200



KASPER{KY3

Ecnu pnaxok yctaHosneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 3anpewaet
3anyck nmporpaMmm, MMmerwmnx cratyc HegoBepeHHbix B KSN. lNpu atom paspeluatoiime
npaBuna KOHTPONS 3amnycka nporpamm, nofd KoTopble nognagatoT HegoBepeHHble B KSN
nporpaMmmbl, He cpabaTbiBalOT. YCTaHOBKa dnaxka obecneynBaeT OONOMHUTENbHYIO
3alLUMTY OT BPEOOHOCHbIX MPOrpamMm.

Ecnn dnaxok cHaT, Kaspersky Industrial CyberSecurity for Nodes 2.5 He yuuTbiBaeT
penytaumio HegosepeHHbIXx B KSN nporpamm 1 paspeluaeTt vnm 3anpeljaeT ux 3anyck
B COOTBETCTBUM C NpaBunamu, Nod KoTopble nognagatoT nporpaMmmei.

Mo ymon4yaHmio iakok CHAT.
e Paspewartb 3anyck nporpamMmm, AoBepeHHbIX B KSN.

dnaxok BKIoYaeT UMK BbIKITHOYAET KOHTPOJIb 3amnycka NporpaMmM COrflacHo MX penyTtauuu
B KSN.

Ecnn dnaxok yctaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5 paspeluaet
3anyck nporpaMmm, umerowmx crtatyc gosepeHHbix B KSN. [Mpu aTom 3anpelsawowive
npaBuna KOHTPOMs 3anycka nporpamm, nog KoTopble nognagalT AoBepeHHble B KSN
nporpaMmbl, MMelT 60nbLIMN NPUOPUTET: ecrnv nporpamma fnpu3HaHa AOBEpPEeHHON
cnyx6amn KSN, HO 3anpelyeHa npaBunaMm KOHTPOMs 3anycka NporpamMm, 3amnyck Takom
nporpammbl 6yaeT 3abnokuposaH.

Ecnun dnaxok cHat, Kaspersky Industrial CyberSecurity for Nodes 2.5 He yynTbiBaet
penyTtauuio AoBepeHHbix B KSN nporpamm u paspeluaeT unv sanpeljaet ux 3anyck
B COOTBETCTBMM C NpaBunamMu, nog KoTopble nognagatT nporpamel.

Mo ymon4yaHuio rakok CHAT.

e [lonb3oBatenn w/wnM rpynnbl  nNonb3oBaTenen, KOTOPbIM paspelleH 3anyck [AO0BEpPEHHbIX
B KSN nporpamm.

8. Ha 3aknagke KoHTponb nakeTOB YyCTaHOBKM HacTpoOWTE MapameTpbl KOHTPONSA MNakeTOB YCTAHOBKM
(cMm. pasgen "HacTtporika KOHTpOns NakeToB yCcTaHOBKK" Ha cTp. 203).

9. Ha 3aknagke YnpaBneHue 3agaden HacCTpoWTe napameTpbl 3anycka 3agayvv No pacnucaHuio (CM. pasgen
"HacTpoiika napameTpoB pacnucaHus 3anycka 3agay" Ha cTp. 133).

10. B okHe MapameTpbl 3agayum HaxxmuTe Ha kHoMnKy OK.

Kaspersky Industrial CyberSecurity for Nodes 2.5 HemMeaneHHO NPUMMEHUT HOBbIE 3HAYEHUS NapameTpoB
BBbII'IOJ'IHFlIOLLLeVICﬂ 3agave. D,aHHbIe O BpeMeHU U3MeHeHndA napamMeTpoB, a Takke 3Ha4YeHuaA napameTpoB
[0 U nocrne ux usMeHeHunst 6yayT coxpaHeHbl B KypHare BbINOMHEHUS 3a4auu.

O KoHTporie nakeToB yCTaHOBKMU

dopmmpoBaHMe MpaBui KOHTPONSA 3amycka nporpaMmm MOXET 3HauyMTeNbHO YCIOXHSATLCH, ecrnim BaMm Tpebyetcs
yunTbiBaTb  pacrnpocTpaHeHue nporpaMMHOro obecneyveHus Ha 3awuaeMoM  KOMMblOTEpe:  Hanpumep,
ANt KOMMNbIOTEPOB, Ha KOTOPbIX BbINOMHAETCA NepuMoanyeckoe aBTOMaTuyeckoe OOHOBMEHME YCTaHOBMEHHbIX
nporpamm. B aTom cnyyae TpebyeTcda OOHOBNSATL CNWCKM paspeluaromx npaBui Mpu KaxkgoMm OOHOBNEHWU
nporpaMmmHoro obecneyeHus, 4Tobbl B napameTpax 3agadvm KoHTponb 3anycka nporpamm y4uTbiBanvcb 3amnycku
HOBbIX (halnoB, co3gaHHbIX B npouecce obHOBMeHWs. Onsa ynpoLweHns KOHTpOns 3anycka hannoB B CLEeHapusix
pacnpocTpaHeHnst NporpamMmmHoro obecnedyeHns Bbl MOXETE UCMOMb30BaTh COOTBETCTBYIOLLYIO NOACUCTEMY 3adauun
KoHTponb 3anycka nporpamm.

Mogcuctema KoHTponb NakeToB YCTaHOBKM peanv3oBaHa B BUAE AOMOSIHUTENbHOIO CMMCKa WUCKMYEHUN. Bebl
MoxeTe [06aBnsaTb B 3TOT CMWCOK fakemsl ycmaHoeku (ganee "OoBepeHHble nakeTbl") — mporpamma 6yget

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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pas3pelwlate pacnakoBKy OOBEPEHHbIX MakeToB 1 aBTOMaTU4ECKNI 3anyck nporpamMmMmHOro obecneyeHus,
YCTaHOBJ1EHHOIo 1 NAMEHEHHOIo AO0BEePEHHbIM NMakeToOM.

YuntbiBante, 4to Kaspersky Industrial CyberSecurity for Nodes 2.5 KOHTponupyeT TONbKO MOSHbLIA LMK
pacnpoCcTpaHeHus1 nporpammMHoro obecnedeHus. [lporpamma He CMOXET KOPPEKTHO obpaboTaTb 3amnycku
annoB, N3MEHEHHbIX OOBEPEHHbIM AMCTPUOYTMBOM, €CNM MpU NEPBOM 3arycke Takoro naketa yCTaHOBKM
KOHTPOMb pacnpocTpaHeHusi MNPOrpamMMHOro obecnevyeHusi OTKMYEH, UMW He YCTAaBHOBMEH KOMMOHEHT
KoHTporb 3anycka nporpamMm.

KOHTpOrb MNakeToB YCTAHOBKM HEBO3MOXEH, €Cnu B HacTpoukax 3agadn KoHTporb 3anycka nporpamm
He ycTaHoBneH chnaxok Ucnonb3oBaTb NpaBuiia Ans UCnosiHAeMbix pansos.

KeLu KOHTPOJIA NMaKeToB YCTAHOBKU

Kaspersky Industrial CyberSecurity for Nodes 2.5 onpegensier cBaA3b mexgy dannamu, Cco3gaHHbIMU
npu pacnpocTpaHeHUn nporpammMHOro obecrneyveHus, u JOBEPEHHbIMW MNakeTamMy C NOMOLLbID OUHAMUYECKOrO
dopMMPOBaHUA Kewa KOHMPOss nakemoes ycmaHosku (ganee — "kew pacnpocTtpaHeHuns"). [py nepsom 3anycke
aoBepeHHoro naketa, Kaspersky Industrial CyberSecurity for Nodes 2.5 obHapyxuBaeT Bce ¢annbl, co3aaHHble
npu pacnpocTpaHeHUn NporpaMmHOro obecneyeHns ¢ NOMOLLbIO AaHHOMO MakeTa, M COXPaHSET MX KOHTPOSbHbIE
CYMMbI Y MONHbIE MYyTU B Kelle pacnpocTpaHeHusi. B ganbHelwem 3anycku Bcex hannoB, COXpaHEHHbIX B Kelle
pacnpocTpaHeHnsi, paspeLLarTcs aBTOMaTUYECKN.

Bbl He MOoXeTe mnpocmaTtpuBaTtb, O4YMLATb, a Takke BPYYHYID W3MEHSITb Kew pacnpocTpaHeHus 4Yepes
nonb3oBartenbckui nHTepdenc. Kaspersky Industrial CyberSecurity for Nodes 2.5 caMocToATEnbLHO HanonHseT ero,
a TaKkKe KOHTPONMpYyeT ero akTyanbHOCTb.

Bbl MOXeTe 3KCMOpTMPOBaTb Kell pacrnpoCTpaHeHus B KOHMUrypauuoHHbin dann (B popmate XML), a Takke
MOSTHOCTBIO OYMLLIATL KeLl PpacrnpoCTPaHEHWNS C MOMOLLIbIO KOMaH, KOMaHOHOW CTPOKMK.

UToBbl 9KCMOPTUPOBATL Kelll pacnpoCcTpaHeHUs B KOHUIypaLMOHHbIN doaiin, BeIMOMHUTE KoMaHay:
kavshell appcontrol /config /savetofile:<full path> /sdc

YToGbl MOSTHOCTBIO OYUCTUTL KELL PacnpOCTPaHEHNS], BLINOMHUTE KOMaHAy:
kavshell appcontrol /config /clearsdc

Kaspersky Industrial CyberSecurity for Nodes 2.5 oGHOBRSIET Kell pacnpocTpaHeHus pa3 B CyTku. Ecnn 3HayeHune
MOSIHOTrO MYTU WS KOHTPOSIBHOM CYMMbl paHee paspelleHHOro pamna M3MeHeHbl, NporpaMmma yganseT 3anucbh
0 TakoMm dhavine 13 Kelwla pacnpocTpaHeHus. Mpu akTMBHOM pexume paboTbl 3agaum KoHTponb 3anycka nporpamm,
OanbHelwmne 3anycky Takoro davina dyayt 3abnoKkMpoBaHsl.

B3aumopencTemne ¢ OCHOBHbIM CMIMCKOM MpaBuUI KOHTPOSS 3anycka nporpamMm

Cnucok [OBEpPEHHBIX MAKeToB noAcvcTeMbl KOHTPOMsl NakeToB YCTAHOBKU — 3TO CMWUCOK WUCKMHOYEHWIA, KOTOPLIN
JOMOSHAET, HO He 3aMeHSIeT OCHOBHOW CMMCOK NPaBUi KOHTPOSSA 3anycka NporpamMm.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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3anpeluatoLiye npasuna KOHTPOMSA 3anycka NporpamMmm UMetoT abContoTHbIA NPMOPUTET: pacnakoBKa JOBEPEHHOro
nakeTa WM 3anyck Co3fdaHHbIX U U3MEHEHHbIX UM baiinoB ByayT 3abroKMpOBaHbI, eCnn Takne nakeTbl U caiinbl
noanadatoT Moz 3anpeLuatoLlme npasusia KOHTPOIS 3anycka Nporpamm.

WckntoyeHnss KOHTponsi nakeToB YCTAHOBKM YYUTLIBAKOTCS W ANst JOBEPEHHbIX MaKeToB, W ANsi CO3AaHHbIX
N N3MEHEHHbIX MMM (halinoB, ecnu Ansi TakMx NakeToB U (ansioB OTCYTCTBYIOT Npasuia B OCHOBHOM CMUCKE NpaBwusl
KOHTpOMs 3anycka nporpaMmm.

Ncnonb3oBaHmne KSN-3akno4eHunmn

HepoBepeHHble KSN-3akmnoyeHns nmerT 6onbLlUMIA NPUOPUTET, YeM UCKNtoveHne KOHTpons nakeToB YCTaHOBKM:
pacnakoBka [OOBEPEeHHOro naketa YCTaHOBKM WNW 3anyck CO34aHHbIX W U3MEHEHHbIX MM bannoB 6yayT
3abnokupoBaHbI, ecnu Ans Takux annos Nony4yeHo HeaoBepeHHoe 3akntodeHre ot KSN.

HaCTpOﬁKa KOHTPOIA NakKeTOB YCTAHOBKMU
» 4Ymobbi 0obasumb 008epPEHHbIU nakem ycmaHO8KU, 8bINoSIHUMe criedyrouue 0elicmaus:

1. B pepee KoHconu agmunHucTpmpoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BoibepuTe rpynny agMUHUCTPUPOBAHUSA, ANS KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHUS BbINOMHUTE  OOHO
13 criefyoLmx encTBum:

e Ecnn Bbl XOTUTE HACTPOUTb MapamMeTpbl MONMUTUKM AN rPynnbl KOMMNbOTEPOB, BbiOepuTe 3aknagky
Monutukn 1 otkporite okHo CBoucTtBa: <Umsa nonuTuku> (cMm. pasgen "Hacrtpomka nonutukm"
Ha cTp. 90).

e Ecnn Bbl XOTUTE HACTPOWTb MapaMeTpbl NporpaMmbl AN OOHOrO KOMMblOTEpa, BblbepuTe 3aknagky
YcTpowncTBa n oTkpoliTe okHo MapamMeTpbl nporpamMmbl (CM. pa3gen "HacTporka nokanbHbIX 3agay
B oKHe lMapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnu ycTtpornictBo paboTaeT nof ynpaBneHnem akTMBHon nonutuknm Kaspersky Security Center
M B 3TOW MOMNUTMKE HamNOXeH 3anpeT Ha U3MEeHeHWe napameTpoB MporpamMmbl, 3TW NapameTpbl
HedOCTYNHbl AN U3MeHeHus B okHe MapameTpbl nporpaMmmebl.

3. B pasgene KoHTponb akTMUBHOCTU Ha KOMNbIOTEPAX HaXXMUTe Ha kHornky HacTpoika B 6noke KoHTponb
3anycka nporpamMm.

OTkpoeTcsl okHo KoHTponb 3anycka nporpamMmm.

4. Ha BbiOpaHHOM 3aknagke ycTtaHoBUTE riaxok ABTOMaTUYeCKM paspellatb pacnpocTpaHeHue
C NMOMOLW b YKa3aHHbIX NporpaMm U nakeToB YCTaHOBKMW.

®naxok BKOYAET UMW  BbLIKMHOYAET BO3MOXHOCTb aBTOMATMYECKOrO  CO34aHus
UCKITIOYEHWI Ans BCeX halinoB, 3anyLLEeHHbIX C MOMOLLbIO YKa3aHHbIX B CIMCKE Nporpamm
1 NaKeTOB YCTAHOBKM.

Ecnn cnaxok ycTaHoOBneH, nporpaMMa aBTOMaTU4ecku paspeluaeT 3anyck ¢aisos,
3anyLleHHbIX C MOMOLLIbIO AOBEPEHHbIX NakeToB yCTaHOBKM. CNMCOK NporpaMm 1 nakeToB
ANs YCTaHOBKW, paspeLLeHHbIX K 3amnycKy, AOCTYMNeH AN peaakTUpoBaHus.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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Ecnn d)]'la)KOK CHAT, nporpamMmma He NpuMeHAeT yKa3aHHble B CMNCKe UCKITHIYEeHUA.

Mo ymon4aHuio iaxkok CHAT.

Bbl MOXeTe ycTaHOBUTb briakok ABTOMaTMYECKU paspellaTb pacrnpocTpaHeHue C NOMOLLbHo
yKa3saHHbIX NporpaMm U NakeToB YCTaHOBKM, ECNV yCTaHOBIEH (rnaxok Ucnonb3oBaTb npaBuna
ONA ncnosnHsieMbix dannoB B napameTpax 3agayn KoHTponb 3anycka nporpaMmm.

5. Ecnu Tpebyetcs, cHumuTe dnaxxkok Bcerga paspewartb pacnpocTpaHeHue MporpaMm C NOMOLUbHO
Windows Installer.

®naxok BKNOYAET WNN  BbLIKMIOYAET BO3MOXHOCTb aBTOMATMYECKOro  CO3AaHus
UCKMoYeHnn ans Bcex hannos, 3anyLeHHbIX ¢ noMmoLbto nogcmuctemsl Windows Installer.

Ecnn dnaxok ycTaHoBneH, nporpammMa Bcerga paspeluaet 3anyck ¢annos,
yCTaHOBMEHHbIX ¢ nomoLlbo Windows Installer.

Ecnn naxok cHaT, ucnonb3oBaHve Windows Installer gnsa 3anycka nporpammbi
He ABNSeTCH KpuTepmem Ans paspeLleHns Takon nporpamMmmbl.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.

dnaxok HeOoCTyneH Ans pedaKTUPOBaHWUs, €CnM CHAT donaXok ABTOMaTU4YeCKu
paspewaTb pacnpocTpaHeHue C NnoMoubIo yKa3aHHbIX nporpamm
M NakeToOB YCTaHOBKM.

dnaxok Bcerpa paspewarb pacnpocTpaHeHue nporpamm c nomouwbio Windows Installer
pEKOMEHAYEeTCA CHMMaTb TONbKO B Cryyae KpanHenm Heobxogumoctu. CHaTMe dnaxka MOXeT
npuBecTX K npobnemam npu 0OHOBNEHUN (PANIOB ONEPALMOHHON CUCTEMBI, @ Takke GNTOKMPOBAHNIO
3anycka annos, AOYEPHUX MO OTHOLLEHUIO K JOBEPEHHBIM NakeTaM YyCTaHOBKMU.

6. Ecnu TpebyeTcs, yctaHoBuTe (onaxok Becerpga paspeliatb pacnpocTpaHeHue nporpamm yepes SCCM
C nomolbio (hOHOBOW MHTENNEKTYanbHOM CryX6bl Nepegayiu.

dnaxok BKMOYaeT WM BbIKMOYAET aBTOMAaTUYECKoe paspeLleHne pacrnpoCTpaHeHus
nporpaMMHoro obecneyeHus C NMOMOLLbIO pelueHus System Center
Configuration Manager.

Ecnn naxok ycrtaHoBneH, Kaspersky Industrial CyberSecurity for Nodes 2.5
aBTOMaTUYecKn paspellaet pasBepTbiBaHve Microsoft Windows ¢ ucnornb3oBaHvem
System Center Configuration Manager. [lNporpamma paspewaeT pacnpocTpaHeHue
nporpaMmHoro obecneyeHnss TOMbKO C MOMOLLBIO CryXObl (POHOBOW MHTENMNEKTyanbHOW
nepegauun gaHHbelx (Background Intelligent Transfer Service).

Cucrtema KOHTPOJTUPYET 3anyck 00BbEeKToB CO cnegywwnMm paclwmpeHnamm:

e .exe
e .MSi

Mo ymonyaHuio oraxokK CHAT.

MporpaMMa KOHTPONMUPYET LMK pacnpocTpaHeHust nporpaMMHOro obecneyvyeHnss OT 4OCTaBKU nakeTa
Ha KOMMbloTep [0 hakTa ycTaHOBKM/OOHOBMEHUs. [lporpaMmMa He KOHTPONMPYeT MNpOoLEecchl, ecnu
KaKoOW-TO M3 3TarnoB pacrnpocTpaHeHUs Obin BbIMNOSIHEH [0 YCTAHOBKM CUCTEMbI Ha KOMIMbIOTEPE.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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7. YToObl OTPEAaKTUPOBATbL CMMUCOK JOBEPEHHbIX MAKETOB YCTAHOBKU, HAaXMUTE Ha KHOMKY M3MeHUTb cnucok
NakeToOB U B PACKPbIBLLEMCS MEHIO BblIOepuTe OAMH N3 AOCTYNHbLIX CNOCOGOB:

e [o6aBnUTb 0OAUH BPY4HYHO.
a. HaxmuTe Ha kHonky O630p U1 BbiGepeTe harn 3anycka nporpaMmmbl UNM NakeT YCTaHOBKM.
Brnok Kputepuun noBepeHHOCTM aBTOMaTU4ECKU 3anONHUTCA AAaHHBIMKU O BbIOpaHHOM (oawine.

b. Bbl6€pVITe OOWMH U3 ABYX AOOCTYMHbIX BapuvaHTOB KputepueB OOBEPEHHOCTUN, OCHOBbIBAACH
Ha KOTOpPbIX (*)aVIJ'I UM nakeT yctaHOBKU 6y,qu cUnTaTbCA AOBEPEHHbIM!

e Wcnonb3oBaTb uudpoBon ceptTudukar

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax GopMUMpYEMbIX paspeLlatolmx npaBun
KOHTPOMS 3anycka NporpaMm B Ka4ecTBe Kputepus cpabaTbiBaHMS NpaBura ykasbiBaeTcs
Hanunyune yudpposoro ceptudmkarta. B ganeHenwem nporpamma 6yaeTt paspeluats 3anyck
nporpamMm C NoMoLLbo (PannoB, Y KOTOPbIX €CTb LUMdPOBON cepTudmkar. STOT BapuaHT
pekomMeHOyeTCs, eCnn Bbl XOTUTE paspellaTtb 3anyck Nobbix nNporpamm, AOBEPEHHbIX
B ONepaLnoHHON cucTeme.

e WcnonbsoBartb xew SHA256

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax PopMUPYEMbIX paspeLlatolmx npaBun
KOHTPOIS 3anycka nporpamMm B Ka4yecTBe KpuTepusa cpabaTtbiBaHWsi npaBuna yka3blBaeTcs
3Ha4YeHVe KOHTPOSbHOW CyMMbl chaina, Ha OCHOBE KOTOPOro opMupyeTcs npaBuIio.
B panbHeriwem nporpammMa G6ygeT paspeluatb 3anyck NporpaMm, 3anyckaemMbix dannamm
C yKa3aHHbIM 3Ha4Y€HNEM KOHTPOSTbHOW CYMMbI.

OTOT BapvaHT pekoMeHO4oBaH Ang crnyyaes, koraa hopMMpoBaHue npasun obsasaTenbHO
Ans obecrneyeHnss COOTBETCTBMSA MaKCMMaribHOMY YpPOBHIO ©e30MacHOCTM: B KavyecTBe
YHUKanbHOro uaeHtudukatopa danna MOXET MCMornb3oBaTbCA KOHTPOSbHast cymma
SHA256. Wcnonb3oBaHWe MOMYy4YEHHOr0 3HayeHMs Xelwa B KayecTBe Kputepus
cpabaTbiBaHUsi NpaBuna cyxaet ob6nacTb NPMMeHeHNs npasuna 4o ogHoro darna.

[aHHbIN BapuaHT BbIGpaH No yMOn4aHuto.

e J[lo6aBNUTb HECKOJILKO MO xeLy

Bbl MoxeTe BbiGpaTb HEOrpaHNYEHHOE YUCO hansioB 3anycka 1 NakeToB YCTaHOBKM U 4o6aBuUTb
MX B CNMcoK ogHoBpemeHHo. Kaspersky Industrial CyberSecurity for Nodes 2.5 yuuTbiBaeT xeLu
1 paspeLuaeT 3anyck npu obpalleHnn onepaLmMoHHON CUCTEMbI K YKadaHHbIM dhannam.

e M3MeHNTb BbIOpaHHbIN

Mcnonb3yiTe aTOT BapuaHT, YToObl BbiOpaTh Apyrov dann 3anycka Unm nakeT YCTaHOBKW, a Takke
N3MEHUTb KPpUTEPUM OOBEPEHHOCTH.

e WmnopTtupoBaTb U3 TekcToBoro damna.

Bbl MOXeTe UMNOpPTUPOBaTL CNUCOK JOBEPEHHbIX NAKETOB YCTAHOBKU U3 COXPaAHEHHOro
KoHdurypauuoHHoro cavina. Onga pacnosHaBaHusa B Kaspersky Industrial CyberSecurity
for Nodes 2.5 dpann gomkeH yaoBneTBopsiTb Criedylowum napaMmeTpam:

e  UMeTb TEKCTOBOE paclUMpeHue;
e cogepxaTb MHOPMAaLUIO B BUAE CNICKA CTPOK, Kaxaasl U3 KOTOPbIX — AaHHble

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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OS5 OAHOro AOBEPEHHOrO hanna;
e coaepxaTb CMMUCOK, COOTBETCTBYOLLMIA OAHOMY U3 ABYX (DOPMATOB:

e <ums danna>:<xew SHA256>;
e <xew SHA256>*<ums canna>.

B okHe OTKpPbITb YKaXXMUTe KOHUrypaLVOoHHbIA dhain co CNMCKOM AOBEPEHHbIX MakeToB YyCTaHOBKU.

8. [Ecnu Bbl xoTUTE yaanutb paHee Ao6aBneHHy nporpamMmmy N nakeT yCTaHOBKM M3 CNMCKa JOBEPEHHbIX,
HaXXMWTE Ha KHOMKY YAanuTb NakeT yCTaHOBKU. 3anyck BNOXEHHbIX hannos byaeTt paspeLleH.

YToBbl 3anpeTuTb 3amnyck BIIOXEHHbIX (ainoB, MOMHOCTLIO yaanuTe MnporpamMmMy C 3alimiiaemMoro
KOMMblOTEpPa WM Cco3dalTe  3anpellarollee MpaBuno B napameTpax 3agadv  KoHTponb
3anycka nporpamm.

9. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl 3agayuv 6yoyT COXpaHeHbI.

Mepexon B peXXum paspeLieHUs No yMO4aHUIo

Pexum paspelueHvs no ymonyaHuio paspeluaeT 3amyck BCeX NporpamMMm, €Cnv OHW He 3anpelyeHbl npasunamu
N MMelT AoBepeHHbIin ctaTyc B KSN. Pexum paspelseHus no ymMOmnyYaHuio MOXHO BKIOYUTbL  C MOMOLLBHO
cneumanbHbIX paspellallwmx npasufi. Bbl MoxeTe BKMOYMTE PEXWM TOMbKO ANA CKPUNTOB WM ANs BCeX
NCMNonHAeMbIx pannos.

» 4YmobbI dobasumb rpasusio paspeweHusi o yMo4aHuko, ebinosiHume credyroujue delicmeusi:

1. B pepee KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMMHUCTPUPOBAHUSA, A1S KOMMbIOTEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pe3ynbTaTtoB BblOpaHHOW rpynnbl agMVHUCTPUpPOBaHUS BbIMNOMNHUTE OfHO
n3 criefyoLwmx encTBum:

e Ecnu Bbl XOTUTE HAcCTPOUTb MapameTpbl NOMAWUTUKU ONS rPynnbl KOMMbIOTEPOB, BblbepuTe 3aknagky
Monutukn un otkporite okHo CBomctBa: <Umsa nonutuku> (cMm. pasgen "Hacrtpowka nonutukm"
Ha cTp. 90).

e Ecnu Bbl XO0TMTe HacTpouTb NapameTpbl Nporpammbl AN OAHOIO KOMMbHTEpA, BbibepuTe 3aknagky
YcTpouncTBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pa3gen "HacTponka nokanbHbIX 3agay
B okHe MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 103).

Ecnn yctponcteo pabotaeT nog ynpaerneHnem akTuBHoW nonutuku Kaspersky Security Center
M B 3TOV MOMUTMKE HANOXeH 3arnpeT Ha M3MEHEeHWe napameTpoB MporpamMmbl, 3T NapameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl nporpamMmbil.

3. B pasgene KoHTponb akTUBHOCTM Ha KOMMNbIOTEPaX HAXMUTE Ha kHoMKy HacTpoitka B 6noke KoHTponb
3anycka nporpamMm.

4. Ha 3aknagke O6wme HaxmnTe Ha KHOMKy CnMcok npaBus.

OTkpoeTcs okHo MpaBuna KOHTpoOns 3anycka NporpaMmm.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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5. HaxmuTte Ha kHomnky [lo6aBUTb 1 B KOHTEKCTHOM MEHIO KHOMKM BbibepnTe [lo6aBUTbL OAHO NPaBUIIO.
OTkpoeTcs okHo MapameTpbl NnpaBuna.

6. B none HasBaHue BBeauTe Ha3BaHWe npasuna.

7. B packpbiBatowemcs cnncke Tun BoiGepuTe BapnaHT Paspeluarolyee.

8. B packpbiBatowemesi cnucke O6nactb NpuMeHeHUA BbibepuTe TWM (pairoB, 3anyck KOTopbix Oyadet
KOHTPONUPOBaTb NPaBUNo:

e WcnonHsemble dannbl, ecrnnm Bbl XOTUTE, YTOObI NPaBMIO KOHTPONUPOBANO 3anyck WUCMOMHAEMbIX
hannos nporpamm.

e Ckpuntbl U naketbl MSI, ecnv Bbl XOTWUTE, YTOObI NPaBMMO KOHTPONMMPOBANO 3amnyck CKPUMNTOB
1 naketos MSI.

9. B 6noke Kputepui cpabatbiBaHusa npasuna sbibepute MyTb K danny.
10. Beeaute criegyroLlyto Macky: ?2:\
11. B okHe MapameTpbl NnpaBuna HaxmuTe Ha kHonky OK.

Kaspersky Industrial CyberSecurity for Nodes 2.5 npyumeHseT pexum paspeLLeHnsi N0 yMON4YaHuio.

O dbopmupoBaHMM NpaBuUIT KOHTPONSA 3anycka nporpamMmm A5 Bceun
cetn yepe3 Kaspersky Security Center

Bbl MOXeTe cosgaBaTb CMMCKU MpaBuil KOHTPOMS 3amycka nMporpaMm C NMOMOLLbK 3agay v nonutuk Kaspersky
Security Center cpasy [Ansi BCeX KOMMbIOTEPOB W rpynn KOMMbIOTEPOB B CETU oOpraHusaumMuv. ITOT BapuaHT
peKkoMeHayeTCsl, ecnv B CETM OpraHuM3auum HeT ITaNoOHHOW MallWHbl, M Bbl HE MOXETe ccopMMpoBaTh OOLLMNA
CMNCOK MNpaBusl C NOMOLLLIO 3aJa4vM aBTOMaTUyeckoro oOpMMPOBAHNA paspeLuarowux npasun no nporpammMam,
YCTaHOBIEHHbIM Ha TaKoW 3TarlOHHOW MaLUuHe.

Mo ymonyaHuo KoMNoHeHT KoHTporb 3anycka nporpaMmM ycTaHaBnMBaeTCs C ABYMS paspeLuaoLLmmMmn npaBunamMmm:

e Paspewatowne npaeuna ANS CKPUMNTOB n MSlI, MMeroLLmX [OBEpPEHHbIN ceptudukat
B onepaunoHHON cucTeme.

e Paspewatowme npasuna NCMOSHAEMbIX dannos, UMEIOLLNX [OBEpPEHHbIN cepTudukar
B ONepaLnoHHON cUcTeMe.

Bbl MOXeTe cosmaBaTh CMMUCKWM MPaBWUI KOHTPOMS 3amycka nporpamm Ha cTopoHe Kaspersky Security Center
AByms criocobamm:

e C nomoLubto rpynnoBov 3aga4m asToMaTn4eckoro hopmMmnpoBaHus NPaBu KOHTPO